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Introduction

• Imagine that you are a software engineer.
• Someone send a online technical interview invition to you in 

Linkedin.
• During interview, s/he give you a repository link about full stack 

web application and ask you to explain it.
• The code seems fine. So you pull it, run it and explain how it 

works.
• 3 days after. You found a anydesk run on your computer (but 

you never download it). Also, all of your bitcoin in Metamask 
are gone.

• What happened? 2



Introduction
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Introduction
• 2023/11/21 Hacking Employers and Seeking Employment: Two 

Job-Related Campaigns Bear Hallmarks of North Korean Threat Actors
• 2024/06/11 Richard Chang - How Onder Kayabasi faked Peig.io
• 2024/09/06 北韓駭客Lazarus假借線上徵才名義與冒牌視訊會議軟體，鎖定
求職者詐騙

• 2025/01/02 後門程式OtterCookie鎖定軟體開發人員而來，北韓駭客假借徵才
名義散布
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https://unit42.paloaltonetworks.com/two-campaigns-by-north-korea-bad-actors-target-job-hunters/
https://unit42.paloaltonetworks.com/two-campaigns-by-north-korea-bad-actors-target-job-hunters/
https://www.linkedin.com/posts/rlwchang_onder-kayabasi-ecoseeds-linkedin-activity-7206406462670057473-aARP/
https://www.ithome.com.tw/news/164889
https://www.ithome.com.tw/news/164889
https://www.ithome.com.tw/news/166787
https://www.ithome.com.tw/news/166787


Introduction

• Group: Lazarus
• Campaign: Contagious Interview 
(CL-STA-240)

• Common Malware Family
o BeaverTail
o InvisibleFerret
o OtterCookie
o ...
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alias.js

• Something 
weird in this 
program?
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Obfuscator.io Deobfuscator

https://obf-io.deobfuscate.io/


alias.js

• Base64 encoded 
string

• Shuffled C2 string

• C2: 95.217.124.253
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alias.js (main)

• Execute main() every 5 minutes 
for 5 times
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• Exfiltrate chrome / brave / opera 
extension data

• Exfiltrate some credential 
depend on platform

• Run stage 2 payload



alias.js 
(read_extension_and_exfiltrate_mp)
• d (Darwin, aka macOS): ~/Library/Application 
Support/<browser>

• l (Linux): ~/.config/<browser>
• Other (maybe Windows): ~/AppData/<browser>/User Data
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alias.js (read_extension_and_exfiltrate)

• Decode extension id
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• Read extension ldb and 
log from all profile in 
browser



alias.js (read_extension_and_exfiltrate)
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Extension ID Name

nkbihfbeogaeaoehlefnkodbefgpgknn metamask

ejbalbakoplchlghecdalmeeeajnimhm metamask

fhbohimaelbohpjbbldcngcnapndodjp BNB Chain Wallet

hnfanknocfeofbddgcijnmhnfnkdnaad Coinbase Wallet extension

fnjhmkhhmkbjkkabndcnnogagogbneec Ronin Wallet

ibnejdfjmmkpcnlpebklmnkoeoihofec TronLink

ejjladinnckdgjemekebdpeokbikhfci Petra Aptos Wallet

efbglgofoippbgcjepnhiblaibcnclgk Martian Aptos & Sui Wallet 
Extension

phkbamefinggmakgklpkljjmgibohnba Pontem Crypto Wallet

aeachknmefphepccionboohckonoeemg Coin98 Wallet Extension: 
Crypto & Defi

aholpfdialjgjfhomihkjbmgjidlcdno Exodus Web3 Wallet

Extension ID Name

bfnaelmomeimhlpmgjnjophhpkkoljpa Phantom

lgmpcpglpngdoalbgeoldeajfclnhafa SafePal

bhhhlbepdkbapadjdnnojkbgioiodbic Solflare Wallet

jblndlipeogpafnldhgmapagcccfchpi Kaia Wallet

egjidjbpglichdcondbcbdnbeeppgdph Trust Wallet

ppbibelpcjmhbdihakflkdcoccbgbkpo UniSat Wallet

opcgpfmipidbgpenhmajoajpbobppdil Sui Wallet

mcohilncbfahbmgdjkbpemcciiolgcge OKX Wallet

jnlgamecbpmbajjfhmmmlhejkemejdma Braavos - Starknet Wallet

dlcobpjiigpikoobohmabehhmhfoodbb Argent X - Starknet Wallet

idnnbdplmphpflfnlkomgpfbpcgelopg Xverse Wallet



alias.js (read_extension_and_exfiltrate)

• read solana public / private key
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• exfiltration



alias.js (exfiltration)

• Send to http://<c2>/uploads endpoint 
with POST method

• Content:
o Current timestamp
o xyz2 type
o Hostname
o Exfiltrate files
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alias.js (main)

• w (Windows)
o Read Edge extension

▪ ~/AppData/Local/Microsoft/Edge/User Data

• d (Darwin)
o Read Chrome credential

▪ ~/Library/Keychains/login.keychain{-db}
▪ ~/Library/Application Support/Google/Chrome/<profile>/Login Data/ld_<id>

o Read Brave credential
▪ ~/Library/Application Support/BraveSoftware/Brave-Browser/<profile>/Login 

Data/brld_<id> 
o Read Firefox credential

▪ ~/Library/Application Support/Firefox/<profile>/key4.db
▪ ~/Library/Application Support/Firefox/<profile>/logins.json
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alias.js (main)

• l (Linux)
o Read Linux keyring

▪ ~/.local/share/keyrings/*
o Read Chrome credential

▪ ~/.config/google-chrome/<profile>/Login Data/ld_<id>
▪ ~/.config/google-chrome/ld_<id>

o Read Firefox credential
▪ ~/.mozilla/firefox/<profile>/key4.db
▪ ~/.mozilla/firefox/<profile>/key3.db
▪ ~/.mozilla/firefox/<profile>/logins.json
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alias.js (run_stage2_script)

• Windows
o Check python exist
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o If exist
▪ Get stage 2 payload from 

http://<c2>/client/xyz2
▪ python ~/.npl

o Otherwise
▪ Get python

https://github.com/x03ee/
CTF-Writeup/tree/main/2
025/TSCCTF%202025

• Another platform
o Run python3 directly



alias.js (getpython)

• Get python from 
http://<c2>/pdown

• Decompress it with tar –xf
• Tar is pre-installed after 
Win10 (1803)
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alias.js
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Stage2 – main_xyz2.py(~./npl)
• Decode, get download.py download.py



Stage2 – download.py

• Access http://<c2>/payload/xyz2   

   to download  the payload.

• Place it in the ~/.n2/pay file, then 

execute.



Stage2 – download.py

• Access http://<c2>/payload/xyz2   

   to download  the payload.

• Place it in the ~/.n2/pay file, then 

execute.



Stage2 – download.py

• Access http://<c2>/brow/xyz2   

   to download  the payload.

• Place it in the ~/.n2/bow file, then 

execute.



Stage2 – download.py

• Access http://<c2>/brow/xyz2   

   to download  the payload.

• Place it in the ~/.n2/bow file, then 

execute.



Stage2 – Summary

o  Download:

▪ http://<c2>/payload/xyz2 -> ~/.n2/pay

▪ http://<c2>/brow/xyz2 -> ~/.n2/bow



Stage2

• Download File (main_xyz2.py) from C2

• Decode 

• Execute

• Get

o pay.py

o bow.py



Stage3 - pay.py

• pay1

• pay2



Stage3 - pay1.py

•    The code is divided into two parts:

o    Collecting data

o    Sending data to the C2



Stage3 - pay1.py - Collecting data

•    This parts will collect:

o  System Name

o  Hostname

o  Version

o  Username



Stage3 - pay1.py - Collecting data

•    This parts will collect:

o  Geographic location

 (latitude, longitude, city...)

o  Internal IP address
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Stage3 - pay1.py - Collecting data

•    This parts will collect:

o  Geographic location

 (latitude, longitude, city...)

o  Internal IP address



Stage3 - pay1.py - Sending data to the C2

•   This part performs preprocessing 

    before sending the data, 

    consolidating the collected information.



Stage3 - pay1.py - Sending data to the C2

•     A POST request will be sent to 

  <c2_server>/keys, 

      uploading all the collected data.



Stage3 - pay1.py 



Stage3 - pay2.py

•    The code is divided into two parts:

o    KeyLogger

o    Reverse Shell



Stage3 - pay2.py - KeyLogger

•    Uses "pyHook" package

•    Recording

o  right-clicks

o  left-clicks

o  keyboard input

•    All recorded content is stored in "e_buf"



Stage3 - pay2.py - KeyLogger

•    left-clicks

o  <..> 、 <.>

•    right-clicks

o  <,,> 、 <,>



Stage3 - pay2.py - KeyLogger

•    keyboard input

•    clipboard



Stage3 - pay2.py - KeyLogger
•    Return example :

** 

-[ Window Title | PID: 1234-5678 

-[ @ 01/15/2025, 14:30:00 | Window Name 

**



Stage3 - pay2.py - KeyLogger

•    keyboard input

•    clipboard



Stage3 - pay2.py - Reverse Shell

•   After client.run() is executed, 

a Reverse Shell is established 

with <c2_server>, port 5001.



Stage3 - pay2.py - Reverse Shell

•   After client.run() is executed, 

a Reverse Shell is established 

with <c2_server>, port 5001.



Stage3 - pay2.py - Reverse Shell

•   Thread is created to receive data

     by executing  A.listen_recv



Stage3 - pay2.py - Reverse Shell

•   Received Format : 

{'code': 1, 

'args': {'admin': 'manager', 

'cmd': 'cd /home'}}

• execute the "cmd" based on  

the code number.



Stage3 - pay2.py - Reverse Shell
•   Code  Table 

o 1 : ssh_obj  ,      Executes the  command.

o    2 : ssh_cmd ,        Deletes the prompt message.

o    3 : ssh_clip ,          Sends the keylogger data back.

o    4 : ssh_run ,          Downloads "bow" again from http://<c2_server>/brow/xyz.

o    5 : ssh_upload ,  Uploads specified files or folders from the local machine to the FTP 

Server.

o    6 : ssh_kill ,           Closes the Chrome and Brave browsers.



Stage3 - pay2.py - Reverse Shell

•   Code Table 

o  7 : ssh_any  ,    Download "any" from http://<c2_server>/adc/xyz2

o  8 : ssh_env  ,    Upload files from the system's default directories (Windows: /Documents, 

/Downloads; non-Windows: /Volumes) to the FTP server.

o  9 : ssh_safe ,Enable "pay" to run at startup (by writing the "python.exe pay" command into the 

registry).



Stage3 - pay2.py - ssh_clip 

• Send to <c2_server>:5001 

o Content : 

▪ Keylogger data



Stage3 - pay2.py - ssh_any

• Access http://<c2_server>/adc/xyz2 
  to download  the payload.

• Place it in the ~/.n2/adc file, then 
execute.



Stage3 - pay2.py - ssh_safe 

• write "python.exe pay" into the registry



Stage3 - pay.py - Summary

• Uploads files:

o  Send to http://<c2_server>/keys with POST method

o Content : 

▪ System information

▪ Geographical location data.

• KeyLogger :

o Mouse click, keyboard input, clipboard



Stage3 - pay.py - Summary
• Reverse Shell

o Ip, port

▪ <c2_server>, 5001

o Behavior

▪ Persistence

• Write "python.exe pay" into the registry 

▪ Download:

• http://<c2_server>/adc/xyz2 -> any

• http://<c2_server>/brow/xyz2 -> bow



Stage3 - pay.py - Summary
• Reverse Shell

o Uploads files:

▪  Send to FTP Server 

• Content : 

o Target Profile

▪  Send to <c2_server>:5001

• Content : 

o Keylogger data



Stage3 - pay2.py 



Stage3 - bow.py

•    Will call different functions 

     based on the operating system 

      and then steal browser data

•     Browers : 

• Chrome, Brave, Opera, Yandex, MsEdge



Stage3 - bow.py

•    Will call different functions 

     based on the operating system 

      and then steal browser data

•     Browers : 

• Chrome, Brave, Opera, Yandex, MsEdge



Stage3 - bow.py - retrieve_database()

•  Steals data from the "LoginData.db" file

o login credentials

▪  usernames 

▪  passwords

▪  …...



Stage3 - bow.py - retrieve_web()

•  Steals data from the "webdata.db" file

o Credit card information



Stage3 - bow.py - save()

•   A POST request will be sent to 

 http://<c2_server>/keys, 

 uploading all the collected data.



Stage3

• Execute pay

o pay1

o pay2

• Execute bow

• Return data to C2

• Have Reverse Shell



• First, will check 

if AnyDesk is installed on the system

o if not , 

Access http://<c2_server>/any 

to download  the Anydesk.

o Place it in the ~/anydesk.exe file, 

then execute.

Stage4 – any.py - Download



• First, will check 

if AnyDesk is installed on the system

o if not , 

Access http://<c2_server>/any 

to download  the anydesk.

o Place it in the ~/anydesk.exe file, 

then execute.

Stage4 – any.py - Download



Stage4 – any.py - Update

• Update service.conf



Stage4 – any.py - Upload

• Return the  service.conf 

to <c2_server>/keys



Stage4 – any.py - Restart

• Last, restart AnyDesk.exe



Stage4 – Summary
• Behavior : 

o Let attacker can Remote Desktop Connection

o Uploads files:

▪  Send to http://<c2_server>/keys with POST method

▪ Content : 

• service.conf



Stage4

• Execute Anydesk.exe

• Remote Desktop Connection



C2

• 95.217.124.253
o 95.217.124.253/pdown
o 95.217.124.253/uploads
o 95.217.124.253/client

• 95.217.124.253:80
o 95.217.124.253:80/payload/xyz2
o 95.217.124.253:80/brow/xyz2
o 95.217.124.253:80/keys/xyz2

• 95.217.124.253:5001
o shell
o a
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C2 - VirusTotal 

• VirusTotal 
o 95.217.124.253
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C2 - VirusTotal 

• sType = 'xyz2' 
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C2 - VirusTotal - xyz2

• brow
o Stage 2

• payload
o Stage 2

• ip-api.com
o payload
o get user location

• keys
o return information
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Attacker

• git
o Author: james-tech <jamesjones9291@gmail.com>
o Date:   Thu Dec 19 12:24:38 2024 +0000
o https://bitbucket.org/euronio/euron-presale.git
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mailto:%3cjamesjones9291@gmail.com
https://bitbucket.org/euronio/euron-presale.git


Attacker - Bitbucket 

• Bitbucket Watchers
o James Johnson
o euronio
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Attacker - Bitbucket 

• Bitbucket Watchers
o James Johnson
o euronio
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Attacker - Bitbucket 

• Bitbucket Watchers
o James Johnson
o euronio
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Attacker - Bitbucket 

• euronio
o Is private :(
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Attacker

• Time zone : UTC+09 
• BeaverTail 
• Similar attack
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Attacker

• Time zone : UTC+09 
• BeaverTail 
• Similar attack
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Attacker

• Time zone : UTC+09 
o Korea , Japan , Indonesia

• BeaverTail 
• Similar attack
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Attacker

• Time zone : UTC+09 
• BeaverTail 
• Similar attack
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Attacker

• Time zone : UTC+09 
• BeaverTail 
• Similar attack
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Attacker

• Time zone : UTC+09 
• BeaverTail 
• Similar attack

=> Lazarus
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Conclusion
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Conclusion

86



Conclusion

◆ Malware family: 
 ◆ BeaverTail / Contagious Interview
◆ C2 infrastructure: 
 ◆95.217.124.253
◆Target:
 ◆ Software Engineer
◆Adversary :
 ◆ Lazarus
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Thank you


