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import angr

import sys

def main(argv) :

path to binary = argv([1l]
project = angr.Project(path to binary)

start_address = 0x???

initial state = project.factory.blank state(addr=start address)
simulation = project.factory.simgr(initial state)
def is successful (state):

stdout output = state.posix.dumps(sys.stdout.fileno())

return state.solver.is true("Good Job." in str(stdout output))
def should abort (state):

stdout_output = state.posix.dumps (sys.stdout.fileno())

return state.solver.is true("Try again." in str (stdout_ output))

simulation.explore (find=is_successful, avoid=should abort)

if simulation.found:

solution state = simulation.found[0]
print (solution state.posix.dumps(sys.stdin.fileno()) .decode())
@lses

raise Exception('Could not find the solution')

if name == "' main_ ':

main (sys.argv)



EiEcodeff T

path to binary = argv[l] # "./chall"
project = angr.Project (path to binary)

o WMAIMEIIangr2ig=E

O $ pipenv run python3 EXP.py chall



R codefi T

start address = 0x?7?°7?

initial state = project.factory.blank state(addr=start address)

o EREangriE ARt
o EMTIFARBAIITE cncry state
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EiEcodeff T

simulation = project.factory.simgr(initial state)

o BIIBRIRE
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EiEcodeff T

def is successful (state):
stdout output = state.posix.dumps (sys.stdout.fileno())

return state.solver.is true("Good Job." in str(stdout output))
def should abort (state):
stdout output = state.posix.dumps (sys.stdout.fileno())

return state.solver.is true("Try again." in str(stdout output))

simulation.explore (find=is successful, avoid=should abort)

o EEALII &KX
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EiEcodeff T

if simulation.found:

solution state = simulation.found[O0]
print (solution state.posix.dumps (sys.stdin.fileno()) .decode())
else:

raise Exception('Could not find the solution')

o ERIERHE

(K



import angr

import sys

def main(argv) :

path to binary = argv([1l]
project = angr.Project(path to binary)

start_address = 0x???

initial state = project.factory.blank state(addr=start address)
simulation = project.factory.simgr(initial state)
def is successful (state):

stdout output = state.posix.dumps(sys.stdout.fileno())

return state.solver.is true("Good Job." in str(stdout output))
def should abort (state):

stdout_output = state.posix.dumps (sys.stdout.fileno())

return state.solver.is true("Try again." in str (stdout_ output))

simulation.explore (find=is_successful, avoid=should abort)

if simulation.found:

solution state = simulation.found[0]
print (solution state.posix.dumps(sys.stdin.fileno()) .decode())
@lses

raise Exception('Could not find the solution')

if name == "' main_ ':

main (sys.argv)
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Lab

https://angr.oregonctf.orqg/
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https://angr.oregonctf.org/

scanf

# Angr doesn't currently support reading
multiple things with scanf (Ex: scanf ("%u
gu) .) You will have to tell the simulation
engine to begin the program after scanf 1is
called and manually inject the symbols into

registers.

17



Lab003

int _ cdecl main(int argc,
__int64 user_input; // rax
int oL J41 1 h] [ebp—14h]
int vé6; // [ebp—10h]
int v7; // [ebp—-Ch]
int v8; // [ebp—-Ch]

printf("Enter the password:

user
UoCl

] v.‘~..‘

: ut get_user_input () ;
HIDWORD(yQL:ﬂi_* £);

<
"
IIl

v5 = complex_function_1 (user
v6 = complex_function_2();
v8 = complex_function_3(v7);

(v5 || v6 || v8 )
puts ("Try again.");
else

puts ("Good Job.");
return O;

const char **argv,

H);

i "‘\\1")

const char **envp)

int get_user input ()
int v1; // [es]
int v2; // [esp+t

int v3[4]; // [espA

v3 [1] =

return vl;

__ readgsdword (0x1l4u);
__isoc99_scanf("%x %x %x",

1- 1 o1 -
ahr—1 R '
| SN 4. [l] i

o P 1 114 1 v ™y

|eDpP—14 LR

- -

[ g | iy 1 A DVDELE
~ NP | ¥ Y + 4
o1l | EDP—1UN]|] DIRLE

&vi,




f main(argv):
path_to_binary = argv[1]
project = angr.Project(path_to_binary,auto_load_libs=False) ‘ text M 0804 9575 call get user lnput

start_address = ©x080488B1 text:0804 957” mov [ebp+var_1 4 ] ; €eax

initial_state = project.factory.blank_state(addr=start_address)
password_size in_bits = 32 ( )- [~/Desktop/angr]

rde’, password_size_in_bits) =% file 02_angr_find_condition
d1’, password_size in bits) 02_angr_find_condition: ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), dynam

password® = claripy.BVS('pass
passwordl = claripy.BVS( 'pa

= claripy *has d2* : : 8 : ‘
SR O RS e G RS ) e3e7a3634d92fcfbdb4f65246, for GNU/Linux 3.2.0, not stripped
%n%t%alistate.r‘egs.eax = passworde is0c99 scanf
initial_state.regs.ebx = passwordl ] 10h =
initial_state.regs.edx = password2 esp,
eax, [ebptvar_18]
simulation = project.factory.simgr(initial_state) edx, [ebpt+var_14]

ebx, edx
def is_successful(state): edx, [ebp+var_ 0]
stdout_output = state.posix.dumpsi(sys.stdout.fileno())

ecx, [ebptvar C]
ecx, large gs:1l4h
short locret_804954E

return b“Good Job." in stdout_output

f should_abort(state):
stdout_output = state.posix.dumps(sys.stdout.fileno())
return b"Try again.” in stdout_output

simulation.explore(find=is_successful, avoid=should_abort)
if simulation.found:

solution_state = simulation.found[@]

solution® = solution_state.solver.eval(password®)
solutionl = solution_state.solver.eval(passwordl)
solution2 = solution_state.solver.eval(password2)

solution = ' ‘.join(map('{:x}'.format, solution®, solutionl, solution2 ]))
(solution)

raise Exception(‘Could not find the solution')

19

if _name__ == '_ main

main(sys.argv)
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Lab005

nt _ cdecl main(int argc, const char **argv, const char **envp)

int i; // [esp+Ch] [ Ch]

L

memset (&user_input, 0, 33);
printf ("Enter the password: ");

__isoc99 _scanf ("%8s %8s %8s %8s'", &user_input, &unk_ 97EE8E8, &unk_97EE8F0, &unk_ 97EE8FS);

for (1 =0; i <= 31; ++i )
*(_BYTE *) (i + Ox97EE8EQ0) = complex_ function(* (char *) (i + 159312096), 1i);

if ( !strncmp (&user_input, "SRKZHLRMFGQDUCASEFSCWULLFOAWYEDE", 32) ) |.bss
puts ("Good Job."); .bss

else .bss
puts("Try again."); .bss

:097EE8EOQ
:097EES8EOQ
:097EESE1l
:097EEB8E2
return O; .bss:
.bss:
.bss:
.bss:
.bss:
.bss:
.bss:
.bss:
.bss:
.bss:
.bss:
.bss:
.bss:
.bss:

097EE8E3
097EEBE4
097EE8ES
097EEBE®6
097EE8E7
097EEBES
097EES8E9
097EESEA
097EESEB
097EE8EC
097EE8ED
097EE8EE
097EE8EF
097EE8FO0

user_input

unk_97EEBES

unk_97EES8F0



import s

def main(argv):
path_to_binary = argv[1]
project = angr.Project(path_to_binary)
start_address = 0x08049318
initial_state = project.factory.blank_state(
addr=start_address,

add_options = { angr.options.SYMBOL_FILL_UNCONSTRAINED_ MEMORY, .bss:097EE8EQ0 user input
angr.options.SYMBOL_FILL_UNCONSTRAINED REGISTERS) bss:097EESEOD 3
) . .
password® = claripy.BVS('passworde’, 64) .bss:097EESE1l
passwordl = claripy.BVS('pas 1°, 64) .bss:097EE8E2
R St Uil .bss:097EESE3
password3 = claripy. password3’,
.bss:097EE8E4
password®_address = 9x97EESE@ .bss:097EE8ES5
initial_ state.memory.store(password@_address, password@) .bss:097EE8E®6
?:ii?z;di;::zr‘;:};o:y:‘sgt)ZrE‘EzE)isswor‘dl address, passwordl) .bss:097EESE7
passwor‘az_addr‘ess = Ox97EE8F@ - .bss:097EEBES unk_97EE8E8
initial_state.memory.store(password2_address, password2) .bss:097EE8EY
password3_address = ©x97EE8F8 .bss:097EE8EA
initial state.memory.store(password3_address, password3) .bss:097EESER
simulation = project.factory.simgr(initial_state) .bss:097EE8EC
.bss:097EE8ED
,174't35_:ucciss:ul(szaze): o : e ; .bss:097EES8EE
stdout_output = state.posix.dumps(sys.stdout.fileno()
: ‘ bss:097EE8EF
return b'Good Job.' in stdout_output 5 :
ief should abort(state): .bss:097EE8F0 unk_97EE8F0
stdout_output = state.posix.dumps(sys.stdout.fileno())
return b'Try again.' in stdout_output

simulation.explore(find=is_successful, avoid=should_abort)

if simulation.found:
solution_state = simulation.found[@]
solution® = solution_state.solver.eval(password®,cast_to=bytes).decode()
solutionl = solution_state.solver.eval(passwordl,cast_to=bytes).decode()
solution2 = solution_state.solver.eval(password2,cast_to=bytes).decode()
solution3 = solution_state.solver.eval(password3,cast_to=bytes).decode()

47 main{ yS. ar‘gv‘:jl



Lab006

nt _ cdecl main(int argc, const char **argv, const char **envp)

~—

int i; // [espt+Ch] [

1)

- ]
bDp—-Ch|

buffer0 = malloc(9);

bufferl = malloc(9);

memset (buffer0, 0, 9);

memset (bufferl, 0, 9);
9| printf("Enter the password: ");

10| __isoc99_scanf ("%8s %8s", buffer0, bufferl);

for (1 =0 1 <= 7y 411 )

ook WK

* (_BYTE *) (buffer0 + i)
14 *(_BYTE *) (bufferl + i)
15 }

16 if ( !strncmp (buffer0, "TXMDOLCF", 8) && !strncmp(bufferl, "VIQBYQFD", 8) “—-
17 puts ("Good Job."); .bss:0B5CB7F0 buffero0

18] ‘else , .bss :0B5CB7F0
v [P i e .bss : 0B5CB7F4
free(bufferl); .bss:0B5CB7F4 buffer3
return 0; .bss :0B5CB7F5
.bss:0B5CB7F6
.bss :0B5CB7F7
.bss:0B5CB7F8

.bss:0B5CB7F8 bufferl

complex_function(* (char *) (buffer0 + i), 1i);
complex function (* (char *) (bufferl + i), i + 32);




import sys

f main(argv):
path_to_binary = argv[1]
project = angr.Project(path_to_binary)
start_address = 9X@804938F
initial_state = project.factory.blank_state(
addr=start_address,
add_options = { angr.options.SYMBOL_FILL_UNCONSTRAINED_ MEMORY,
angr.options.SYMBOL_FILL UNCONSTRAINED_REGISTERS] ; -OB5CR7F4
)
password® = claripy.BVS('passworde’, 64) . . OBSCB7F4 buffer3

passwordl = claripy.BVS('passwordl’, 64) -
g ’ :0B5CB7F5
fake_heap_addresse = oxffffc93c . O B 5 CB 7 F 6

pointer_to_malloc_memory_ address@ = ©x8BS5CB7F@
initial_state.memory.store(pointer_to_malloc_memory_addresse, fake_heap_address®, endness=project.arch.memory_endness) o - O B 5 C B 7 F 7

fake_heap_address1 = oxffffco4c . 0B5CB7F8
pointer_to_malloc_memory addressl = ©x@BS5CB7F8 . 0B5 CB7 F8 bUfferl

initial_state.memory.store(pointer_to_malloc_memory addressl, fake_heap_addressl, endness=project.arch.memory_endness)

initial_state.memory.store(fake_heap_address@, password@) B EFORE .
initial_state.memory.store(fake_heap_addressl, passwordl)

simulation = project.factory.simgr(initial state) bufferQ -> ma||oc()ed address 0 -> string 0
def is_successful(state):
stdout_output = state.posix.dumps(sys.stdout.fileno()) .
return b’Good Job.* in stdout_output buffer1 -> malloc()ed address 1 -> string 1
def should_abort(state):
stdout_output = state.posix.dumps(sys.stdout.fileno())
return b'Try again.’ in stdout_output
simulation.explore(find=is_successful, avoid=should_abort)
if simulation.found:
solution_state = simulation.found[0] AFTER:
solution® = solution_state.solver.eval(password®,cast_to=bytes).decode()
solutionl = solution_state.solver.eval(passwordl,cast_to=bytes).decode()
e buffer0 -> fake address 0 -> symbolic bitvector 0
raise Exception('Could not find the solution') 24

if _rame = _maln_t: buffer1 -> fake address 1 -> symbolic bitvector 1

main(sys.argv)
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NEODI—X

408
rev | cosy |

What I'm about to say. Old Man... Everyone... And you,
Luffy... Even though... I'm so worthless... Even though... |

carry the blood of a demon... Thank you... For loving me

i7"y

e\
foookvATdidussTaornzd

Author: Kazma

X, dist-ragec...
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nt _ cdecl main(int argc, const char **argv, const char **envp)

~

int i; // [espt+Ch] [ebp-Ch]

buffer0 = malloc(9);
bufferl = malloc(9);
memset (buffer0, 0, 9);

memset (bufferl, 0, 9);

printf ("Enter the password: ");

_ _isoc99_scanf ("%8s %8s", buffer0, bufferl);
for (1 =0, 1 <= 7; ++1i )

et ’
* (_BYTE *) (buffer0
* (_BYTE *) (bufferl

complex_ function(* (char *) (buffer0 + i), i);

srand(v3) ; R
complex_function (* (char *) (bufferl + i), i + 32);

buffer0 malloc(9);
bufferl malloc(9);
buffer2 malloc(9);
buffer3 = malloc(9); g 7S
memset (buffer0, 0, 9); free (buffer0); '
memset (bufferl, 0, 9); free (bufferl);
memset (buffer2, 0, 9); returni0;
memset (buffer3, 0, 9);
print_flag();
__isoc99_scanf ("%8s %8s %8s %8s", buffer0, bufferl, buffer2, buffer3);
xor_strings (buffer0, &unk_ 804A163, buffer0);
xor_strings (bufferl, v12, bufferl);
xor_strings (buffer2, , buffer2);
xor_strings (buffer3, vli4, buffer3);

0; i <= 7; ++i )

+ i) =
+ i) =

}
if ( !strncmp (buffer0, "TXMDOLCF", 8) && !strncmp(bufferl, "VIQBYQFD", 8) )
puts ("Good Job.");

NoUuUbWNRFRFOVOIJIOUBWN R

RPRRPRRPRRPRRR

{
*) (buffer0
*) (bufferl
*) (buffer2
*) (buffer3

complex_ function (* (char *) (buffer0 +
complex_ function (* (char *) (bufferl +
complex_ function (* (char *) (buffer2 +
complex_ function (* (char *) (buffer3 +

!strncmp (buffer0, "DHLIYJEG", 8)
!strncmp (bufferl, "MZRERYND", 8)
!strncmp (buffer2, "RUYODBAH", 8)
!strncmp (buffer3, "BKEMPBRE", 8)
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print_flag()

int print_flag()

{
int 1i;
int v2;

printf (

"What I'm about to say. Old Man... Everyone... And you, Luffy... Even though... I'm so worthless...
"carry the blood of a demon...

"The flag is ");

= 2000000;

usleep (2000000) ;
for ( i = 0; aAis3G0d[i]; ++i
{
usleep(v2);
printf ("%c ",
fflush(_bss_start);
v2 *= 2

usleep(v2);

return puts("\n..

aAis3G0d[i]);

.uh, the rest,

Thank you... For loving me\n"

I've forgotten it.

Do you remember the rest of it?");

Even though...

I

28



Delete print_flag()

debugger

ds:buffer3

:buffer2
ds:bufferl
ds:buffer0
OCh

text:08049629 call
text:0804962E add

:08049636 mov
:0804963C mov
:08049642 mov
:08049648 mov
:0804964D sub
:08049650 push

_memset
esp, 10h

ds:buffer3
ds:buffer2
ds:bufferl
ds:buffer0
OCh

29



Delete print_flag()

Y IDA Options

Disassembly | Analysis = Cross-references = Strings =~ Browser = Graph = Lumina
Address representation Display disassembly line parts
Function offsets v Line prefixes (graph)
v Include segment addresses Stack pointer

v Use segment names v Comments

v Repeatable comments

5 : Display disassembly lines
(o BLE) Windows Help Auto comments
L

I % Gen e

v Empty lines
Number of opcode bytes (graph)
Borders between data/code (graph)

Basic block boundaries (graph) Instruction indentation (graph)
Source line numbers Comments indentation (graph)

V| Try block lines Right margin (graph)

Line prefix example: seg000:0FE4 Spaces for tabulation

Low suspiciousness limit | 0x8048000

High suspiciousness limit |OxFFFFEOOO

Cancel

30



Delete print_flag()

. text:08049629 call _memset
EB(EfC)r(;' text:0804962E add esp, 10h

:08049636 mov ds:buffer3
:0804963C mov ds:buffer2
:08049642 mov ds:bufferl
:08049648 mov ds:buffer0
:0804964D sub Och

: 08049650

:0804962E

:08049636 B2 OF 09 ds:buffer3
:0804963C B2 OF 09 ds:buffer2
: 08049642 B2 OF 09 ds:bufferl
:08049648 OF 09 ds:buffer0
:0804964D Och




Delete print_flag()

Before:

After:

1600
1610

DC
09
09
10
OF
53
20
45
B2
50

09
09
10
OF
53
20
45

B2
sn

FA
6A
83
E8
09
51
Cc7
EC
OF
ES

6A
83
90
09
51
Cc7
EC

OF
(]

FF
00
EC
00
B
52
45
75
09
01

00
EC
90
8B
52
45
75

09
n1

FF
50
04
FC
15
50
E4
A1
8B
FE

50

90
15
50
E4
Al

8B
EE

83
ES
6A
FF
D8
68
63
04
55
33

E8
6A
90
D8
68
63
04

55
EE

4
c7
09
FF
B2
CE
A1
08
E4
FF

Cc7
09
90
B2
53
Al
08

E4
EE

10
FA
6A
8B
OF
Al
04
c7
Al
83

FA
6A
8B
OF
Al
04
Cc7

Al
22

A1
FF
00
1D
09
04
08
45
D4
ca

=
00
1D
09
04
08
45

D4
ra

DC
FF
50
EO
Al
08
c7
FO
B2
10

=
50
EO
A1
08
7
FO

B2
N

83
E8
B2
D4
E8
45
7E
OF
8B

83
E8
B2
D4
E8
45
7E

OF
on

OF
c4
B2
OF
B2
A2
E8
Al
09
oD

4
B2
OF
B2
A2
E8
A1l

0s
nr

09
10
FA
09
OF
FA
6C
04
83
D8

83
A1
FF
8B
09
FF
A1
08
EC
B2

EC
EO
FF
oD
83
FF
04
8B
04
OF

04
B2
83
DC
EC
83
08
oD
51
09

32



Delete print_flag()

Before:

push 0

push eax
_memset
esp, 10h

ds:buffer3

ds:buffer2
ds:bufferl
ds:buffer0
OCh

eax
_memset
esp, 10h

ds:buffer3
ds:buffer2
ds:bufferl
ds:buffero0
OCh

KK
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f main(argv):

project = angr.Project(path_to_binary)

start_address = 0X0804965E

initial_state = project.factory.blank_state(
addr=start_address,

add_options = { angr.options.SYMBOL_FILL_UNCONSTRAINED_ MEMORY,
angr.options.SYMBOL_FILL_UNCONSTRAINED REGISTERS
)
passworde = 64)
passwordl = 64)
password2 = cl 64)
password3 = c 64)
fake_heap_addresse = oxffffc93c
pointer_to_malloc_memory_address@® = ©x@90FB2D4

initial state.memory.store(pointer_to_malloc_memory_addresse, fa

fake_heap_addressl = oxffffc94c
pointer_to_malloc_memory addressl = 8x090FB2D8

initial state.memory.store(pointer_to_malloc_memory_addressl, fa

fake_heap_address2 = oxffffc95c
pointer_to_malloc_memory_address2 = ©x@90FB2DC
initial state.memory.store(pointer_to_malloc_memory_address2, fa

fake_heap_address3 = oxffffc96c

pointer_to _malloc_memory address3 = 9x@90FB2E@

initial state.memory.store(pointer_to_malloc_memory_address3, fake_hg

initial_ state.memory.store(fake_heap_address@, password@)
initial_ state.memory.store(fake_heap_addressl, passwordl)
initial state.memory.store(fake_heap_address2, password2)
initial state.memory.store(fake_heap address3, password3)

simulation = project.factory.simgr(initial_state)

f is_successful(state):

stdout_output = state.posix.dumps(sys.stdout.filepg
stdout_output

t

return b'Yes! I remember now, this is it!’
f should_abort(state):
stdout_output = state.posix.dumps(sys.stdout.fileno())

ghtly wrong, but

t correct...’

.bss:090FB2D4
:090FB2D4
:090FB2D4
:090FB2D8
:090FB2D8
:090FB2D8
:090FB2DC
:090FB2DC buffer2
:090FB2DC
:090FB2EO
:090FB2EO
:090FB2EO

public buffer0
buffer0 dd ?
public bufferl
dd ?

bufferl

public buffer2
dd ?

public buffer3

buffer3 dd ?

Istrncmp (buffero,
!strncmp (bufferl,
Istrncmp (buffer2,
Istrncmp (buffer3,

"DHLIYJEG", 8)
"MZRERYND", 8)
"RUYODBAH", 8)
"BKEMPBRE", 8) )
this 3s it1");

puts("Yes! I remember now,

puts ("It feels slightly wrong,

but almost correct...");

stdout_output

35



Could not find?

T lkali)-[~/Desktop]
% pipenv run python3 EXP.py change
WARNING | 2024-06-11 01:32:33,221 |
WARNING | 2024-06-11 ©1:32:33,221 |
WARNING | 2024-06-11 ©1:32:33,221 |
WARNING | 2024-06-11 ©1:32:33,221 |
Traceback (most recent call last):
File "/home/kali/Desktop/EXP.py", line 62, in <module>
main(sys.argv)
File "/home/kali/Desktop/EXP.py", line 6@, in main
raise Exception('Could not find the solution')
Exception: Could not find the solution

36



= time (0, v5, v6,
srand(v3) ;
buffer0
bufferl
buffer2
buffer3

malloc(9);
malloc(9);
malloc(9);
= malloc(9);

memset (buffer0, 0, 9);
0, 9);
memset (buffer2, 0, 9);
0, 9);

memset (bufferl,

memset (buffer3,

B e e > o 2

NoUuUbWNRFRFOVOIJIOUBWN R

RPRRPRRPRRPRRR

nt _ cdecl main(int argc, const char **argv, const char **envp)

~

int 1 [esp+Ch] ebp—

buffer0 = malloc(9);

bufferl = malloc(9);

memset (buffer0, 0, 9);

memset (bufferl, 0, 9);

printf ("Enter the password: ");

_ _isoc99_scanf ("%8s %8s", buffer0, bufferl);
for (1 =0, 1 <= 7; ++1i )

*(_BYTE *) (buffer0 + i) =
*(_BYTE *) (bufferl + i) =

}
if ( !strncmp (buffer0, "TXMDOLCF", 8) && !strncmp(bufferl, "VIQBYQFD",

puts ("Good Job.");
else

puts ("Try again.");
free (buffer0);
free (bufferl);
return 0;

__iso;99_scanf("%85 %8s %8s %8s", buffer0, bufferl,

xor_strings (buffero,
xor_strings (bufferl,
xor_strings (buffer2,
xor_strings (buffer3,
0; 1i.<= 7;
{
*) (buffer0
*) (bufferl
*) (buffer2
*) (buffer3

!strncmp (bufferoO,
!strncmp (bufferl,
!strncmp (buffer2,
!strncemp (buffer3,

&unk_804A163, buffer0);
2, bufferl);
, buffer2);
1, buffer3);
++i )

complex_ function (* (char
complex_ function (* (char
complex_ function (* (char
complex_ function (* (char

"DHLIYJEG", 8)
"MZRERYND", 8)
"RUYODBAH", 8)
"BKEMPBRE", 8)

buffer2, buffer3);

*) (buffer0
*) (bufferl
*) (buffer2
*) (buffer3

complex_ function(* (char *) (buffer0 + i), i);
complex_function (* (char *) (bufferl + i), i + 32);

8) )




3 = time (0, ’ ’
srand (v3) ;
buffer0 = malloc(9);

n bufferl = malloc(9);
buffer2 = malloc(9);
buffer3 = malloc(9);
memset (buffer0, 0, 9);
memset (bufferl, 0, 9);
memset (buffer2, 0, 9);
memset (buffer3, 0, 9);
print_flag();
__isoc99_scanf ("%8s %8s %8s %8s", buffer0, bufferl, buffer2, buffer3);
xor_strings (buffer0, &unk_804A163, buffer0);
xor_strings (bufferl, , bufferl);
v3 = time(O, v5, 6, V7 . v v11): xor strings (buffer2, , buffer2);
Srm Y strings (buffer3, , buffer3);
srand (v3); T (1=0; i<=7; ++i )
buffer0 = malloc(9); {
bufferl = malloc(9); TBYIE ¢) (buffard + 1)
buffer2 malloc(9); E *) (buffer2 + i)
i)

buffer3 = malloc(9); ! _BYTE *) (buffer3
memset (bUfferoy 9); if ( !strncmp(buffer0, "DHLIYJEG", 8)

memset (bufferl, 9); && !strncmp (bufferl, "MZRERYND", 8)

A && !strncmp (buffer2, "RUYODBAH", 8)
memse: Eguggeri’ 9) ’ && !strncmp(buffer3, "BKEMPBRE", 8) )
memse u ers,

_isoc99_scanf(“ 90‘85", buffero, bufferl, buffe puts ("Yes! I remember now, this is it!");
for (1= 0; 1 :<=T7;

{

complex_function (* (char *) (buffer0
complex_function (* (char *) (bufferl
complex_function (* (char *) (buffer2
complex_function (* (char *) (buffer3

* (_BYTE *) (buffero0
* (_BYTE *) (bufferl
* (_BYTE *) (buffer2
* (_BYTE *) (buffer3

complex_function(* (char *) (buffer0 + i), 1i);

complex_ function (* (char *) (bufferl + i), i + 32);
complex_ function (* (char *) (buffer2 + i), i + 64);
complex_function(* (char *) (buffer3 + i), i + 96);

}
if ( !strncmp(buffer0, "DHLIYJEG", 8)

&& !strncmp (bufferl, "MZRERYND", 8)
&& !strncmp (buffer2, "RUYODBAH", 8)
&& !strncmp (buffer3, "BKEMPBRE", 8) )

puts("Yes! I remember now, this is it!");

}

else




Success!

r——[h.‘: lkali)-[~/Desktop]
Tue Jun 11 01:57:15 AM EDT 2024
WARNING | 2024-06-11 ©1:57:17,665
WARNING | 2024-06-11 01:57:17,666
WARNING | 2024-06-11 01:57:17,666
WARNING | 2024-06-11 ©1:57:17,666
QIIKAHBJ TRDMYLWD NMTLWVYB ERHAXFUN
Tue Jun 11 01:58:57 AM EDT 2024

—$ date &6 pipenv run python3 EXP.py rage@02
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Flag

b *(main+0x12C)
Breakpoint 1 at 0x2049696
b *(main+0x148)
Breakpoint 2 at 0x80496b2
b *(main+0x164)
Breakpoint 3 at 0x20496ce
b *(main+0x180)
Breakpoint 4 at 0x80496ea

[_—( kali® kali)-[~/Desktop]
$ strings rage | grep AIS3
{GeDp

Flag:

$esp
J U

$esp
PTUA

$esp
$ebp

A 4

_)

_)
>
_)

: 0xffffcf50 > 0x090fcla@ > "_D4MN_4N"
. Oxffffcf50

: Oxffffcf50

« UAVU

: OxFfffcf5o

0x090fc1b® > "9R 15 5U"
0x090fclc®@ > "P3R_POW3"

0x090fc1dd > "RFU1!!!}"
0x00000000

AIS3{GOD_D4MN_4N9R 15 5UP3R_POW3RFU1!!!}



%% xorfi il



xor_strings()

nt _ cdecl xor_strings(int al, int a2, int a3)

-~ T

_BYTE *v3;
int result;
anE v5; // [
int

char v8[3
char v9([3
gnE i; /

_D4MN_4N [ QIIKAHBKJ

N

o (1 = 0% 3 ORE e |
{
char_to_hex (*(char *) (i +
char_to_hex (*(char *) (i +
__isoc99_sscanf (- X,
__isoc99_sscanf (v8
sprintf (v7, "%02x",
v3 = (_BYTE *) (i +
hex_to_char (v7

1
2
4
5
6
-
8
9
0
1
2
3
4
5
6

R

=
~J

N N

NNDN




xor_strings()
MO{EERA 53 BB T 5 keyflixor

keyl = (b'\x0e\x0d\x7d\x06\x0f\x17\x76\x04 ")
key2 = (b'\x6d\x00\x1b\x7c\x6c\x13\x62\x11 ")
key3 = (b'\x1le\x7e\x06\x13\x07\x66\x0e\x71 ")

( )

keyd = (b'\x17\x14\x1d\x70\x79\x67\x74\x33 '
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TR ARAF

Will be "No result"

instead of 'Could not find the solution’

[j—(kalii‘kali)—[~/Desktopj
S pipenv run python3 EXP.py change
WARNING | 2024-06-11 ©1:32:33,221 |
WARNING | 2024-06-11 ©1:32:33,221 |
WARNING | 2024-06-11 ©01:32:33,221 |
WARNING | 2024-06-11 ©1:32:33,221 |
Traceback (most recent call last):
File "/home/kali/Desktop/EXP.py", line 62, in <module>
main(sys.argv)
File "/home/kali/Desktop/EXP.py", line 60, in main
raise Exception('Could not find the solution')
Exception: Could not find the solution
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angr document
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https://docs.angr.io/en/latest/core-concepts/solver.html#constraint-solving

FFERBAIT

>>> state.solver.add(y*2~x)
[<Bool y_49 64 * 0x2 #* Xx_48_64>]
>>> state.solver.eval(x)
Oxffffffffffffffff

>>> state.solver.eval(y)

0x0

>>> state.solver.
[<Bool y_49_64 *
>>> state.solver.

>>> state.solver.
0x0

>>> state.solver.
[<Bool x_48 64 >
>>> state.solver.
0x2e
>>> state.solver.
0x17

add(y*2=x)
0x2 = X_48_64>]
eval(x)

eval(y)

add(x>y+10)
y_49_64 + 0xa>]
eval(x)

eval(y)
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Symbolic Expressions

Python 3.11.9 (main, Apr 10 2024, 13:16:36) [GCC 13.2.0] on linux
Type "help", "copyright", "credits" or "license" for more information.
>>> import angr, monkeyhex

>>> import claripy

>>>

>>> path_to_binary = "./rage"

>>> proj = angr.Project(path_to_binary)

>>> state = proj.factory.entry_state()

SSuics= claripy.BYS( 'xY, 64)

>>>

> X

<BV64 x 17 64>
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Constraint Solving

perform an operation on bitvectors of differing lengths.

>>> state.solver.add(x[0] ¢ exe = "' @&}
WARNING | 2024-06-27 08:59:50,034 | claripy.ast.bv | BVV value is being coerced fr
om a unicode string, encoding as utf-8
Traceback (most recent call last):

File "<stdin>", 1line 1, in <module>

File "/home/kali/.local/share/virtualenvs/Desktop-YbMINXtB/lib/python3.11/site-pa
ckages/claripy/operations.py"”, line 54, in _op

raise ClaripyOperationError(msg)

claripy.errors.ClaripyOperationError: args' length must all be equal
>>> x[0]
<BV1_X_17_64[@:0]>
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10 2= FRF )
o NMB—EMLTE 1, B/\EHE—FZIE?

>>> one = x[0]+x[1]+x[2]+x[3]+x[4]+x[5]+x[6]+x[7]
>>> one
<BV1 x_17 64[0:0] + x_17 _64[1:1] + x_17_64[2:2] + x_17_64[3:3] + x_17 64[4:4] + x_1
7 _64[5:5] + x_17_64[6:6] + x_17_64[7:7]>
>>> state.solver.add(one ™ 0xe = '_')
WARNING | 2024-06-27 09:04:11,416 | claripy.ast.bv | BVV value is being coerced fr
om a unicode string, encoding as utf-8
Traceback (most recent call last):
File "<stdin>", 1line 1, in <module>
File "/home/kali/.local/share/virtualenvs/Desktop-YbMINXtB/lib/python3.11/site-pa
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S50 g-—
>>> b=
>>> C=
SeoN =
>>> e=
e B
o0y g
>>> h=

claripy.BVS('x"', 8)
claripy.BVS('x"', 8)
claripy.BVS("'x", 8)
claripy.BVS('x"', 8)
claripy.BVS('x"', 8)
claripy.BVS('x"', 8)
claripy.BVS("'x"*, 8)
claripy.BVS('x"', 8)

19 8>

>>> ans=a+b+c+d+e+f+g+h
>>> ans
<BV8 x_19_8 + x_20_8 + x_21 8 + x_22 8 + x_23_8 + x_24 8 + x_25_8 + x_26_8>
>>>
>>> state.solver.add(ans[0] * O0xe = '_')
WARNING | 2024-06-27 09:30:38,753 | claripy.ast.bv | BVV value is being coerced fr
om a unicode string, encoding as utf-8
Traceback (most recent call last):

File "<stdin>", line 1, in <module>

File "/home/kali/.local/share/virtualenvs/Desktop-YbMINXtB/1ib/python3.11/site-pa
ckages/claripy/operations.py", line 54, in _op

raise ClaripyOperationError(msg)

claripy.errors.ClaripyOperationError: args' length must all be equal
>>>
>>> ans[0]
<BV1 x_19 8 + x_20_8 + Xx_21 8 + Xx_22 8 + Xx_23 8 + X_24_8 + x_25_8 + x_26_8[0:0]>
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Constraint Solving

key1
ans

input

(b"\x0e\x0d\x7d\x06\x0f\x17\x76\x04")

' DAMN_4N"
'QIIKAHBJ'

>>> z = claripy.BvS('z', 8)

>>> state.solver.add(z” Oxe = '_')
WARNING | 2024-06-22 07:00:16,886 |
[<Bool (z_19 8 "™ 14) = 95>]

>>> state.solver.eval(x)

0x0

>>> state.solver.eval(z)

0x51

>>> chr(0x51)

Q'
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zero_extend

"zero_extend"” will pad the bitvector on the left with the
given number of zero bits.

anqgr document

>>> X
<BV64 x_17_64>
>>> z

<BV8 z_19_8>

>>> x.zero_extend(-8)
Traceback (most recent call last):

File "<stdin>", 1line 1, in <module>
File "/home/kali/.local/share/virtualenvs/kali-_cbpxKIc/lib/python3.11/site-packages/claripy/ast/bv.py", line 127, in zero_extend

return ZeroExt(n, self)

AAAANAAANAANAANAANAANAANAN
op

File "/home/kali/.local/share/virtualenvs/kali-_cbpxKIc/lib/python3.11/site-packages/claripy/operations.py", line 54, in _

raise ClaripyOperationError(msg)
claripy.errors.ClaripyOperationError: Extension length must be nonnegative

>>> x.zero_extend(8)
<BV72 O#8 .. x_17_64>
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Constraint Solving

>>> key=b'\x0e\x0d\x7d\x06\x0f\x17\x76\x04 '

>>> key

b'\x0e\r}\x06\x0f\x17v\x04"

>>> state.solver.add(x * key = ' D4MN_4N')

WARNING | 2024-06-22 07:14:21,988 | claripy.ast.bv | BVV value
[<Bool (x_17 64 " 0xe0d7d060f177604) = Ox5f44344d4e5F344e>]
>>> state.solver.eval(x) s> ans

0x5149494b4148424a 'QIIKAHB]'

>>> for i in range(8):
ord(ans[i])
0x51
0x49
0x49
Ox4b
0x41
0x48
0x42
Ox4a
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Thank You



