
符號執行 :^^

2024/06/30 betan@B33F H4CK1NG

指導老師 : Kazma 🛐



Whoami
● betan 貝坦

● 2024 AIS3
● B33F

2



3



前情提要

https://kazma.tw/2024/04/30/Angr-CTF-Writeups/
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基礎code複習
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import angr

import sys

def main(argv):

  path_to_binary = argv[1]

  project = angr.Project(path_to_binary)

 

  start_address = 0x???

  initial_state = project.factory.blank_state(addr=start_address)

  simulation = project.factory.simgr(initial_state)

  def is_successful(state):

    stdout_output = state.posix.dumps(sys.stdout.fileno())

    return state.solver.is_true("Good Job." in str(stdout_output))  

  def should_abort(state):

    stdout_output = state.posix.dumps(sys.stdout.fileno())

    return state.solver.is_true("Try again." in str(stdout_output))  

 

  simulation.explore(find=is_successful, avoid=should_abort)

  if simulation.found:

    solution_state = simulation.found[0]

    print(solution_state.posix.dumps(sys.stdin.fileno()).decode())

  else:

    raise Exception('Could not find the solution')

if __name__ == '__main__':

  main(sys.argv) 8



● 載入並建立angr之檔案

○ $ pipenv run python3 EXP.py chall

  path_to_binary = argv[1] # "./chall"

  project = angr.Project(path_to_binary)
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● 設定angr進入地址

● 若無需特別調整則可改為  entry_state

  start_address = 0x???

  initial_state = project.factory.blank_state(addr=start_address)
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● 建立鏡像檔

 

  simulation = project.factory.simgr(initial_state)
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基礎code複習



  def is_successful(state):

    stdout_output = state.posix.dumps(sys.stdout.fileno())

    return state.solver.is_true("Good Job." in str(stdout_output))  

  def should_abort(state):

    stdout_output = state.posix.dumps(sys.stdout.fileno())

    return state.solver.is_true("Try again." in str(stdout_output))  

 

  simulation.explore(find=is_successful, avoid=should_abort)

● 定義成功&失敗
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● 最後結果判斷

  if simulation.found:

    solution_state = simulation.found[0]

    print(solution_state.posix.dumps(sys.stdin.fileno()).decode())

  else:

    raise Exception('Could not find the solution')
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import angr

import sys

def main(argv):

  path_to_binary = argv[1]

  project = angr.Project(path_to_binary)

 

  start_address = 0x???

  initial_state = project.factory.blank_state(addr=start_address)

  simulation = project.factory.simgr(initial_state)

  def is_successful(state):

    stdout_output = state.posix.dumps(sys.stdout.fileno())

    return state.solver.is_true("Good Job." in str(stdout_output))  

  def should_abort(state):

    stdout_output = state.posix.dumps(sys.stdout.fileno())

    return state.solver.is_true("Try again." in str(stdout_output))  

 

  simulation.explore(find=is_successful, avoid=should_abort)

  if simulation.found:

    solution_state = simulation.found[0]

    print(solution_state.posix.dumps(sys.stdin.fileno()).decode())

  else:

    raise Exception('Could not find the solution')

if __name__ == '__main__':

  main(sys.argv) 14
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Lab

https://angr.oregonctf.org/
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scanf
# Angr doesn't currently support reading 

multiple things with scanf (Ex: scanf("%u 

%u).) You will have to tell the simulation 

engine to begin the program after scanf is 

called and manually inject the symbols into 

registers.
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Lab003
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memory
● memory
● dynamic memory
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Lab005
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Lab006
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BEFORE:

buffer0 -> malloc()ed address 0 -> string 0

buffer1 -> malloc()ed address 1 -> string 1

AFTER:

buffer0 -> fake address 0 -> symbolic bitvector 0

buffer1 -> fake address 1 -> symbolic bitvector 1
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火拳のエース
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火拳のエース
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print_flag()

28



Delete print_flag()
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debugger



Delete print_flag()
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Delete print_flag()
Before:

After:
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Delete print_flag()
Before:

After:
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Delete print_flag()
Before: After:
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34

FREE
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Could not find?
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Delete xor_strings()
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Success!
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Flag

Flag: 
AIS3{G0D_D4MN_4N9R_15_5UP3R_P0W3RFU1!!!} 
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研究xor機制
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xor_strings()

_D4MN_4N ⮕ QIIKAHBKJ 
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xor_strings()
四個輸入分別與下列 key做xor

key1 = (b'\x0e\x0d\x7d\x06\x0f\x17\x76\x04 ')

key2 = (b'\x6d\x00\x1b\x7c\x6c\x13\x62\x11 ')

key3 = (b'\x1e\x7e\x06\x13\x07\x66\x0e\x71 ')

key4 = (b'\x17\x14\x1d\x70\x79\x67\x74\x33 ')
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猜測原因
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Why?
● 路徑爆炸?
● 其他原因?

45



甚麼是路徑爆炸

● 由於分支太多，因而導致執行速度緩慢

● 聽不懂?
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路徑爆炸

● Will be "No result" 

instead of  'Could not find the solution'
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符號執行介紹
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符號執行  

● 設變數配合約束求解

● 在每個分支最後都產生一個結果

● 結果每次執行可能都不一樣

angr document
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https://docs.angr.io/en/latest/core-concepts/solver.html#constraint-solving


符號執行  
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實驗xor
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Symbolic Expressions
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Constraint Solving
perform an operation on bitvectors of differing lengths.
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● 如果一個的位元是 1，那八個拼在一起呢？
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通靈時間



● 那再如果八個位元為 8的符號拼在一起呢 ?
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通靈時間



難道...真的沒有辦法變更符號的長度嗎
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對。  嗎?



key1 = (b'\x0e\x0d\x7d\x06\x0f\x17\x76\x04')

ans = '_D4MN_4N'

input = 'QIIKAHBJ'

Constraint Solving
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"zero_extend" will pad the bitvector on the left with the 
given number of zero bits.
angr document

zero_extend
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https://docs.angr.io/en/latest/core-concepts/solver.html#working-with-bitvectors


Constraint Solving
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總結
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總結

● 正常的xor是可以執行的

● 符號無法被分割

● 八個臭皮匠還是八個臭皮匠
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Thank YouThank You
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