
在github clone上的repo
程式碼混淆得太過令人困擾

酷酷ㄉ副標題

貝坦betan
這是我ㄉ相關資訊
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whoami

● 常用 ID：貝坦 betan 

● 窩很菜

3



● The beginning of story

● Breakdown of a Malware Attack

○ Introduce

○ BeaverTail 

○ InvisibleFerret

● Conclusion

● Q & A

Outline
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The beginning of story
\Team T5/ \2025 T5 camp/
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● 2024/10/21至 2024/11/22: 開放索取筆試題目

● 2024/11/24（日）: 題目作答繳交截止日

● 2024/11/27（三）: 題目延長23:59

● 2024/12/06（五）: 錄取通知寄出

● 2024/12/20（五）: 備取通知寄出

TeamT5 Security Camp
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● 類別一：惡意程式分析

● 類別二：漏洞研究

● 類別三：???

○ 2024 - 遊戲外掛實作

○ 2025 - Banking Trojan

TeamT5 Security Camp
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● 追蹤威脅情資的攻擊脈絡：從樣本分析到追查惡意攻擊族群

● 資安事件調查起手式：在受害環境中查找蛛絲馬跡

● 與系統底層一日邂逅：從程式逆向到撰寫外掛

● 漏洞挖掘的深入體驗：漏洞研究員的樸實無華與快樂

● 快樂專題製作

TeamT5 Security Camp
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Break down, break down

Breakdown of a Malware Attack
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● Lazarus

○ APT 38

○ North Korea

○ steal money

○ spy attack

Introduce
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● Contagious Interview

Introduce

11

 



● Contagious Interview

Introduce
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https://sohay666.github.io/article/en/reversing-scam-interview-base-on-js-project.html

https://sohay666.github.io/article/en/reversing-scam-interview-base-on-js-project.html


● Contagious Interview

Introduce
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● Contagious Interview

Introduce
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● Contagious Interview

Introduce
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● After you clone and run it…

Introduce
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● After you clone and run it…

Introduce
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● After you clone and run it…

Introduce
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● After you clone and run it…

Introduce
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What happened?
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Stage 1 - BeaverTail 
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● Looks normal ...?

index.js

Stage 1 - BeaverTail 
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● Looks normal ...?

package-lock.json

Stage 1 - BeaverTail 
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● Looks normal ...?

aliases.js

Stage 1 - BeaverTail 
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● Looks normal ...?

● Wait a second …

aliases.js

Stage 1 - BeaverTail 
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● Looks normal ...?

● Wait a second …

aliases.js

Stage 1 - BeaverTail 
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● Looks normal ...?

● Wait a second …

aliases.js

Stage 1 - BeaverTail 
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● Looks normal ...?

● Wait a second …

aliases.js

Stage 1 - BeaverTail 
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● Looks normal ...?

● Wait a second …

● What the …

aliases.js

Stage 1 - BeaverTail 
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● Deobfuscate

● 541 lines …
https://obf-io.deobfuscate.io/

Stage 1 - BeaverTail 
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https://obf-io.deobfuscate.io/


● use debugger to deobfuscate

○ or bash or cyberchef …

Stage 1 - BeaverTail 
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● use debugger to deobfuscate

○ or bash or cyberchef …

Stage 1 - BeaverTail 
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● use debugger to deobfuscate

○ or bash or cyberchef …

Stage 1 - BeaverTail 
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● After deobfuscation

●

●

Stage 1 - BeaverTail 
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● After deobfuscation

●

●

Stage 1 - BeaverTail 
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● C2 ( Command and Control Server )

Stage 1 - BeaverTail 
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● solana id

Stage 1 - BeaverTail 
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● browser

○ chrome

Stage 1 - BeaverTail
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● browser

○ chrome

○ firefox …

Stage 1 - BeaverTail 
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● check python

Stage 1 - BeaverTail 
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● check python

● and if u don’t have it …

Stage 1 - BeaverTail 

41



● check python

● and if u don’t have it …

○ go to C2/pdown, and download Python.

Stage 1 - BeaverTail 
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● next stage

Stage 1 - BeaverTail 
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Stage 2 - InvisibleFerret
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Stage 2 - InvisibleFerret
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Stage 2 - InvisibleFerret
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Stage 2 - InvisibleFerret
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Stage 2 - InvisibleFerret
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Stage 2 - InvisibleFerret
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Stage 2 - InvisibleFerret
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● After decode 64 times …
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Stage 2 - InvisibleFerret
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Stage 2 - InvisibleFerret



● go to C2/payload, and save as pay
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Stage 2 - InvisibleFerret



● go to C2/payload, and save as pay
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Stage 2 - InvisibleFerret

MAC用戶



● go to C2/brow, and save as bow
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Stage 2 - InvisibleFerret



Stage 3 - brow & payload 
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● again

Stage 3 - brow
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● C2

● send the information to C2/keys

Stage 3 - brow
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Stage 3 - brow
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Stage 3 - brow

60



● two paragraphs of code

Stage 3 - payload - 0
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● two paragraphs of code

Stage 3 - payload - 0

62

payload - 1

payload - 2



Stage 3 - payload - 1
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● http://ip-api.com/json

Stage 3 - payload - 1
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● http://ip-api.com/json

Stage 3 - payload - 1
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● http://ip-api.com/json

Stage 3 - payload - 1
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● some SPECIAL code

Stage 3 - payload - 2
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● some SPECIAL code

Stage 3 - payload - 2

68



● some SPECIAL code

Stage 3 - payload - 2
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● some SPECIAL code

Stage 3 - payload - 2

70



● some SPECIAL code

Stage 3 - payload - 2
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● some SPECIAL code

● to Stage 4 

Stage 3 - payload - 2
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● ChatGPT conclusion

○ 初始化與持久化設置

○ SSH 相關功能

○ 檔案操作

○ 鍵盤與滑鼠監控

○ 動態安裝依賴

○ 伺服器交互

○ 執行環境監控

○ 鉤子與伺服器連線的多線程處理

Stage 3 - payload - 2
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Stage 4 - anydesk
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● Same as usual

Stage 4 - anydesk
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● go to C2 and download AnyDesk.exe

Stage 4 - anydesk
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● Config changes

Stage 4 - anydesk
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● Change config

Stage 4 - anydesk
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● Change config

Stage 4 - anydesk
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Lazarus

Stage 4 - anydesk
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AnyDesk

You



Conclusion…
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Conclusion
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Conclusion
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Conclusion
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Conclusion
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Conclusion



● DO NOT TRUST ANYONE

● public repo ≠ safe

● I love Team T5

● base64 is very safe ;>
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同場加映
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Thanks for listening
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Q & A
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