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Today's Outline
o pwnifift RiABRAEA

e Pwn20wn-Your printer is not your printer |
e Lab: Flag Shop

o INAERF

o Integer Overflow

o Overwrite Data
o Buffer Overflow?
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https://docs.google.com/presentation/d/1K4u-FwueFBGp
rh-m_kOQkM_wsp573Rv7LCnAvbz2edw/edit#slide=1d.g16608
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What's pwn?

o BT EMIRITIXHRY
Binary Exploitation
FrEMAERR
own=pwn

get
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https://zh.wikipedia.org/wiki/%E6%AE%BC%E5%B1%A4

"hat's pwn?
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https://zh.wikipedia.org/wiki/%E6%AE%BC%E5%B1%A4

Why pwn

o HIE
o CTF
o Pwn20wn

S EHRRR
blue team
red team
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Your printer is not your printer !

)
Master of Pwn Standings

Contestant o1 Points

$197,500
$180,000

$90,000

Synacktiv
DEVCORE
STARLabs
Sam Thomas
THEORI
Bien Pham
NCC Group
trichimtrich

Master of Pwn

Target Cash Prize Points

HP Color LaserJet Pro MFP M283fdw $20,000 (USD) VL T T

Flashback

3.75
Lexmark MC3224i $20,000 (USD)

ZERO DAY
INITIATIVE

Canon ImageCLASS MF644Cdw $20,000 (USD)
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https://devco.re/blog/2023/10/05/your-printer-is-not-your-printer-hacking-printers-pwn2own-part1/

DEVCORE Hacking Printers

BTEEMHE Canon B HP MR BHT T Pre-auth AR
( )2 ) B Lexmark &IRRA

( ), iFE Pwn20wn Austin 2021 hEX8 T Canon
ImageCLASS MF644Cdw, HP Color LaserJet Pro MFP M283fdw &
Lexmark MC3224i BYI2HI4#E, MALTHHERR Pwn20wn HR%ZZE KER
(Master of Pwn) BUELES,
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https://www.zerodayinitiative.com/advisories/ZDI-22-515/
https://www.zerodayinitiative.com/advisories/ZDI-22-532/
https://www.zerodayinitiative.com/advisories/ZDI-22-332/

RCE

e Remote Code Execution

o RIGFEXBINIT
remote

adjective

UK¥) /mmaut/ us¥) /i mout/
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far away in distance

SEEN==LL gD N rcy .-

(A0l

B

(EH
|}
(30
(S

af - B8 i£
B EEL = I
HY , 158 TR WL

NISAA
ENLIGHTENED



CVE

e Common Vulnerabilities and Exposures
o ANKRFMREE
o CVE-YYYY-NNNN
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TR Firmware

o SHTTERLL
. ﬁﬂiﬁﬂ'l'l‘ﬁﬂliﬂﬁﬁ*
v2.01
o V4.02 https://pdisp01.c-wss.com/gdl/WWUFORedirectTarget.do?
g id=MDQWMDAWNDCTMjA1&cmp=201&lang=EN
e § !
o V9.03 0400004752 05
Type Version
Pdf fimware ... Firmware version
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¥ [ & F Firmware 114l N &R

o IRBIFLIMBRIEE
o ENME

char * _fastcall sub_41AB68A8(char *result, unsigned int size, char a3)
(

o |ude

nt 1; // r3

nsigned int v4; // r4d

for (1 =0; 1 < size; ++1 )

.

1
v4 = (unsigned __int8)(result[i] - (a3 + i) - 1);
result[i] = ~((2 * v4) | (v4 >> 7));

}

return result;
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J

NISAA
ENLIGHTENED



2% Firmware
o |EFIMRZR !

00000080
00000090 :
00000000 :
000000b0 :
000000c0:
000000d0 :
000000e0:
00000010
00000100 :
00000110:
00000120

B9ES
b7ce
314c
acdb
ado6
538f
0b63
032
01b0
429c
d5Sb6

8607
8750
7acf
cbea
fc85
830a
fad2
65cf
4199
10c3
8060

NISEA
ENLIGHTENED

7al4
461d
@bab
5008
3b9d
d459
bac4
a260
b70f
e704
ad3d

a377
1107
a5fa
c2b6
Seed
0952
f2c4
b29a
af96
la21
1766

500b
728d
16ad
fofc
72ce
ee5c¢
3134
0031
ae9b
e337
b179

b031
6700
076d
40d4
0351
e987
0c70
8a25
eeb2
9918
0b28

0794
2961
1ce7
6191
c8c8
a5ed
1ba3
la4d
cch3
d2fa
04d9

9%..z..wP..1..?7.
..PF...r.g..a.$
lz........ m...*
7 S @.0.
STEAT () S
S YARENSES= My
LG 14.p..
.2e.. 1.%.Mx=
AL )
B...... V7. ...
=.f.y.(C

00000520 :
00000530:
00000540 :
00000550 :
00000560 :
00000570 :
00000580 :
00000590 :
00000500 :
000005b0:
000005¢0:
000005d0:
000005€0:
0000050 :
00000600 :
00000610:
00000620 :
00000630:
00000640 :

1719
470
6465
666C
7700
6c74
686d
3020
10bd
6469
656e
0300
5349
2068
3020
7272
97f8
2050
2063

0120
6572
2042
6f77
0000
0000
6574
0000
0000
7265
3a20
000
4752
6561
4865
7570
0120
512,
616¢

10bd
6174
7920
0000
496e
5349
6963
10b5
5349
6374
0000
bdf8
544d
7020
6170
7465
10bd
6520
6¢65

0000
696f
5065
0000
6578
4746
2065
0146
4752
3020
0000
0120
454d
6d65
206d
6400
0000
7669
6400

496e
6e00
726f
556e
6163
5045
7863
0200
5452
6361
10b5
10bd
3a20
6d6f
656d
10b5
5349
7274
0b46

7661
0000
0000
6465
7420
3020
6570
0010
4544
6e27
0128
09al
475
7279
6f72
0021
4750
7561
0146

6c69
4469
476
7266
5265
4172
7469
dof8
3020
7420
05d0
f8e7
7420
0000
7920
0200
5646
6c20
1846

6420
7669
6572
6c6f
7375
6974
6f6e
0120
5265
6170
0021
0000
6166
0000
636f
000
4e3a
666e
000

....... Invalid
Operation...Divi
de By Zero..Over
flow....Underflo
w...Inexact Resu
LSS TGERPESWARTE
hmetic exception
8 Gogno Fob0 oo
....SIGRTRED: Re
direct: can't op
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SIGRTMEM: Out of
heap memory. ...
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Pure virtual fn
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Plaintext message



$£Image base address

o FIF T EB$Image base
o }Z| base & 0x40b0000

OxU4ObOOOEOO: 9800
OxU0affO00O: 8771
Ox40b010OO: 8176
OxUPafeOOO: 8143
OxU0afdOOO: 8026
OxUPafalOO: 7861
OxU0afbOOO: 7796
OxU40b02000: 7791
OxUPafcOOO: 7756
NISRHA OxU0afo000: 7681

ENLIGHTENED



Image base address
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Image base address

o Hbil
° THEX 0x400000
o THERMSA?
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REGER?

o loc_4489AC08 fEATFEH, (BAIZRHEM code EE
o HRAFERER

loc_4489ACO8

ANDEQ
ANDEQ
ANDEQ
ANDEQ
ANDEQ
ANDEQ
ANDEQ
1 : ; ANDEQ e, Re,
sub_41AE51A0(5, "%s: auth header creation.\n", (const char *)&loc_4489AC08); ANDEQ 0, RO, RI
ANDEQ 0, RO, R4
ANDEQ
ANDEQ
ANDEQ
ANDEQ

sub_41AE51A0(6, "%s: 3lled, len=%d.\n", (const char *)8loc_4489AC08

if ( al[46] < ©x20u )
f

Should be strings
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o EiBEMABIEINTIELEIMA fhh 4 T8 F 88 R MEHE
o H# image base & 0x40affdeO

debugprintf(6, "%s: called, len=%d.\n",|aReadsigneddata] *a3);
if ( al[46] < ©x20u )

I
L

debugprintf(5, "%s: auth header creation.\n", aReadsigneddata);
v8 = (*(int (**)(v01d))( (_DWORD *)(al[2] + 76) + 68))();
debugprlntf(o, '‘%s: lenRead %d.\n", aReadsigneddata, v8);

NISAA
ENLIGHTENED



At h R ER IERE 5105%

NISAA
ENLIGHTENED



BUE S #r Firmware

Canon ImageCLASS MF644Cdw ZR{BIIT :

e OS - DryOSVv2
o Customized RTOS by Canon
o ARMv7 32bit little-endian
e Linked with application code into single image

o Kernel
o Service
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SMERERRE

Canon HIZ#AE R i 2 F A CIEiEtHROGRE.

Protection

e No Stack Guard RhiEF&EHKERA BIE
e No DEP Rt EEIEERMEC R ER
e No ASLR Rl EEEBERE U R FRIERRAILL

i%#F Stack Guard. ;2F DEP thi®#F ASLR, AILIERE
hacker friendly !
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Exploitation Step
1. i BINP #¥EMM shellcode BEIEENWEHMEIE.

2. fE% SLP i W2 return address

3. BkEIFEMA shellcode E#ITIEXE.
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1. BJNP

FI) % 488 B L 4th 5% {6 7188 184 5

B Canon BCFREXET

BEHLEERIB e,

;% B FEERRHI AT LT shellcodeE B 7 AT LL
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https://doar-e.github.io/blog/2022/06/11/pwn2own-2021-canon-imageclass-mf644cdw-writeup/#bjnp

2. Service Location Protocol
o —ERBRITGE

o FREEEERBINEN

o Hrh#FfE o
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3. [EF|Pwniz
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http://www.youtube.com/watch?v=vQbQImZ3XRw&t=29097
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Lab Time:
Flag Shop

&
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FlagShop

MRE—RERE flagiBIEDR, flaghiE A $10000, {HER
5L RA $500, EHALTEMALULKRIEFINEG flagh® !
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nc
nc (Netcat) RE SRR E AP MITEEER,

o ERITHEIM) TCP/UDPEHE,
o 1&=:nc [#1L] [port]

#Hlin:nc 192.168.1.1 12345
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FlagShop 01

#:l2% Z| FlagShop !
PRI AR R HRIRKE flaghs ?

o
NIS A A
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FlagShop 01
’R:

RIE A firfir =202
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FlagShop 01

Input:-10000
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Avoid
o [RHIEHA K/
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Integer Overflow
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FlagShop 02

RIRE FEREHTFEEMARR
BERMETERIIE 3089

%
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FlagShop 02

B

BEE®/int, long2 BHWEFZFAE LR, NMEEBLEBHER
SHK0E ?
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What's Integer Overflow

o HHEFHRBARE
o HMERERMIINER

-
TN
| 4
S
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#
#

SouA EvANS

@bork

integer overflow

integers have a limited
amount of space

The vsval sizes for integers are:

3 bits: @@
16 bits: D @B
32 bits: ..../

64 bits: R D D @@ & &

32 bits = 4 bytes

64 bits is often the
default these days.

the biggest 8-bit
unsigned integer is 255

o °° {0 what happens
if you do 255 + 17

Going above/below the
limits is called overflow.

ways overflow is handled

® wrap around
255+ 1 =20
255 + 3 =2

@raise an error

® saturate «——this one
255 + 1 255 is unusual
255 + 3 255

maximum numbers for
different sizes

signed unsigned

127 255

32767 65535

~2 billion ~Y4 billion

~9q quintillion ~18 quintillion

overflows often
don't throw errors

255 + 17 that number
is 8 bits, so the
answer is 0! that's
what you wanted right?

C0mpu+e\f

This can cause
VERY tricky bugs.

some languages where
integer overflow happens

Java/Kotlin  C/C++ Rust
sQL C# Swift Go R
Dart

Some throw errors on overflow,
some don't, for some it depends
on various factors. Look up how
it works in your language!



https://wizardzines.com/comics/integer-overflow/

FlagShop 02

Input:(2°31 - 500)/50
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Avoid Integer Overflow

o EAFARENESR
o PR&%HABFX/ENA
o REERZMNME
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REFRUE R IE

nc chall2.nisra.net 44010
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Overwrite Data
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FlagShop 03

RiRe HEEflag®RiBGT
HEBRBHRATZEAASRAENE

o
NIS A A

ENLIGHTENED © oo



FlagShop 03
RRMREBETREXK ?
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FlagShop 03

Input: ABCDEABCDE

NISAA
ENLIGHTENED



Why Overwrite

char a[b]
char b[5]

2 Ja fa Ja fafo [o |0 |
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Why Overwrite

char a[b]
char b[5]
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Why Overwrite

char a[b]
char b[5]

S
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Why Overwrite

char a[b]
char b[5]

2 Ja fa Ja fafo [o |0 |
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Why Overwrite

char a[b]
char b[5]

2 Ja fa Ja fafo [o |0 |
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Why Overwrite

char a[b]
char b[5]

2 Ja [a |a |2

U | g | @ @ gy
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Why Overwrite

char a[b]
char b[5]

S

NISHA "o
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Why Overwrite

char a[b]
char b[5]

NISEA
ENLIGHTENED



Avoid Overwrite

o BiufEFAMGIMRMA S (ex:gets / scanf / strecpy /
sprintf...)

o FEHAAREHEENMARER (ex:"%4s")

o FAMEHREMNMABES (ex:strncpy/strncat/snprintf)
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Buffer Overflow

o HdOverwrite Dataift =424l
o MEERH — W=l
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Buffer Overflow

o HITRIBFIXRRAIRES 7
o EHEHEH. FKE?

Enter what you want to say:
daaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
You said: aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa, relaying to the admin.

zsh: segmentation fault ./lab3
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Buffer Overflow

NISAA
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Buffer Overflow
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Buffer Overflow
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Buffer Overflow

4

v
v

v
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Buffer Overflow

NISAA
ENLIGHTENED
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Buffer Overflow
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Buffer Overflow
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Buffer Overflow




Buffer Overflow
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Thank you!
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