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https://www.researchgate.net/figure/Total-number-of-malware-detected-by-year-in-million-47_fig2_339301928
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Malware Bazzar

- BABESBAHESSE
- AT APIKEHNER

Date (UTC) I SHA256 hash Type Signature Tags

2024-08-02 19:05  e9837fc1d609e00844525... ] exe AsyncRAT

2024-08-02 18:50  82e4fa04f1bbb083ff8657... A elf [ Mirai | [ mirai |
2024-08-02 18:50 8184f3e0731d2df9d58c0... A elf [ Mirai | [ mirai |
2024-08-02 18:50 ddb07ed1f41dc60aa797... A elf m [ mirai |
2024-08-02 18:16 f451f253429a5ea6156e4... ] exe m

2024-08-02 18:16  848260ba966228c4db25... [ exe exe
2024-08-02 18:16  9daffaea889ac9ala94e7... [ exe [ exe | vidar |
2024-08-02 18:16 7f08c2afa083a9814989c... 7 exe PureLogStealer exe | PureLogStealer
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- EXEN
- MITRE ATT&CK

- MBC(Malware Behavior Catalog Objective)

- Capability
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shal

sha256 ed@lebfL 9439c6e5babe8e080edlaa
analysis static

oS windows

format

arch
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| ATT&CK Tactic

| DEFENSE EVASION i rory Permissions Modification
| iles or Information T1027

| DISCOVERY i irectory Discovery T1083
.stry T1012

‘ormation Discovery T1082

as::Service Execution T1569.002

stem Process: :Windou




MBC Objective

CRYPTOGRAPHY

DEFENSE EVASION

Data: :AES [C0027.001]
't Data::RC4 [C0027.009]
yption Key::RC4 KSA [C0028.002]

'rate Pseudo-random Sequence [(C0021]

“ksum: :CRC32 [C0032.001]
ression Library [(C0060]
le Data::XOR [(0026.002]

ad Files or Information: :Encoding

hiles or Information: :Encr;

DISCOVERY

File and Dire™™

System Information Discover

i Algorithm [E1027.m02]

ndard Algorithm [E1027.m05]




Capabili

Capability

hash data with CRC32

encode data using XOk

encrypt data using AES (5

reference AES constants (5 me
encrypt data using RC4 KSA (3 ma.
generate random numbers using the D7
extract resource via kernel32 fu

get common file path (3 matd

set current directory (3

copy file

create directory (2 .

check if file exists (4

get file attributes (6 ma.

get file size (2 matches)

set file attributes

read file on Windows (3 matches)
write file on Windows (2 matches)

check mutex

hos.

host-
host-
host-
host-
host-
host-

‘crc32
&/ xor
~yption/aes
encryption/aes
«on/encryption/rc4
lation/prng/lcg
urce
fle-system
system
‘om/copy
2m/create
,stem/exists
in -system/meta
intera .le-system/meta
interactic ,file-system/meta
interaction/file-system/read
interaction/file-system/write

interaction/mutex
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- EEET HERIRYHL IS

- $ capa.exe malware.exe -vv
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| mmmp

encode data using XOR (15 matches)
namespace data-manipulation/encoding/xor

author moritz.raabe@mandiant.com

scope basic block

att&ck Defense Evasion::Obfuscated Files or Information [lllll]
mbc Defense Evasion::Obfuscated Files or InfGeumassion: :Encodin

Data::Encode Data: [C0026.002]
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- B 2 BEI— I xor

loc 402D25:
mov ebx, [eax-4]
Xor [eax], ebx

k28 A= X(ND8 - 1):

OOeo




I FECRAETE 2R

- {8 B CERAT— L4 xor

loc_402D25:
mov ebx, [eax-4]
XOR [eax], ebx
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Jaccard Indexf#&

- File and Directory Discovery > 'File’' 'and’ 'Directory’ 'Discovery’

- System and Directory Discovery > 'System’ 'and’ 'Directory’ 'Discovery’

&% = Information, and, Discovery Userl

User?2

BREE = File, System, and, Directory, Discovery

ANB| 3
— =2 =06
AUB| 5

J(A, B)



https://myapollo.com.tw/blog/jaccard-index-explaination/
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- $EHREE T F
- FA—MEREES, foekA MExIET

wannacry sample = ['T1001', 'T1003', 'T1005','CO0l1l', 'C0004', 'C0002']
wannacry_vriant = [|'T1005", 'Co011’, 'C®®®4fﬂ
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Jaccard Similarity between WannyCry and Other malwares

® Wanna ® Worm

® Spyware ©  Adware

® Trojan Ransomware
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Jaccard Similarity
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- K-means

- CountVectorizer

- SentenceTransformer
- PCA




ATT&CK Tactic ATT&CK Technique
COLLECTION Input Capture::Keylogging T1056.001
DEFENSE EVASION Hide Artifacts::Hidden Window T1564.003
Obfuscated Files or Information T1027
Obfuscated Files or Information::Indicator Removal from Tools T1027.005

DISCOVERY Application Window Discovery T1010
System Information Discovery T1082

EXECUTION Shared Modules T1129

MBC Objective MBC Behavior all_attack_ids 'T1003 »

ANTI-STATIC ANALYSIS Executable Code Obfuscation::Argument Obfuscation [B0032.020] 10: 'T10629° S
Executable Code Obfuscation::Stack Strings [B0032.017]
'Tlij'
L4 2D Bs b

'T1082°,
MBC = ['C0011 000 002", 'C0014

COLLECTION Keylogging: :Polling [F0002.002]

DATA Encode Data::XOR [C0026.002]

DEFENSE EVASION Obfuscated Files or Information::Encoding-Standard Algorithm [E1027.m0@2]
DISCOVERY System Information Discovery [E1082] '(:€“3658
FILE SYSTEM Writes File [C0052] 'CP019
MEMORY Allocate Memory [C0007]

PROCESS Allocate Thread Local Storage [C0040]

Check Mutex [C0043]

Create Mutex [C0042]

Set Thread Local Storage Value [C0041]
Terminate Process [C0018]




© @ 001_analysis.txt

T1010, T1027, T1056, T1082,

Co026, C0052, Co007, Coo40, Coo41, Coo018

O @ 002_analysis.txt
T1027, T1056, T1082, T1129

Co019, C0026, Co046, Co052, Coe42, Coo43, Cool7, Coo38, Coo54, Coo41l, Co0l8

€ @ 003_analysis.txt

T1083, T1129

Coo46, Coo48, Coo47, Coo52,

© © 004_analysis.txt

11027, T1033, T1057, T1059, T1083, T1112, T1129, T1222, T1490, T1518, T1547,

Co027, Co@31, C0029, Co028, Co049, Co063, Co051, Coe50, Ce052, Coeoa7, Coo42,




output > {} all2.json > {} train > [ ]data
{

"train": {
"data":

"T1016, T1083, T1129, C0002,
"T1016, T1083, T1129, C0002,
"T1027, C0001, C0027, C0028,
"T1012, T1083, T1129, T1569,
"T1016, T1083, T1129, C0002,
"T1083, C0052, C0017"

"T1016, T1083, T1129, T1569,
"T1016, T1083, T1129, C0002,
"T1012, T1082, T1083, T1497,
"T1016, T1083, T1129, C0002,
"T1012, T1055, T1057, T1087,
"T1012, T1083, T1129, T1569,
"T1016, T1083, T1129, C0002,
"T1016, T1083, T1129, C0002,
"T1016, T1083, T1129, C0002,
"T1012 11057, T1070 T1115
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I CountVectorizer

- TR
- XAEHELEFSER ( Bag-of-Words Model)
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output > {} all2.json > {} train

{
"train": {
"data":

"T1016,
"T1016,
"T1027,
"T1012,
"T1016,
"T1083,
"T1016,
"T1016,
"T1012,
"T1016,
"T1012,
"T1012,
"T1016,
"T1016,
"T1016,
"T1912,

> [ ] data

T1027,
T1027,
T1083,

11027

T1027,
T1497,
T1027,
T1027,
T1027,
T1027,
T1027,
T1027,
T1027,
T1027,
T1027,
11027,

T1129,
T1129,

Co027,
T1129,
11129,

coo17",

T1129,
T1129,
71083,
T1129,
T1057,
T1129,
T1129,
T1129,
T1129,
11070,

T1543,
T1543,
C0031,
T1222,
T1543,

T1543,
T1543,
T1113,

T1543,

71082,
T1222,
T1543,
T1543,
T1543,
71083

Figure 1

K-means Clustering

Principal Component 2
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K-means Clustering
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* Figure 1

K-means Clustering
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Principal Component 2

Figure 1

K-means Clustering with Sentence Transformers
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Figure 1

K-means Clustering with Sentence Transformers
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http://www.youtube.com/watch?v=P-GZmqLRfFg

K-means#&H

¥ Figure 1

t-SNE Visualization of Sample Similarity with KMeans Clusters
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K-means#&H

% Figure 1 = X
UMAP Visualization of Sample Similarity with KMeans Clusters (n_clusters=3)
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X Figure 1 B 5 .
UMAP Visualization of Sample Similarity with KMeans Clusters (n_clusters=3)
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X Figure 1

UMAP Visualization of Sample Similarity with KMeans Clusters (n_clusters=3)

17.0 A
@
@ @ °
16.8 A
£
@

S 3
© ®

16.6 A
3 ° 3

@
®
16.4 ° o
@
[¢)
®
16.2
17.4 17.5 17.6 17.7 17.8 17.9 18.0 18.1 18.2
umapl

A€EI Q=

cluster

0

1

2

type
wannacry
Emotet
Spyware

RAEEWanncry[RERGIE




RLRBRT

% Figure 1

UMAP Visualization of Sample Similarity with KMeans Clusters (n_clusters=3)
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% Figure 1 = X
UMAP Visualization of Sample Similarity with KMeans Clusters (n_clusters=3)
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Z Q  b15c431868dfe6d02a565442e46aafTecf75df3341e55¢cf1ce42dc761aa19bf2

b15c431868dfe6d02a565442e46aaf7ecf75df3341e55cf1ced2dc761aa19bf2

b15¢c43: 565442e46aaf7ecf

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY '3

Join our Community and enjoy additional community insights and crowdsourced detections, plus an AP! key to automate checks.

Popular threat label Threat categories

Security vendors' analysis

Acronis (Static ML)

Alibaba

AlYac

Arcabit

AVG

Baidu

BitDefenderTheta

ClamAv

1e55cflce42dc761aal9bf2.exe

ransomware

trojan

AhnLab-v3

AliCloud

Antiy-AVL

Avast

Avira (no cloud)

BitDefender

Bkav Pro

CrowdsStrike Falcon

Family labels

C Reanalyze

wannacry

amoment ago

wannacryptor  wanna

Do you want to aut

Similar v

signin (€D

More v/

DETECTION

DETAILS

5£1071661

C Reanalyze = Similar~s  More v

d 1071661 o

0
1hourago EXE

diskpart.exe 3.35MB

peexe  directcpu-clock-access  checks-user-input  checks-diskspace  calls-wmi  viator macrocreate-ole  runtime-modules  self-delete checks-network-adapters  malware

long-sleeps  detect-debug-environment  ssh-communication  checks-cpu-name  executes-dropped-file  overlay

RELATIONS BEHAVIOR COMMUNITY 30+

Join our Community and enjoy additional community insights and crowdsourced detections, plus an APl key to automate checks.

Popular threat label

Security vendors' analysis

AhnLab-v3

AliCloud

Antiy-AVL

Avast

Avira (no cloud)

BitDefender

Bkav Pro

__CrowdStrike Falcon

Family labels wannacry ~ wannacryptor  wanna

Threat categories ransomware  trojan
Do you want to automate checks?
Alibaba
ALYac
Arcabit
AVG
Baidu
BitDefenderTheta

ClamAv

Cybereason

signin (D
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- CAPA - [Ei5]

- MITRE ATT&CK® - [1E#FE]
- MBC - [i##5]

- MalwareBazza EHiE
- Jaccard Indexﬁ‘%ﬂ %ﬁ]



https://github.com/mandiant/capa
https://attack.mitre.org/
https://github.com/MBCProject/mbc-markdown/
https://bazaar.abuse.ch/
https://myapollo.com.tw/blog/jaccard-index-explaination/
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Al - Dataset - I8N BB+ S HEXE

HERENREEZNRLHIRMTIRE, BT ETE
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EXRTEABSHE RESRPER—HSIAXEGER, EF5F
ﬁﬁ%ﬁ_}l}?ﬁ& $ERiE. M2BRRET —EZ /by, LR ES

4 Hicapaiiz & .ixt __genCapa.py(?)
Flarray[Oor1|R~BEHE ZfBTag  _ trans.py(?)
e EarrayfHp—1E __check_format.py

capa.rar ->—3tcapa.txt
best.py ->—1Eljson
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a.i4pfarray[OorTag] .txt __mergeAll.py
b.E2 Y array[Tag] .txt __extract.py
&R xtE B —13json __toJSON.py
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