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What happened ? - What will happen next ? — What should we do next ?
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Started with an USB Drive

PowerShell
Executed
Automatically

Received Returned to Plugged It into
a USB the Office Workstation

,—)

RealWorld Case References:
FIN7, - UNC3319 BadUSB




OiERE =

Started Executing Automatically...

Y4 A SECURITY ALERT
Suspicious PowerShell
K\ Execution
|oo | '_B m

Source: 192.168.168.11
Time: 10:02:15

U PowerShell

Execution

Good News: The Security Appliances Detected It
Security Team Immediately Began Investigating...
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C Attack and Investigation
Are Racing Against Each Other

4 : 20 :
gl = el 2 O Investi OatioonoBe ins Attacz C(c))?\text
USB Inserted Alert _ J g_
(Log Analysis, Source Analysis, Scope Reconstructed

Confirmation, Digital Forensics)
Defender %
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Attacker

Information Discovery
New Access

USB Inserted C2 Communicate . ol Established

But the attacker has already completed the next step...
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Lack Is Not Detection —
but the Ability to Act In Time

DN # 17/%

Confident to Detect Attacks Able to Take Timely Preventive Action

Detection Response

Detection Is Faster Than Response
Seeing the Problem Z Controlling the Problem

Source: CyberEdge Group (lllumio ZEHH3T) |, 2026
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Only Understand an Attack After It Happens,
Will We Always Be One Step Behind the Attacker?

Can We Predict the Next Step Before It Actually Happens?
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What Comes Next?

By observing the attack behavior, to understand the

attack pattern and predict the next move. Fmr— :
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Predicting the Next Step Through Experience

After Log Analysis, Source Analysis, Scope Confirmation, Digital Forensics...
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However, not every analyst can make it

Understand what happened, but can not predict next step

System
IERE (BEKs)

DESKTOP-VIO7398
192.168.16.19

5

Less experienced personnel
cannot make a judgment
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Judgment Is Highly Dependent on Experience

The problem is not visibility, but that predicting relies on individual experience.

Highly Dependent on
Individual Experience

Inconsistent
Judgment Quality

//ﬂ Difficult to 7 W

/ 1]1 Standardize and Scale \ _ \\ |

Therefore, we aim to systematize the analysis process.
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€ AW

spend lot of time}

Traditional Q o @

Workflow Detect Human Analysis Execute

Time ls Spent on Manual Generate Alerts Corre'late Logs - Check Acc'o%mts : Take Actions
Review SOPs - Make Decisions

Analysis and Judgment

Our

‘- ] ©
> -/ a1l I
Workflow q 8O

DEtECt Human EXECUte

Generate Alerts Validation

One Black Box

— Three Explicit Capabilities Take Actions

ISMS/SOP

N /

Accelerates Analysis, Human Retain Final Decision Authority
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Instead of Building Yet Another Detection System,
We Focus on.

Core Question @

What happened?

Understand what did the attacker do? Core Question @

What will happen next?

Go beyond understanding the present

Core Question 3®

What should we do next?

what actions should be taken now and after

Al supports decisions with evidence, procedures, and recommendations
Humans remain in control.

12
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Complete Workflow in Three Stages

Understand the Incident
Clarify what happened first

L

(O]

R N,

5@ N Co

Organize Build the
Incident Data

P A

Receive
Alerts

v p

S

Attack Timeline |

"

%

Predict the Next Step

Analyze the current incident sequence
and predict what may happen next
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Construct Model | ﬂ!‘:pd!gt
Attack Sequence Analysis
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Response and Recommendations

Combine organizational procedures
and personnel verification to generate
actionable response recommendations

Integrate Personnel Generate
with Organizational Verification Action
k Procedures Recommendations
L e v ,
-G 7

< @ ‘ From What happened? = What will happen next? = What should we do next? )
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System Validation

Understand, Predict, and Respond in Time

. N N O ™
Episode Correlation Top-5 Prediction Latency

Sg % ©/I ='@
93.3% 718.5% 28.56 S

Correlation Accuracy Next-Step Top-5 Hit Rate Average

et : Pr ing Laten
128/ 163 Predictions Hit ocessing Latency

560 / 600 Correctly Correlated Cases 22 Attack Templates 30 Real EDR Test Runs
600 Fixed Ground-Truth Cases
24 Independent Runs P50 20.97s | P90 62.51s
\_ / \_ / o %
4 N

Understand — Predict — Respond in Time
o /
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What Makes Our Approach Different

.' T Zosl)
v bleesf )
= (BJsssf

Built from Real Integrates with End-to-End
Operational Needs Existing Operations Alert-to-Action

From Detection to Organization-Aware
Prediction Response Guidance



Core Question (1)

What happened? > |

What did the attacker do?

Core Question 2)

What will happen next? ) ‘

What is likely to happen in the future?

Core Question 3

What should we do next?

What actions should we take?

Al does not replace human decision-making,

but provides “evidence + programmatic reasoning + recommendations”
to support security analysts.

|

Correlate
scattered information
into an attack chain.

Use LSTM and
historical patterns

to predict the attacker’s
next move.

Based on organizational
policies and SOPs,
specify concrete
actions to take.

O 2K =+
@:%EE DE'EEE'?\}IE\:%EI
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