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What happened ?  →  What will happen next ?  →  What should we do next ?
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Received
a USB

Returned to
the Office

PowerShell
Executed

Automatically

Plugged It into
Workstation

Started with an USB Drive
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RealWorld Case References:
FIN7／UNC3319 BadUSB



Good News: The Security Appliances Detected It
Security Team Immediately Began Investigating...

Started Executing Automatically...
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PowerShell
Execution

SECURITY ALERT

192.168.168.11



Defender

00 : 00
USB Inserted

USB Inserted
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Attacker

02 : 00
 Alert

20 : 00
Attack Context
Reconstructed

Information Discovery
C2 Communicate New Access 

Channel Established

Attack and Investigation
Are Racing Against Each Other

But the attacker has already completed the next step...

04 : 00
Investigation Begins

(Log Analysis, Source Analysis, Scope
Confirmation, Digital Forensics)



我預判你的預判

Lack Is Not Detection — 
but the Ability to Act in Time

2026 沙崙資安新秀大賽 ①情境與問題 → ②核心概念 → ③系統方法 → ④Demo展示 → ⑤驗證與總結

5

95%
Confident to Detect Attacks

17%
Able to Take Timely Preventive Action

Detection Response

≠

Source: CyberEdge Group（Illumio 委託研究）, 2026

Detection Is Faster Than Response
Seeing the Problem ≠ Controlling the Problem



Can We Predict the Next Step Before It Actually Happens?

Only Understand an Attack After It Happens,
 Will We Always Be One Step Behind the Attacker?
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What Comes Next?
By observing the attack behavior, to understand the
attack pattern and predict the next move.



The next step may be T1105

Senior Security Analyst
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Predicting the Next Step Through Experience
After Log Analysis, Source Analysis, Scope Confirmation, Digital Forensics...
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However, not every analyst can make it 
Understand what happened, but can not predict next step

Less experienced personnel
cannot make a judgment



Therefore, we aim to systematize the analysis process.

Highly Dependent on
Individual Experience

Inconsistent 
Judgment Quality

Difficult to 
Standardize and Scale
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Judgment Is Highly Dependent on Experience
The problem is not visibility, but that predicting relies on individual experience.



Detect
Generate Alerts

Human Analysis
Correlate Logs · Check Accounts ·

Review SOPs · Make Decisions

Execute
Take Actions
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Our 
Workflow
One Black Box 
→ Three Explicit Capabilities

Accelerates Analysis, Human Retain Final Decision Authority

Detect
Generate Alerts

Execute
Take Actions

Attack Chain
Reconstruction

Next-step
Prediction

ISMS/SOP 
Mapping

Human
Validation

Traditional 

Time Is Spent on Manual
Analysis and Judgment

Workflow

spend lot of time



Core Question ①

What happened?
Understand what did the attacker do?
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Core Question ②

What will happen next?
Go beyond understanding the present 

Core Question ③

What should we do next?
what actions should be taken now and after

AI supports decisions with evidence, procedures, and recommendations
Humans remain in control.
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Instead of Building Yet Another Detection System,
We Focus on：



Alerts
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DEMO
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Understand, Predict, and Respond in Time
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Episode Correlation Top-5 Prediction

Next-Step Top-5 Hit Rate

Latency

Average 
Processing Latency

93.3%

560 / 600 Correctly Correlated Cases
600 Fixed Ground-Truth Cases

78.5%
128 / 163 Predictions Hit

22 Attack Templates
24 Independent Runs

28.56 s

30 Real EDR Test Runs

Understand Predict Respond in Time

System Validation

Correlation Accuracy

P50  20.97s  |  P90  62.51s
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What Makes Our Approach Different

Built from Real
Operational Needs

Organization-Aware
Response Guidance
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Integrates with
Existing Operations

End-to-End 
Alert-to-Action 

From Detection to
Prediction
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Thanks.
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主要類型 代表模板 測試內容

主機與網路探索
host_discovery_scan、network_discovery_to_staging、
mixed_discovery_execution

探索主機資訊、使用者、程序、檔案、網路設定及開放服務

帳號與安全環境盤點
account_policy_collection、software_audit_to_archive、
service_inventory_web_stage

本機帳號、群組、密碼政策、已安裝軟體、安全軟體與服務盤點

混淆、解碼與命令執行
decode_masquerade_http、web_ingress_decode_execute、
training_web_decode_manipulation

模擬腳本混淆、解碼、偽裝、Shell 執行及 HTTP 通訊

資料蒐集、暫存與壓縮 collection_archive_egress、obfuscated_collection_egress 蒐集本機資料、集中暫存、壓縮封裝並準備外傳

盲測組合
blind_host_web_manipulation、
blind_security_collection_manipulation、
blind_policy_obfuscated_manipulation

使用模型訓練期間未看過的步驟組合，檢查是否只背模板

資料操弄／Impact
training_discovery_collection_manipulation、
training_inventory_archive_manipulation 與 6 種 train2_*

從探索、蒐集、下載、壓縮等不同前序行為，最後連接到資料操弄
T1565.001

Reference  (22 attack template types) 
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