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5 OSINT

EEMRD - Spiderfoot

)penCTl
MITIR

. domain 2 URL

Module Selection

542 Domain / URL

https://www.mmh.org.tw/

22 URL & domain

bt

Sk

il

BMITRE (CLI)
mmh.org.tw

{"generate
"module”:

1761752624, “type"

SpiderFoot UI", "source
{"generate
"module”:

Internet Name", “"data™: "mmh.org.tw”,
: "mmh.org.tw"},
1761752624, “type" Domain Name”, “data”
SpiderFoot UI", "source":
Default: sfp_abstractapi, sfp_accounts, sfp_ahmia, sfp_archiveorg, sfp_dnsbru...
LR | <

“mmh.org.tw",
“mmh.org.tw"}[]
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Filter & Enrich data

tage 1. SpiderFooti#
GRBRRGE

Stage 2. EZ ¥4
FHEEER

Stage 3. IBHER

FERE stage4 EEER

Stage 5. CVEZE

BESNTHEE TR
@ Stge 1 : ERS KR TAERBALE, WHE  THEHRE Spiderfoot B ., o2 o Stge3 o Staged - Stages
B JSON BEER & SRBFEAHER - HBE "NB /SN, B 1B

B —HTEBORE -
@D Stage 2 : Subfinder Enrich
@ Stage 3 :
@D Stage 4 : Enrichment Scan
Stage 5 : CVE Checker

Liveness Check

_EEEE datajson
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RERDY - AFARREEL

[{"data": "\t\n<!DOCTYPE html>\n<html lang=\"zh-tw\">\n<head>\n<meta ch

Before: After:
{

content=\"text.php; charset=UTF-8\" />\n<meta http-equiv=\"X-UA-Compati "scan_target": "mmh.org.tw",
content=\"width=device-width\">\n<script src=\"https://cdn.jsdelivr.net "scan_timestamp utc": "2025-10-29T01:57:31.638296+00:00",
script>\n<title>\u9996\u98e1\uffia\us3fe\u6771\ug9ac\u5055\u7dee\usts\ "assets”: {

"internal”:

content=\"\u672c\u9662\u70ba\us3fe\u6771\u552f\uded0\u5340\us57df\u7dia\
\u7d1a\u6025\u6551\uscac\udefb\u91ab\ug662\uffoc\ugeas\uscao\us3fe\u677
6d\u52d9\uffoc\ude26\u64c1\u6709\u53f0\u6771\used3\u6210\u7684\u52a0\us]
4e00\u7684\u7dca\u6025\u5tc3\uscoe\u7bal\u624b\ugss53\u3001\u6025\ucG
\u89e3\u8853\uffec\us3ca\u7dca\u6025\u5916\u50b7\u624h\usss3\u3eg
c5\u7ae5\u7684\u7167\u9867\u3002\">\n<meta property=\"og:title\"
content=\"\u9996\u9801\uff1a\us3fe\u6771\u99ac\us5055\u7dee\usff
content=\"website\">\n<meta property=\"og:url\" content=\"\u9019
content=\"\u6bcf\u4e00\u9801\ugefd\u9700\us981\uded0\us5f35\u5716\uTeR
\u6293\ude3b\us5716\">\n<meta property=\"og:description\"
content=\"\u672c\u9662\u70ba\us3fe\u6771\u5521\uded0\u5340\us57df\u7d1ia\
\u7d1a\u6025\u6551\u8cac\udefb\u91ab\uge62\uffoc\ugeas\uscao\us3fe\u677
6d\u52d9\uffec\use26\u64c1\u6709\u53t0\u6771\uded3\u6210\u7684\us52a0\us
4000\u7684\u7dca\u6025\ustc3\uscoe\u7bal\u624b\u8853\u3001\u6025\u6027\
\u89e3\u8853\uffac\us3ca\u7dca\u6025\u5916\u50b7\u624b\ug853\u3001\u9ad
c5\u7ae5\u7684\u7167\u9867\u3002\">\n<meta property=\"og:site name\"
content=\"\u53f0\u6771\u99ac\u5055\u7dee\usff5\u9lab\u9662\">\n<meta na
Phone-->\n<meta name=\"msapplication-navbutton-col"”, "event type": "TAR

I
L

"domain”: "1180.ecw.mmh.org.tw",
"asset_type": "INTERNAL",
"stage2 results": {
"last scanned utc": "2025-10-29T702:01:42.967835+00:00"
FApS s
"60.250.172.170"

>
"ports™:
"60.250.172.170": {
"80": "open”,
"113": "closed",
"443": "open"

}

>

"technologies":
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HEREES - THREH

OpenCTI #&28

=22 BEHE - EEZEEF OpenCTl

W/ BH EERS FEZEEZT OpenCTl

WEREZERS
Token URL EREE
FAKE1337-2750-4121-8620-76C2B36314AD http://127.0.0.1 100 & s
BHEERS
AND E5& v & A& () : Taiwan, Healthcare ) | Q&8

AND.py / OR.py Fi’% : python AND.py --cti OpenCTI_filter.json --snapshot OpenCTI_Database TTP.json

[2025-10-30 ©6:21:58] #{T : C:\Users\betan\anaconda3\python.exe collect_cti.py --refresh --limit 100
[2025-10-30 06:22:13] v EBARE (RRBEH) : snapshot.json




ﬁﬁﬁﬁgé - Tﬁﬁ*ﬂ- CTI Report

{"id": "6e

"published™: "2025-16-2
createdBy 11, "labels”
{"id° €

Fraud
» "updated_at"
"countries_: from | objects": [:
puDl1snea
createdBy . \'F: 5 "labels

remo

“Fin

"published":
"createdBy": , "labels”
I "countries_from_ob]ects"
"sectors_from_objects”
{"id": 7-684¢ 2 c”, "name": ider i ure”, "published": "2025-10-28T12:00 " "created"
"created_at": 74 y "updated_at": ' 7 : createdBy nul "labels": []
¢ Advi s publlshed":

"createdBy"
"sectors from ob]ects

f5ad T 4 publlshed"'

i 144.2 ? createdBy 7

"countries_from objects [1, "sectors_from ob]ects
“published”:

created atvy 52 10 - : > updated atas 2 8: "createdBy": "Alie
"countries from objects : [], "sectors_: from objects [
£"id":

countries_from_objects": [], "sectors_from objects"
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Token URL

nttps://your-opencti.example/graphq|

AND &5 v Taiwan Healthcare

JHR

P
5

WTEE

[2025-10-30 06:28:30] #{T : C:\Users\betan\anaconda3\python.exe AND.py --cti OpenCTI_filter.json --snapshot OpenCTI_Database TTP.json

[2025-10-30 ©6:28:30] [INFO] Using keywords: ['healthcare', 'taiwan']
[INFO] Loading CTI file: OpenCTI_filter.json

[INFO] Candidates found in CTI: 9

[INFO] Scanning snapshot file for 9 ids: OpenCTI_Database TTP.json
[INFO] Found 9 matching snapshot entries.

[OK] Wrote 9 merged records to matched_reports.jsonl

[OK] Summary JSON: matched_summary.json

CTI Report Searching
(OR & AND filter)




ﬁﬁ'ﬁﬁgé - EES}E'FQ CTI Report Searching

[OK] Summary JSON: matched summary.json

[OK] Summary MD: matched summary.md

RIS
RERE
HRERS
RIS
RIS
RERS
HRERS
RIS
RERS

As

: Gunra Ransomware Group Unveils Efficient Linux Variant

W 00 N O v b WN

Warlock Ransomware: 0ld Actor, New Tricks?

: APT 41: Threat Intelligence Report and Malware Analysis

: Disruption of Drone Supply Chains Through Coordinated Multi-Wave Attacks in Taiwan
: CrazyHunter Campaign Targets Taiwanese Critical Sectors

: CrazyHunter: The Rising Threat of Open-Source Ransomware

: Smokeloader picks up ancient MS Office bugs to pack fresh credential stealer

: Chinese Hackers Toolkit Uncovered And Activity History Uncovered

: Ransomware Roundup - Underground

[2025-10-30 ©6:28:30] &% (exit=0)




BEARES - @BWTEH L ionter Report

[OK] Summary JSON: matched summary.json

[OK] Summary MD: matched summary.md

RIS
RERE
HRERS
HRERS
RIS
HRERS
HRERS
RIS
RERS

As

: Gunra Ransomware Group Unveils Efficient Linux Variant

W 00 N O s WN

Warlock Ransomware: 0ld Actor, New Tricks?

: APT 41: Threat Intelligence Report and Malware Analysis

: Disruption of Drone Supply Chains Through Coordinated Multi-Wave Attacks in Taiwan
: CrazyHunter Campaign Targets Taiwanese Critical Sectors

: CrazyHunter: The Rising Threat of Open-Source Ransomware

: Smokeloader picks up ancient MS Office bugs to pack fresh credential stealer

: Chinese Hackers Toolkit Uncovered And Activity History Uncovered

: Ransomware Roundup - Underground

[2025-10-30 ©6:28:30] &% (exit=0)



https://www.ithome.com.tw/tags/crazyhunter

BEEEERS - L& A E

OpenCTI 1848

=% OpenCTI

i )8 EEHE | LEZEES OpencTl

T
% datajson ELBERE

mmbh-SpiderFoot_output.json (135.5 KB)
Token URL Author Name (org)

FAKE6A8D-2750-4121-8620-76C2B36314AD http://127.0.0.1 mmh

@ H#EZ OpenCTl jjliNs %Bundle || 1T #3% Bundle |




2rvations / Observables

Search these results...

thor= mmh Q

DOMAIN N...

DOMAIN N...

DOMAIN N...

DOMAIN N...

DOMAIN N...

DOMAIN N...

DOMAIN N...

DOMAIN N...

Add filter

REPRESENTATION

msoid.mmbh.org.tw

tpvpnl.mmh.org.tw

mmbh.ecw.mmbh.org.tw

infotech.ecw.mmh.org.tw

e.mmbh.org.tw

mcloud.mmbh.org.tw

mail.mmh.org.tw

ttreg.mmbh.org.tw

Select saved filter

AUTHOR ¥

mmh

mmh

CREATORS LABELS

admin

admin

admin

admin

admin

admin

admin

admin

{ 1-25/154 p =

port-443 | ( port-€
port-443 | (_port-€
port-443 | ( port-€
port-443 | [ servic
port-443 | (_port-€
port-443 | ( port-€
port-443 | ( port-€

23



Q, Search the platform... (= r.Q ¢:

Observations / Observables / tpworkspace.mmh.org.tw

tpworkspace.mmbh.org.tw

OVERVIEW KNOWLEDGE CONTENT ANALYSES SIGHTINGS DATA
DETAILS
Description value

ASM-discovered domain
tpworkspace.mmh.org.tw

Indicators composed with this observable -
Malware analyses

No malware analysis on this observable.

D

HISTORY

BASIC INFORMATION

Marking

TLP:CLEAR

Score

Author

MMH

Labels +

port-443 ®] [ port-80 ®]
service-web ®] [ tech-jquery ®]

‘ waf:big-ip appsec... ®

Observable type

Creators

ADMIN
Platform creation date
October 30, 2025 at 12:36:20 Al

Modification date
October 30, 2025 at 12:47:28 Al

Standard STIXID (i)

domain-name--aacfeccb-2249-56d4-9¢

24



HEREES - L&

BASIC INFORMATION

Marking

TLP:CLEAR

Score

Author

Labels -

port-443 (X ’port-80 ‘
®| (=@

=-web @ tech-jquery ®J

Observable type

Creators

ADMIN

Platform creation date

October 30, 2025 at 12:36:

Modification date

October 30, 2025 at 12:47:

Standard STIXID (i)

domain-name--aacfeccb-2249-5
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S ERR
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Al agent Dify Workflow Chart

o HRERGRA

0 smawr ' BRI 1

1} ::“: Z:: Ul / BIZHESR : [Playbook] 63003

(x) file_spiderfoot E BIZ&% : Data Leak Prevention and Ransomware contains CVE

o JELRIBE! : Endpoint / DataLeak / Internet

1 ) manx ! | @ s : o HERRIEH -

e e @ aoratiour o o EISGURMRRIE (T1486) MEKINDEARE » HEARBEREHERE

« JAZ T1486 ~ T1078 ~ T1105 » T1667.002 ¥ 2 {EF4R TTP » BREIREA(TR (EDR) ~ BHHISNRRS
1 @) weox # (DLP) EMERIZE
" | @ rann2 : « RRIWAR Windows fERAM - RERRAREBARENS
(x) t.. B8 admin, token, passwo.

 AIERGEMADINGE « HEMRRE - BRINBTHE S ERHEKLE

o HEBRINT (MITRE ATT&CK) :
M5 +
« T1486 - Data Encrypted for Impact : &# @ RINBERIZTRIE
P-4 chnT ©
) =2

 T1078 - Valid Accounts : FI| B & iZEIRSR 1T PR1F ERERFFIER|

¢ T1105 - Ingress Tool Transfer : 8 T & & {REERE EiH7ZENHE
« T1567.002 - Exfiltration to Cloud Storage : EklIMEEEiHRFS

« T1068 - Exploitation for Privilege Escalation : ##HERIZFHS R

o Hfth : T1548.002 ~ T1112 ~ T1027 S5 SR B AT

ELSE

1+ ) eno
OLLM 5 (xjtext String
' @) ramz20) '
o ROURIATR :
o BRREFE AL - Windows 10
o Agent BR : BE

1+ ) mms3 o E:EIBIE  windows/amd64
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HEER

1 ttw3.mmh.org.tw
‘ . WAF: BIG-IP AppSec Manager (F5 Networks)

e ers e e v 56 Slick, JQuery, Query UL
i 200

training mimhorg B ————

— @ o

ek rnhority
webrimmhargte

P ——

e —

o ®

s i3 mh g

@

e

@t

Rl .o M | La

N

ewhemmhorg b

mhogw

S02ecumhorgtn

mhorgw
577 eonmmhorgtn
S79eoummhorgtw
se0ecnmmhorgtw

mmhorg
584 ccnmmhorg tw

REHEAR: 1180 ecummhorgtw

# BRERHF (Sage2)

E ] #hER 5%
Unkoown Apache wknown
Unkoown e 703

5 AREEANRE

FsALIE

HERERENER

HiRRE

Apache Web Sever R PHP 7033 41 JavaScpt - 5

£ HITTPS (43) R HTTP (0) BT

HEEAH

« RIS PHP IEE: ( BEH High)
S8 PHP 7033 AFAEHR 018 ZRLEAZE 52
« BROR2EM HTTP# (BEE: Medun)

1 cy X frame Options X Content Type Op potSecurty) - SEFH
BRHE . MIMFSERERSE A NREEE

I #81E HE B

| BEBESTAGEERLFRERS

- EeAEE

s

|  nimE

T

48 AE 225 7 4

| % zEmmam
if BRRE Ransomare) o T manARE
T

AT

e e e
sxzz

@ MR Phishing)
FHEREENS  EEALAT




WAF: BIG-IP AppSec Manager (F5 Networks)

. postmrﬁhorgmhcmmmgm i Slick, jQuery, jQuery UI
#RASE: 200

T T
wapps2.mmh.otgspps.mmh.org.tw
I !

‘ 54 ttw3.mmh.org.tw

| >
training.mmh.org.tw |

@
\
\ \
‘ \
| \
oa.mmhiorg.tw A \
\ \
‘—ﬂ‘\‘ . \ tsregmnl(\or?tw \

msoid. mmh.org.tw ‘ \
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N
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1502. ecw mmh.org.tw

3606. ecwmmh ori www.hc.mmbh.org.tw

h‘ wpac.mmh.org.tw
R \ ‘
Y WO\ ;i
W
\\ pec. ec\:vh"mh or 60.250.172.170

www2.mmh.org.tw
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hrecw. mnhh org|
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BEHMAM: 1180.ecw.mmh.org.tw

¥ BTS2 (Stage 2)

'REE

1180.ecw.mmbh.org.tw

28 Kl &E R
1502.ecw.mmh.org.tw

Unknown Apache unknown
151h.ecw.mmh.org.tw Unknown PHP 7.033

1552.ecw.mmh.org.tw
S Al MRESITHS

1560.ecw.mmbh.org.tw

FREAMADLThAE
ARBERENEEXETEAAD  REASHRBREUGFRADLE

1577.ecw.mmbh.org.tw

1579.ecw.mmbh.org.tw e

1580.ccow.mmh.org.tw Apache Web Server & PHP 7.0.33 » #&il# JavaScript » SERBEEHEZR » 8 HTTPS (443) £ HTTP (80) Ix O

WEESH
1581.ecw.mmbh.org.tw
o [ERIBRAY PHP BRA ( BRE1E: High)
ZHEA PHP 7.0.33 » RAER 2018 £EILES LR » FESECHRRE (MERRBHT - BENRES ) BREZEZEN  BIRKERR -
A sEmmmh.ogin o SOR2AARI HTTP 838 (RE!E: Medium)
HTTP Headers k&3R8 % %1288 ( {1 Content-Security-Policy - X-Frame-Options - X-Content-Type-Options - Strict-Transport-Security ) » &5%%|
ErEEHNIE - MIMF RN E R A WEBERFHZ -



MEEH BEW

TEEHHHH
ul BERESTENEERE A EERRS

HWEXH - BRARER

| @ wemE

ERAHEE 2024 F 8 AF 2025 & 4 A » £ES AlienVault TEERFR 12 NRBERES  BENHHAZEREANRERNDIE - APT - HEENEREBENEZLL
EE - RRENEZZERRENLERERIANE BESREENNEESHE TP REMREUEEANZESLSEES -

SFEESHUE

12 19

SREERE

818

| % r=msEn

(w ¥hER#ME (Ransomware) @ APT BREFEERE

o ptEEsEn R o #@3E$IA (Phishing)
ARSI RRBEREZE  RENEHR HEEE  NRSSEEEX  #2R HEB=FBRE/RE  AEEFHE EEBGHRFTEEWE  FESTNT




| @ MITRE ATTRCK 537

BES £33 e Biaais BERER
| W TE@BER T1486 Data Encrypted for Impact Impact
W $HE#S (Ransomware) @ APT BRISERE T1190 Exploit Public-Facing Application Initial Access
AR BEERDEE  RENEER HERE AREEAEEN . 25k =
HH RSB BEERSHRR L

T1078 Valid Accounts Persistence

Lockgt  Conti  BlackCat ApTa1 s

File and Directory Discovery Discovery

T1562.001 Impair Defenses: Disable or Modify Tools Defense Evasion
| @ semmss B oy
wAEHZED T1059 Command and Scripting Interpreter Execution
T HBETERRESEENEER
ERAR : DREH - APT BN T1566.001 Phishing: Spearphishing Attachment Initial Access

EERS B MR oyEe

SHiEE : NEKRECNALRLSE T SBERARSSFREARRD - UEaH TRBEHAHES
T1210 Exploitation of Remote Services Lateral Movement

TTPs 94t H | 18 messw
B GE S R i B ™ B =

[ . WMESH : EMRAS (71190 ~ T1566.001 ) FRFERE ( T1562.001 ) FERENBEBLEE - EHLRSELSHOER -
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